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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
52.16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2706
212.179.21. 194 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 432
37.26.147. 172 | srael 147.237.72. 166 aka.idf.il Anonal y-SSL-renegotiation-di dest - r eset 7
2.54.7.230 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-SS.-renegotiation-di dest - r eset 7
109. 65. 191. 75 I srael 147.237. 72. 166 aka.idf.il Bl ock Udp All Nets drop 6
81.218.171. 27 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
79.176. 145. 62 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 5

94. 230. 83. 25 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 5
87.69. 89. 188 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 5
80.179. 114. 19 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 4
79.182. 106. 104 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
79.178.57. 196 | srael 147.237.72. 166 aka.idf.il Bl ock_UWp Al _Nets drop 3
176. 13. 3. 189 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
23.239. 66. 188 Lhited Sates 147. 237. 76. 147 chinuch. aka.idf.il |B ock Wdp All Nets dr op 1

93. 174. 93. 146 Net her | ands 147. 237. 8. 50 e tikshuv.idf.il Invalid TGP H ags drop 1
23.239. 66. 188 Lhited Sates 147.237. 76. 148 ggcenter.aka. idf.il|B ock Wdp Al Nets drop 1

93. 174. 93. 146 Net her | ands 147.237.77. 233 atal.idf.il Invalid TGP H ags drop 1
79.182. 20. 160 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |S gnature Devi ce Action |C0unt
79. 182. 106. 104 I srael 147.237.76. 31 nakchal .idf.il |[Cl000004: HTTP. options nethod (M crosoft) B ock 2
93.172.210. 33 I srael 147.237.76. 31 nakchal .idf.il [Cl000004: HTTP. options nethod (M crosoft) B ock 2
132.76.50.5 | srael 147.237.76. 31 nakchal .idf.il |C1000004: HITP. options nethod (M crosoft) B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

223. 95. 76. 66 147.237. 72. 167 |Chi na ishurimaka.idf.il [ET SCAN NVAP -f -sS 1
79.178.14.206  |147.237.72. 166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
212.150.1.250 |[147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
77.98. 88. 235 147.237. 72. 166 E?i;;gom aka.idf.il portscan: TCP D stributed Portscan 1
199. 101. 186. 134(147. 237. 76. 196 |Lhited Sates e sviva.idf.il ET SCAN NVAP -sS w ndow 4096 1
46.148.18.162 |147.237. 77. 233 |Li thuani a atal.idf.il ET SCAN Potential SSH Scan 1
193. 47. 165. 251 |147.237. 72. 166 |I srael aka idf.il portscan: TGP D stributed Portscan 1
46.148.18.162 |147.237.8.14 |Lithuania eorchot.idf.il |ET SCAN Potential SSH Scan 1
142.0. 41. 41 147.237.77.235|lhited Sates |svivaidf.il ET SCAN Potential SSH Scan 1
46. 19. 85. 225 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
194 236, 35. 207 1147 237 0. 19 |chi na oo matal idh il ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
37.26.149.252 |147.237.77. 216 |Israel dover.idf.il portscan: TGP D stributed Portscan 1
113. 106. 93. 167 [147.237.77. 212 |Chi na e. dover.idf.il ET SCAN Potential SSH Scan 1
2.54. 60. 213 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
95. 86.115. 107  |147.237.72. 166 | srael aka.idf.il portscan: TGP D stributed Portscan 1
223.95. 76. 66 147. 237. 72. 167 [Chi na ishurimaka idf.il|ET SCAN NVAP -sS w ndow 2048 1
93.172. 181. 187 |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
220.130.217. 94 |[147.237.76.44 |Taiwan e.refuah.idf.il ET SCAN Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force

79.143.180. 44 |147.237.77.121 |Ger many e.navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
212.143.138. 179|147. 237. 72. 166 || srael aka idf.il portscan: TCP D stributed Portscan 1
62.102.227. 177 |147.237.77. 216 |France dover.idf.il Tehila - Perl LWP with fake user agent 1
193. 105. 134. 220|147. 237. 77. 205 |Sweden prisha idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.148.18.162 |147.237.8.27 |Lithuania e.madimatal .idf.i[ET SCAN Potential SSH Scan 1
161.52.14.136  |147.237. 77. 216 |Swneden dover.idf.il portscan: TGP D stributed Portscan 1
46. 19. 86. 216 147.237.77. 216 |I srael dover . idf.il portscan: TCP D stributed Portscan 1
142.0. 41. 41 147.237.76. 177 |Lhited Sates |ncore.idf.il ET SCAN Potential SSH Scan 1
41.33.231.90 147. 237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 1
113. 106. 93. 167 |147.237. 77. 227 |Chi na e. hamaz. i df .il ET SCAN Potential SSH Scan 1
37.26.147.239  |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
113. 106. 93. 167 [147.237.77. 176 |Chi na nat pash. i df . i | ET SCAN Potential SSH Scan 1
2.54.7.196 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
93.174. 95. 81 147. 237. 76. 202 |Net her | ands e halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1497
2.54.183. 145 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 612
165.225.98.96 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 408
212.235.98. 139 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 135
212.199.52.66 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 90
194. 114. 146. 227|i srael 147.237.77. 216 |dover.i df .1 Streamng Engine: TCP Invalid |invalid segnent retransnission drop 76
Ret r ansni ssi on Packet dr opped.
194. 114. 146. 227l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 66
213.57.170.98 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 64
100. 100. 55. 145 147.237.72. 166 |aka. i df .i | dr op First packet isn't SN drop 63
37.26. 149. 201 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 60
46.19.86.251  |Israel 147. 237, 72. 167 |i shur i maka i o [ S NG Engine: TCP Invalid  invalid segnent retransnissi on drop 60
Ret r ansni ssi on Packet dr opped.
213.57.21.122 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 58
62.90. 94. 38 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 55
5.102. 254. 24 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 50
31. 154. 251. 62 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 48
185.22.32. 13 Lebanon 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 45
46. 19. 85. 243 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 39
41.139.173.86 |Kenya 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 38
54.187.55.213 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 38
89.138.91. 175 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 38
212.179. 90. 106 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 37
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 36
80. 246. 130. 198 I srael 147.237.76.42 |refuah.idfi.il  |Bad TOP sequence f;-y':drcﬁ‘v;a;j”lt wth different moni tor (34
113.57.245.24  |Chi na 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 34
174.99.118. 158 |lLhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 33
95. 86. 124. 237  |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 32
147. 236. 238. 22 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 30
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 29
176.13.16. 193 |lIsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 28
2.54.183. 145 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 28
100. 100. 90. 254 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 28
79.182.106. 104 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 28
2.54.183. 145 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber aert 28
68.180.228. 112 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 27
79.181.17.85 | srael 147. 237. 72. 166 |aka. i df . i Streaming Engine: TCP Invalid invalid segnent retransnission drop 27
Ret r ansni ssi on Packet dr opped.
176. 12. 140. 143 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 27
2.54.154. 21 I'srael 147, 237.72. 167 | surimaka i i | | €A NG Engine: TQP Invalid — invalid segnent retransnissi on drop 24
Ret r ansni ssi on Packet dr opped.
37.142.243.122 |israel 147.237.72. 166 |aka.i df i Bad TCP sequence Sweaerel reansm wehdifferent | onitor |24
93.172.184. 58 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 24
46.19. 86. 136 | srael 147.237.77. 216 |dover.idf.il dr op drop 23
37.26.148.219 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 23
66.249.78.173 |Wnited Sates |147.237.77.216 |dover.idf.il Streamng Engine: TCP Invalid invalid segnent retransnission drop 22
Ret r ansni ssi on Packet dr opped.
2.54.186.7 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 22
100. 100. 34. 50 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 22
2.54.10.51 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 22
54.72.73. 168 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 21
52. 16. 5. 197 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 21
31.168.100.81 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 21
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 21
176.12.146.32 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 21
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Action ‘Count
85.250.94. 175 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qustom Tenporary |B ock 143
m ny- kosher-kravi .id , .
212. 143.172.93 |lsrael 147.237.0. 17 £l Miltiple Illegal Paraneter Encoding from212.143.172.93 None 65
176.13.7.232  |israel 147.237.77. 243 |nobi l e. i df . i | Paranet er Type M ol ation Password in Bl ock 52
nobi | e.idf.il/sachar/l ogin
: . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 52
m ny- kosher-kravi . id
176. 12. 143. 96 | srael 147.237.0. 17 f inly Ostributed I11egal Paraneter Encodi ng None 52
79.182. 106. 104 |lIsrael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 39
79.182.106. 104 |[Israel 147.237.76.31 |nakchal .idf.il Ml tipl e Unaut horized URL Access from 79.182.106.104  [B ock 26
208. 115. 113. 82 |wnited Sates 147.237.0.34 [tikshuv.idf.il Wnaut hori zed URL Access to B ock 26
ti kshuv.idf.il/sitel unsel ecat bl e. aspx
m ny- kosher - kravi . i d _ _
176. 13. 20. 94 | srael 147.237.0. 17 £l Ostributed |11 egal Paraneter Encodi ng None 26
37.26.149.220 |lsrael 147.237.72.166|aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 26
74.208.105.30 [thited Sates 147.237.72. 156 |anman. i df . i | eMi | Hoar di ng B ock 13
. . O stributed Uhaut hori zed URL Access on
66. 249. 78. 20 | srael 147.237.76.31 |nakchal .idf.il 147, 237. 76. 31/ robot s. t xt B ock 13
Pal estinian Territory, ] . Uhaut hori zed URL Access to
188. 225. 182.38 |y i e 147.237.77.74 |lawidf.il vawnd | aw i df i 1/ 163- 7353- en pat zar . aspx. Bl ock 13
. . Uhaut hori zed URL Access to
109. 65. 54. 179 [l srael 147.237.77.233(atal .idf.il 147, 237.77. 233/ 1501- he/ at al . aspx B ock 13
5.102. 254. 20 I srael 147.237.72. 166 [aka. i df . i | Mil tiple Unauthorized URL Access from5. 102. 254. 20 Bl ock 13
. . S Lhtraceabl e Gonnection - Protocol violation
212.235.90.55 |[lIsrael 147.237.72. 166 |aka. i df . i | (SSL OONN LI ENT FELLO) None 13
. . Uhaut hori zed URL Access to
81.218.241.25 |[Israel 147.237.72. 166 [aka. i df . i | v aka, i df i 1/si p storagel fil es/ 6/ 67906. pef B ock 13
208.115.113.82 [lnited Sates 147.237.0.34 |tikshuv.idf.il Ml tipl e Unaut horized URL Access from208.115.113.82  [B ock 13
68.180. 228. 112 |[lhited Sates 147.237.77.216|dover . i df . il D stributed Suspici ous Response Qode B ock 13
46. 19. 86. 104 | srael 147.237.77.243|nobi | e.i df . i | Uhaut hori zed UR. Access to nobil e.idf.il/sachar/index B ock 13
85. 25. 92. 80 Ger many 147.237.77.19 [lawforumidf.il Uhaut hori zed LRL Access to /robots. txt B ock 13
66.249. 78.159 |l srael 147.237.77.216|dover . i df . il D stributed Suspici ous Response Qode B ock 13
192. 114. 105. 254|I srael 147.237.77.216|dover. i df . il Lhtraceabl e SSL Sessi ons: Qpen Mde None 13
Uhaut hori zed URL Access to
149.88.243.41 |Israel 147.237.72. 166 |aka. i df . i | vy aka. i df . i |/ mai n/ har edi ni r esour ces/ cont r ol s/ capt cha. as |Bl ock 13
hx
5.102. 254. 20 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to aka.idf.il/https:/aka idf.il/ B ock 13
. m ny- kosher - kravi . i d _
216.218.206. 68 |Lhited Sates 147.237.0. 17 £l Uhaut hori zed URL Access to 147.237.0.17/ B ock 13
81.218.241.25 |Israel 147.237.77.74 |lawidf.il Unauit hori zed LRL Access to B ock 13
vy | aw i df il /i nages/trans. gif
68.180.228. 112 |lnited Sates 147.237.77. 216 |dover . i df . i | Paraneter Type \iolation PageNumin B ock 13
ww i df . i |/ 1399- en/ dover . aspx
. . Mil tiple Fullwidth/Hal fw dth Uhi code Encodi ng on
46.19. 86. 124 I srael 147.237.72. 166 [aka. i df . i | URL/ Par amet er (+) from 46. 19. 86, 124 Bl ock 13
. . DO stributed Whaut hori zed URL Access on
212.143. 221. 181 ]I srael 147.237.77.233|atal . i df .il 147. 237, 77. 233/ 1134- hel at al . aspx B ock 13
193. 19. 118. 175 |Russi an Federation 147.237.77. 216 |dover.idf .l Enail collector robots 14 B ock 13
66.249. 78.166 |l srael 147.237.77.216|dover . i df . il D stributed Suspici ous Response Qode B ock 13
Uhaut hori zed URL Access to
172. 102. 203. 216 147.237.77. 216 |dover.idf.il waw i df . i |/ engl i sh/ rk=0/ r s=wprwl hg. zi f ef 01_4vnu8nj v_ae |B ock 13
. . . Uhaut hori zed URL Access to
37.26.148.178 [Israel 147.237.77.243|nobi | e. i df . i | nobi l e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1431 B ock 13
85. 25. 92. 80 Ger many 147.237.0.15 |kosher-kravi .idf.il Lhaut hori zed URL Access to /robots. txt B ock 13
208.115.113.89 |lhited Sates 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenporary |B ock 13
50.141.129.171 [Lhited Sates 147.237.77. 216 |dover.idf .l O stributed Suspicious Response Code B ock 13
184. 105. 139. 67 |Lhited Sates 147.237.0.19 |nadimatal .idf.il Unhaut hori zed URL Access to 147.237.0. 19/ B ock 13
85. 250. 214. 170 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenporary |B ock 13
. . Uhaut hori zed URL Access to
2.54. 146. 248 I srael 147.237.77.233|atal .idf.il 147, 237.77. 233/ 1136- he/ at al . aspx Bl ock 13
. . Uhaut hori zed URL Access to
79.182.106. 104 |[Israel 147.237.76.31 |nakchal .idf.il vww nakhal i of i 1/5i p,storagel il es/ &/ B ock 13
. . Paraneter Type Mol ati on SearchText in
212.179. 155. 129]l srael 147.237.77.216|dover. i df . il v i df i 171065- he/ dover . aspx Bl ock 13
193.19. 118. 175 |Russi an Federation 147.237.77.216|dover. i df . il eMii | Hardi ng Bl ock 13
66.249.78.173 |[Israel 147.237.77. 216 |dover.i df . i Mil ti pl e Unaut horized URL Access from 66. 249, 78. 173 B ock 13
85. 25. 92. 80 Ger many 147.237.0.19 |madimatal .idf.il Uhaut hori zed LRL Access to /robots. txt B ock 13
74.208.105.30 [lLited Sates 147.237.72. 156 [anan. i df . i | Enail collector robots 14 Bl ock 13
m ny- kosher -kravi .id
212. 143.172.93 |lsrael 147.237.0. 17 f inly Il'legal Paraneter Encodi ng 2% n@j None 13
66.249. 64.178 |l srael 147.237.77.216|dover . i df . il D stributed Suspici ous Response Qode B ock 13
185. 32.179. 210 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 13
89.138.216.73 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 13

10-19-2015-12:04:07 to 10-19-2015-13:04:07




