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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5790
196. 1. 240. 122 Sudan 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 478
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table dr op 121
46.19. 86. 74 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 120
46.19. 86. 200 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
37.26.148. 167 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 14
91. 227.164. 5 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 13
109. 65. 139. 244 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 9
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 8
2.54.5. 67 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
82.80.178. 132 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 6
37.142.222. 152 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
84.94. 130. 220 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5
37.142,222. 152 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 5
212.150. 145. 60 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
212.179.21.194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
192.117. 150. 233 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
2.54. 33. 46 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
176.13. 0. 40 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
85. 112. 78. 242 Lebanon 147.237.77.216 dover.idf.il SYNHood full table drop 3
2.54.5. 67 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 3
5.29. 57. 88 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
212.179. 210. 163 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp Al _Nets drop 3
2.54. 156. 207 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 2
46.19. 85. 232 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 2
212.179.21. 194 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 2
109. 226. 21. 124 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 2
94. 188. 248. 70 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 2
149. 78. 232. 46 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
46.19. 85. 232 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
109. 226. 21. 124 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
5.29. 51. 180 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 1
46.19. 86. 221 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 1
2.54.156. 207 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
84.111.81. 44 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
46.19. 86. 104 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
31.168. 130. 212 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
71.170. 221. 60 Lhited Sates 147.237.76. 44 e.refuah.idf.il Bl ock_Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




10-19-2015-10:04:09 to 10-19-2015-11:04:09

|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

109. 64. 186. 112  |147.237.72.166 |Israel akaidf.il portscan: TCP D stributed Portscan 1
93.174. 95. 81 147.237.0. 34 Net her | ands tikshuv.idf.il ET SCAN Potential SSH Scan 1
80.246.137. 188  |147.237.72.166 |[lIsrael aka.idf.il portscan: TCP DO stributed Portscan 1
46.19. 86. 131 147.237.72.166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
212.199.57.192  |147.237.72.166 |[lIsrael akaidf.il portscan: TCP Distributed Portscan 1
31.184.195.114  |147.237.76.199 |Russian Federation e.nakchal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
193. 107. 17. 72 147.237. 8. 27 Seychel | es e nmadimatal .idf.il ET SCAN NVAP -sS w ndow 1024 1
2.52.175.251 147.237.72.166 |lsrael akaidf.il portscan: TCP Distributed Portscan 1
185. 32. 179. 75 147.237.72.166 |lsrael akaidf.il portscan: TCP D stributed Portscan 1
142.0.41. 41 147.237.76.30 [Lnited Sates hi nush. i df .i ET SCAN Potential SSH Scan 1
109. 73. 242. 91 147.237.77.216 |Palestinian Territory, Geeupied |dover.idf.il portscan: TCP Distributed Portscan 1
93.174. 95. 81 147.237.77.179 |Netherl ands e.nazi.idf.il ET SCAN Potential SSH Scan 1
93.173. 183. 88 147.237.77.216 |lsrael dover.idf.il portscan: TCP D stributed Portscan 1
80. 82. 65. 151 147.237.0. 17 Net her | ands mny-kosher-kravi.idf.il  [ET SCAN NVAP -sS wi ndow 1024 1
37.26.148. 129 147.237.77.216 |lIsrael dover.idf.il portscan: TCP D stributed Portscan 1
194. 90. 156. 133 |147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
2.54.6.183 147.237.72.166 |lIsrael akaidf.il portscan: TCP Distributed Portscan 1
192.227.211.186 |147.237.0.17 Lhited Sates mny-kosher -kravi . i df.il ET VB SERVER Mii ebl ackcat scanner 1
176.13.17. 18 147.237.77.216 |lsrael dover.idf.il portscan: TCP D stributed Portscan 1
117.135. 163. 104 |147.237.8.27 Chi na e madi matal .idf.il ET SCAN NVAP -sS w ndow 4096 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Addr ess ‘S‘te ‘Signature

138.134.192. 10 |l srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 544
212.179.21.194 |lsrael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 451
147.161. 1. 68 | srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 374
5.102.221. 251 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 168
193.34.57.101 |[Israel 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 102
212.47.238.193 |Fance 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 82
68.180.228. 112 |lWhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 69
196. 1. 240.122 |Sudan 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 59
149.78.154.69 |l srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 59
188. 49. 169. 153 |Saudi Arabia 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 57
217.6.229.230 |Ger many 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 54
80. 230. 21. 137 |l srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 53
213.55.104.254 |Bhiopia 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 50
84.94.130.220 |lsrael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 49
46. 19. 85. 136 | srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 48
79.179. 51. 207 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 48
5.29.119. 252 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 46
192. 117. 176. 130|l srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 45
176.58. 71. 32 glcisgii:;a” Territory. 147, 237. 7. 216 |dover. i df . i |dr op Frst packet isn't SWN drop 44
37.60. 46. 177 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 43
2.54.1.78 | srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 43
62. 90. 16. 150 | srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SWN drop 42
54.244.22.103 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 42
70.199.65.152 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 42
66.249.78.173 |Uited Qates 147. 237, 77, 216 |dover i @ [ €AM NG Engine: TCP Invalid - limvalid segnent retransmission. |, ) 40

Ret r ansm ssi on Packet dr opped.

176. 13.5. 127 | srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 39
46.19. 85. 115 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 38
54.187.55.213 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 38
212.235.98.139 |lsrael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 37
108.59.253. 71 |lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 34
54.72.0.55 Irel and 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 33
212.179.90. 106 |l srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 33
203.217.18.248 |Australia 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 33
54.72.73.168 Irel and 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 32
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 31
176. 12. 144. 130 |lsrael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 30
46. 19. 86. 200 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 30
46. 19. 86. 106 | srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 29
176. 13. 10. 26 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 29
213. 204. 127. 27 |Lebanon 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 28
5.108. 140. 103  |Saudi Arabia 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 28
212.143.120. 151 |l srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 28
62.90.5. 212 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 28
46. 19. 85. 50 | srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 27
194. 90. 66. 15 | srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 27
46. 120. 106. 141 [l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 27
2.52.179.0 | srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 26
93. 172. 184. 58 | srael 147.237.77. 216 |dover.idf .i|dr op First packet isn't SN drop 24
2.54.131. 4 | srael 147.237.72. 166 |aka.idf.il |dr op First packet isn't SYN drop 24
5.29.69. 119 | srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 24
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |[Site Sgnature Action ‘Count
176.13. 1. 109 | srael 147.237.0.19 |madimatal .idf.il Distributed Too Many of the Same Response Code (404) B ock 1166
] . . Paranet er Type M ol ati on PageNumin
68.180.230.29 |lhited Sates 147.237.77. 176 |mat pash. i df . i | v cogat . i df . i 1/ 1934- hel cogat . aspx Bl ock 78
’ . . Unaut hori zed URL Access to
68. 180. 229. 168 |Lhited Sates 147.237.77.233|atal .idf .il atal i cf.il/tenpl at s shar ed user cont rol s/ header upper/ B ock 78
) . . Unhaut hori zed URL Access to
78.154.170.6 Wkrai ne 147.237.72. 166 [aka. i df . i | wan aka. i df . i | /ituri mdresources/ i nages/ body/ i nages/ nai n. j pg Bl ock 65
’ . . D stributed Unaut hori zed URL Access on
72.9.148. 10 Lhited Sates 147.237.76.86 [navy.idf.il v navy. i df i 1/994- 8613- hel navy. aspx. aspx Bl ock 52
109. 226. 21. 124 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 39
. . Unaut hori zed URL Access to
81.218.241.25 |[lsrael 147.237.72. 166 |aka. i df . i | voww aka. i of i1 /i p storage/ fil es/ 6/ 67906, p B ock 39
192.118.78.57 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 39
2.54.0.73 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 26
81.218.241.25 |[Israel 147.237.77. 216 |dover . i df .i | Mil tipl e Unauthori zed URL Access from 81.218. 241. 25 B ock 26
192.118.78. 201 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 13
176.13.8. 18 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 13
. . Unaut hori zed URL Access to
46.19. 86. 104 I srael 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl el 1. hel scrol | er/] query. | carousel . css B ock 13
- . Unhaut hori zed URL Access to
85.250. 147.57  [Israel 147.237.72. 156 [aman. i df . i | - Cid i1/ https: /waw il B ock 13
Unknown Par anet er
213.151.35.218 [Israel 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphMai n$cphSachar $chkBi tul Tl ushi min None 13
aka.idf.il/nai n/sachar/registrationw zard/ st ep3. aspx
80.246.136.78 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 13
. . D stributed Lhaut hori zed URL Access on
66.249.93.132 |[Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl ef shared/ reset . css Bl ock 13
185.32.179.19 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 13
46. 19. 85. 175 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs oS At ack None 13
157.55.39.212 |Uited Sates 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 13
82.166. 199. 237 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gde Character in URL B ock 13
. . . . Paraneter Type Mol ation FleNane in
31. 28. 229. 39 Russian Federation [147.237.77.74 |lawidf.il wwe | aw i of i1/t enpl at es/ getfil ef getfil e, aspx Bl ock 13
217.194. 203. 1471 srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 13
ny-kosher-kravi . i d |uauthorized URL Access to
212.179.21.194 |lsrael 147.237.0. 16 il WA ny- kosher - kravi . i df . i |/ 1746-he/ i f estyl e. aspx B ock 13
176. 13. 10. 87 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 13
66. 249, 64. 168 I srael 147. 237.77. 216 |dover . i df . i | Wnauthori zed UL Access to Bock |13
wn i df il /atal /i zkor/ vi ew i nut op. asp
46.19. 85. 111 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 13
. . Unaut hori zed URL Access to
91.228.248. 251 |l srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ styl ef shar ed/ | ayout dev. css B ock 13
2.52.62.19 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 13
213.151.35.218 [Israel 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to waw i df . il/hebrwo/ B ock 13
80.246.139.25 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 13
. . Unhaut hori zed URL Access to
66.249.93.136 |[Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl e shar edl dat epi cker . css Bl ock 13
185. 32.179. 149 |l srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Unknown SSL Sessi on None 13
46. 19. 85. 228 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mbde None 13
176.12.147.80 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 13
84.110.110. 196 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/giyu B ock 13
. . . . Paraneter Type Mol ation InfoGenterltemin
31. 28. 229. 39 Russi an Federation |[147.237.77.74 |lawidf.il v | aw i i1/t enpl at es/ get i | ef getfi | e. aspx Bl ock 13
- . D stributed Lhaut hori zed URL Access on
213. 8. 41. 250 I srael 147.237.76.42 |refuah.idf.il 147, 237.76. 42 styl ef shar ed/ reset . css B ock 13
77.127.206. 235 |lsrael 147.237.72.166|aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 13
176. 13. 10. 87 I srael 147.237.77.243|nobi | e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 13
- . Unhaut hori zed URL Access to
66.249. 64.178 |l srael 147.237.77.216|dover.i df . i | v df i |/ at al 1/ zkor / vi ew i ny. asp B ock 13
46.19. 85. 151 I srael 147.237.77. 216 |dover.i df .i | I11egal HITP \ersion B ock 13
216.218. 206. 68 |Lnited Sates 147.237.72. 156 |aman. i df . i | Unaut hori zed URL Access to 147.237.72. 156/ B ock 13
. . Unaut hori zed URL Access to
66.249. 93. 140 |l srael 147.237.76.42 |refuah.idf.il 147 237.76. 42/ styl el shar ed/ t ext . css B ock 13
Pal estinian Territory . . Unaut hori zed URL Access to
188. 225. 185. 210f . 0oy 147.237.77. 176 [nat pash. i df . i | W cogat i df i 1/sip. storagel i1 es/ 6/ 4616,  pg Bl ock 13
. . Unaut hori zed URL Access to
176.12. 149. 124 |l srael 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p st or agel {1 | es/ 8/ 1668. doc B ock 13
46.19. 86. 46 I'srael 147.237.77. 243 |nobi | e. i df . i | wdté)pl e Untraceabl e S Sessions from46. 19.86.46 ((Cpen None 13
84.111. 81. 44 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 13
. . . . Paraneter Type Molation SortOr in
31.28.229. 39 Russi an Federation |147.237.77.216|dover.idf.il v i df i 17 1399- en/ dover . aspx B ock 13
213.57.168. 177 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 13
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