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|Top Attackers | n DDoS- Def ence |

Attacker Country

Address Address

Attacker ‘Target

‘Site

‘Signature

79.181. 50. 241 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- S -renegoti ati on-Q i dest - reset 44
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 34
31.168. 211. 235 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 24
46.19. 85. 73 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 17
46.19. 85. 189 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- S -renegotiati on-Q i dest - reset 17
46. 19. 86. 85 | srael 147.237.72. 167 i shuri maka. i df . i |Anonal y- SSL-renegoti ation-Q i dest - r eset 14
46.19. 86. 121 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
80. 230. 21. 137 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 6
79.176.57. 175 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
31.154.91. 34 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
79. 183. 152. 199 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
2.54.5.42 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 4
176. 13. 19. 34 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
82.145. 217. 106 Eur ope 147.237.77.216  |dover.idf.il :;]; handshake violation, first packet mot . 1
180. 244. 214. 98 I ndonesi a 147.237.77. 216 dover.idf.il SYNHood full table drop 1
89. 139. 177. 180 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
212.179.21.194 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 1
37.8.71. 208 Pal estini an Territory, 147.237.77.216  |dover.idf.il SN Hood full table drop 1
Cceupi ed
93. 174. 93. 146 Net her | ands 147.237.76. 202 e halag.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Oountry|Target Addr ess |Site

|Sgnaiure

192.227.211. 186 |Lhited Sates 147.237.0.17 |mny-kosher-kravi .idf.i| |20086: HITP. Mi ebl ackcat Security Scanner B ock 5
37.142.68.7 I srael 147.237.72. 166 |aka. i df . i | Q008: HTTP: Xenu User Agent B ock 1
51.254.130.59 |United K ngdom |147.237.77.216 |dover.idf.il C1000106: HTTP: naj estic bot Bl ock 1
192. 227.211. 186 |Lhited Sates 147.237.0.17 |mny-kosher-kravi .idf.i| [20085: HITP. Miebl ackcat Security Scanner Initial Request [Bl ock 1
37.142. 64. 52 I srael 147.237.76.86 |navy.idf.il Q008: HTTP: Xenu User Agent Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 2
46.19.85.8 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
2.54.1. 167 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
213.151. 36. 83 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
195. 160. 240. 11 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
192. 116. 140. 62 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
95. 86. 96. 28 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
80. 246. 133. 209 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
46. 19. 86. 154 147.237. 72. 166 I srael aka idf.il portscan: TCP DO stributed Portscan 1
2.52.56.0 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
218.57.209. 110 147.237.0. 17 Chi na m ny- kosher - kravi . i df . i ET SCAN Potential SSH Scan 1
198. 20. 69. 74 147.237.77. 216 Lhited Sates dover.idf.il ET CROP Dshiel d B ock Listed Source 1
193. 105. 134. 220 147. 237. 77. 61 Sweden e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
132. 64. 168. 34 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
82.117. 208. 243 147.237. 8. 14 e.orchot.idf.il ET SCAN NVAP -sS wi ndow 1024 1
79. 143. 180. 44 147. 237. 77. 205 Ger many prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
212.179.21. 194 |Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 724
81.218.48. 37 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 418
82.145.217. 106 |Europe 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 351
37.8.71.208 glcisgii:;a” Territonyls a7 237.77. 216 |dover. i o . i1 drop First packet isn't SWN drop 132
81.218.251. 251 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 117
192.118.118.1 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 99
46.19. 86. 175 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 84
66.249.93.200 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 67
171.25.193.25 |Sweden 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 65
46. 120.71. 248 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 63
77.158. 88. 40 France 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 61
46.19.85.214  |israel 147. 237.72. 167 | shurimaka i i || €2 N9 Engi ne: TCP Invalid |invalid segnent retransnission drop 57
Ret r ansni ssi on Packet dr opped.
81.218.71.132 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 54
140. 242.217.2 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 50
194. 90. 156. 133 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 49
80.178.204.61 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 48
195. 160. 240. 11 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 48
46.19. 86. 158 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 47
89. 138. 60. 67 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 46
169. 252. 4. 21 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 46
66.249.78.173 |Uhited Sates 147. 237. 77. 216 |dover.i df . i Stream ng Engl ne: TGP Invalid |invalid segnent retransnissi on. drop 46
Ret r ansm ssi on Packet dr opped.
176.13.19. 249 |lIsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 46
46. 19. 86. 21 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 44
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 44
180. 244. 214. 98 |l ndonesi a 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 42
89. 139. 63. 206 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 41
212.179.90. 106 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 40
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 39
79.179.107.28 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 37
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 37
79.177.27.28 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 36
212.199. 244. 112|l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 35
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 33
46. 19. 85. 250 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 32
176.12.142. 249 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 30
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 28
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 28
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 28
66.249.93.196 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 27
93.172.184.58 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 26
80. 246. 133. 209 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 25
176. 12. 136. 243 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 25
79.176. 1. 234 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 24
66.249.78.166 |ited Sates 147. 237. 77. 216 |dover. i of . i | Streamng Engi ne: TCP | nvalid invalid segnent retransnission drop 24
Ret r ansni ssi on Packet dr opped.
66.249.78.173 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 23
46.19.86. 74 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 22
138. 134. 102. 15 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 20
91.231.192.149 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 20
41.42.2.106 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 20
66.249.78.159 |Uhited Sates 147. 237. 77. 216 |dover.i df . i Stream ng Engl ne: TGP Invalid |invalid segnent retransnissi on. drop 20
Ret r ansm ssi on Packet dr opped.
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|Top Attackers In V\AF|

At acker

Target Address

Site

dgnature

Devi ce

‘Count

Gountry Action
46.19.86.160 |Israel 147.237.0.19 |nadimatal .idf.il |00 M of the Sate Response Cbde (404) in Session from Bock  [455
46.19. 86. 160
138. 134. 102. 15 || srael 147.237.76.86 [navy.idf.il Mil tipl e Unhauthorized URL Access from 138.134.102. 15 B ock 143
68.180.230.29 |Wnited Sates |147.237.77.176 |nat pash. i df . i | Paraneter Type M ol ation PageNimin Bock |78
waw cogat . i df . i |/ 1934- he/ cogat . aspx
. - . D stributed Lhaut hori zed URL Access on
72.9.148.10  |lhited Sates |147.237.76.86 |navy.idf.il v navy. i df i |/ 994- 8613- hel navy. aspx. aspx Bl ock 52
. . Unaut hori zed URL Access to
81.218.241.25 |israel 147.237.72.166 |aka. i df . i | ww aka, i df i1 /i p storagel il es/ & 67906. pdf B ock 39
192. 118. 78. 201 |I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 39
. . . Unhaut hori zed URL Access to
176.13.3.164 |Israel 147.237.77. 243 |nobi l e. i df . i | nobi | e.i o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1744 B ock 39
192.118.78.57 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. idf.il/main/ Bl ock 26
54.244.22.103 |lLhited Sates |147.237.76. 147 |chi nuch. aka.idf .il D stributed Suspicious Response Code_Qust om Tenpor ary B ock 26
46.10.85.35  |Israel 147.237.77. 243 |nobi | e. i df . i | Paraneter Type Mol ation irrent Passvord in B ock 26
nobi | e. i df . i|/sachar/changepasswor d
176.13.6.215 |Israel 147.237.77. 243 |nobi l e. i df . i | Suspi ci ous Response Code B ock 13
. . Unhaut hori zed URL Access to
138. 134. 102. 15 |I srael 147.237.76.86 [navy.idf.il Wi navy. i df i1/ p storagelfil es/ 3/ si 2e338x0/ 1613, | pg B ock 13
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
2.54.133.215 |[Israel 147.237.72. 166 |aka. i df . i | aka. i of i1/ nai v sachar/1f asi maspx None 13
108.175.9. 107 |lhited Sates [147.237.77.74 |lawidf.il Enail collector robots 14 B ock 13
79.182.57.202 |lsrael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 13
. - Unaut hori zed URL Access to www i df.il/1283-17841-en/ dover . aspx
66.249. 78. 159 |Israel 147.237.77. 216 |dover. i df .i | nai . gen gadi el zenkot appointed deputy to chief of general staff B ock 13
. . D stributed Unauthori zed URL Access on
176. 12. 149. 107 || sr ael 147.237.77.233atal .idf . il 147, 237.77. 233/ 1135- hel at al . aspx Bl ock 13
109. 65. 43. 248 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 13
31.154.172.83 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 13
85. 64. 97. 94 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 13
. . . Paraneter Type M ol ation ctl 00$Cont ent Pl acetbl der 1$t xt Capt cha in
2.52.26. 66 I 'srael 147.237.0.19 |nadimatal .idf.il nadi matal i cf.i1/nobil e/ ogin. aspx B ock 13
212.150. 66. 161 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/sip_storage/files B ock 13
185. 32. 179. 149 |I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 13
151.80. 31. 141 |ltaly 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to www | aw i df.il/228-he/faq. aspx B ock 13
2.54.157.114 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 13
108.175.9.107 |Wited Sates [147.237.77.74 |lawidf.il eMi | Hoar di ng B ock 13
. . Unhaut hori zed URL Access to
80.179.223.31 |[lIsrael 147.237.77. 176 [mat pash. i df . i | W cogat i df i 1/si p storagel i1 es/ 9/ 4629 pg B ock 13
192. 118. 78. 200 |I srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 13
66.249. 78. 240 |Israel 147.237.72. 166 |aka. i df . i | D stributed Wauthori zed UR. Access on 147. 237.72. 166/ robots. txt |Bl ock 13
176. 13. 2. 50 I srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 13
109. 226. 44. 128 |l sr ael 147.237.77. 216 |dover. i df . il Paraneter Type Vol ation ct! 00SCont ent A acetbl der 19txt Enai | in Bl ock 13
wan i df . i |/ 1038- en/ dover . aspx
212.179.227.7 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 13
85. 130. 244. 140 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 13
2.52.62.19 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS A tack None 13
Russi an wwv, chamat z. aka. i ) )
188. 143. 232. 19 . 147.237.77. 226 . Ml ti pl e Uhaut horized URL Access from 188. 143. 232. 19 Bl ock 13
Federation df.il
. . D stributed Unhauthori zed URL Access on
77.125.78.23 |[Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 421 styl ef shar ed/ reset . css Bl ock 13
66.249.64.61 |[Israel 147.237.76.42 |refuah.idf.il D stributed Unaut hori zed URL Access on 147.237.76.42/robots. txt  |B ock 13
. . URL is Above Root Oirectory
171.25.193.25 |Sweden 147.237.77. 216 [dover. i df . il Wi of i1 /.| shared/cl i entscri pts/j querylj query-1 4. 2.nin. | s Bl ock 13
2.54.179.91  |Israel 147. 237.72. 166 |aka. i df . i | lllegadl Byte Qode aracter in LR /mainkapatz//res Bock |13
our ces/ i mages/ i nner page/ goback. gi f
108.175.9.107 |lhited Sates |147.237.77.176 |mat pash. i df. il Enail collector robots 14 B ock 13
66.249. 93. 158 [l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to ww aka. idf.il/main/giyu Bl ock 13
109. 226. 44. 128 |l srael 147.237.77. 216 |dover.idf .il Uhaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 13
46.19. 86. 79 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 13
2.54.6.183 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS A tack None 13
212.199.57. 192 [l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 13
. . Unhknown Paranet er ctl 00$ct | 00$cphMai n$cphSachar $chkBi t ul Tl ushi m
93.172. 49. 215 |Israel 147.237.72.166 |aka. i df . i | 'n ww aka, i df . i 1/ nai / sachar/ regi strati omi zar d/ st ep3. aspx None 13
. WWW. chamat z. aka. i Unaut hori zed URL Access to
188. 143. 232. 19 RUss an 147.237.77. 226 . vy chanat z. aka. i df . i | /tenpl at es/ sear chresul t s/ searchresul ts. aspx/te |Bl ock 13
Federation df.il . .
npl at es/ sendt of ri end/ sendt of ri end. aspx
77.125. 163. 206 |l srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ 1135- he/ at al . aspx B ock 13
. - Unhaut hori zed URL Access to
66.249. 78. 102 |Israel 147.237.77. 216 |dover. i df .i | 147 237. 77. 216/ styl e 1. hel scrol | er/ ski n. css B ock 13
176. 12. 146. 181 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 13
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