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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
81. 218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 94
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 26
46.19. 86. 186 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
213.8.121.101 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
213.8.121.101 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 11
109. 67. 142. 79 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
212.143.112. 217 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 8
80. 179. 184. 165 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 6
2.52,155. 32 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 4
58.84.176. 119 Australia 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4
109. 67. 142. 79 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 4
62. 219. 254. 22 | srael 147.237.77. 216 dover.idf.il Bl ock_Up Al _Nets drop 3
212.199. 244. 112 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
46. 19. 86. 115 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 2
87.69.121. 40 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
71.6.167. 142 Lhited Sates 147.237.76. 34 yohal an.i df .i | B ock_Udp Al _Nets drop 1
89. 248. 172. 98 Net her | ands 147.237. 76. 147 chinuch. aka.idf.il|B ock Wdp All _Nets drop 1
2.54.31.212 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
71.6.165. 200 Lhited Sates 147.237.76. 201 e atal.idf.il Bl ock_Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Oount
37.212.168. 178 Bel arus 147.237.77. 216 dover.idf.il |CL000004: HITP:. options nethod (M crosoft) B ock 1
213.8.52. 148 I srael 147. 237. 72. 166 aka.idf.il C1000004: HTTP. options method (M crosoft) Bl ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ount ry Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 4

195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2

66.249.78.173 |147.237.77.216|W0ited Sates  [dover.idf.il ET SCAN NVAP -sA (2) 2

77.108.69. 253  |147.237.76.176 gj::;”ion test.ncore.idf.il ET SCAN Potential SSH Scan 1

77.108.69.253 |147.237.76. 42 |SSI@ refuah.idf il ET SCAN Potential SSH Scan 1
Feder at i on

77.108.69.253 |147.237.76.30 |XSSIan hi nush. i df . | ET SCAN Potential SSH Scan 1
Feder at i on

117,60 174. 208 |147. 237 0.34  |cni Cikshov. i ] ET SCAN Behavi oral Uhusual |y fast inbound Tel net 1

. . . . . 0. 1 ha . . . .
Gonnections, Potential Scan or Brute Force

77.108.69.253  |147.237. 72. 166 | XSS aka.idf.il ET SCAN Potential SSH Scan 1
Feder at i on

77.108.69.253 |147. 237. 77, 235 |SS N svivaidf.il ET SCAN Potential SSH Scan 1
Feder at i on

77.108.69. 253  |147.237.0.17 gj::;”ion mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1

77.108.69.253 |147. 237. 77, 233 |SS N atal.idf.il ET SCAN Potential SSH Scan 1
Feder at i on

77.108.69.253  |147. 237. 77. 205 |SS A prisha.idf.il ET SCAN Potential SSH Scan 1
Feder at i on

31.184.195. 114 |147.237.77.216 ?éj::;’}m dover. i df i ET SCAN Potential VWNC Scan 5900- 5920 1

77.108.69.253 |147.237.77.61 XSS e.cogat.idf.il ET SCAN Potential SSH Scan 1
Feder at i on

77.108.69. 253  [147.237. 76. 202 ?éj::;’}m e halag.idf.il ET SCAN Potential SSH Scan 1
Russi an . . .

77.108.69.253 |147.237.76.86 . navy.idf.il ET SCAN Potential SSH Scan 1
Feder at i on

77.108.69. 253 [147.237.76. 39 ?éj::;’}m nobi | e. mei tav. i df.il ET SCAN Potential SSH Scan 1

193. 105. 134. 220(147. 237. 76. 31 |Sweden nakchal . i df.il ET SCAN NVAP -sS wi ndow 1024 1

77.108.69. 253  |147. 237.72. 167 ?ég:;;m i shuri maka.idf. i ET SCAN Potential SSH Scan 1

93.174. 93.28 147. 237. 77. 212 |Net her | ands e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1

77.108.69. 253  |147.237.72. 14 ?;Z:;;”im dover.idf.il (ol d) ET SCAN Potential SSH Scan 1

77.108.69. 253 |147.237.77. 234 23::;'}0'1 hal ag.i df .i | ET SCAN Potential SSH Scan 1

77.108.69. 253  |147.237.77.226 ?;Z:;;”im vy chamat z. aka.idf il |ET SCAN Potential SSH Scan 1

a7.143. 121, 235 |147.237.72. 14 |qpei dover i df i1 (ol ) ET SCAN Behavi oral Lhusual |y fast inbound Tel net 1

Gonnections, Potential Scan or Brute Force
77.108.69. 253  |147.237.77.178 ?;Z:;;”im e. nat pash. i df . i ET SCAN Potential SSH Scan 1
77.108.69. 253  |147.237.77.19 23::;'}0'1 I awf orumi df . i1 ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
166.137.139.60 |[Uhited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 392
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 87
148. 177. 129. 213 |Eur ope 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 78
166.137.136.32 |[Uhited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 77
185.58.201.28 [Lebanon 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 65
45.50. 14. 184 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 64
81.218.234. 122 |Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 60
64.30.110.222 |lhited States |[147.237.77.216|dover.idf.il |drop First packet isn't SN drop 59
83.56. 31. 155 Spai n 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 55
5.29.34.117 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 53
69.164.141.57 |lLhited States |[147.237.77.216|dover.idf.il |drop First packet isn't SN drop 51
46. 19. 85. 255 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 50
91.228.127.198 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 49
68.180.228. 112 |Lhited States |[147.237.77.216|dover.idf.il |drop Frst packet isn't SN drop 45
37.231. 147. 225 |Kuvait 147.237.77. 176 |nat pash. i of . i I|dr op Frst packet isn't SN drop 45
54.187.55.213 |Wited Sates [147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 44
213.8.121.101 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 43
46. 19. 86. 30 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 42
2.54.183. 207 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 39
41.37.179.139 |Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 37
52. 16. 5. 197 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 36
66.249.78.173 |United Sares |147.237. 77, 216 |dover. ir. i1 | ! SAM NG Engine: TP Invalid Ivalid segnent retransmssion. drop 32
Ret ransni ssi on Packet dr opped.
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 32
70.209.49.143 |Lhited Sates |[147.237.77.216|dover.idf.il |drop First packet isn't SN drop 30
2.52.180.173 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 28
66.249.78.166 |United Sares |147.237.77. 216 |dover iof. i1 | 2" @M NG Engine: TGP Invalid nvalid segnent retransmssi on. drop 28
Ret r ansni ssi on Packet dr opped.
41. 47.58. 191 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 28
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 25
84.108. 169. 244 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 24
212.143.112. 217|I srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 24
197. 41. 234. 129 |Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 23
216.67.32.145 |Lhited States |[147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 23
212.179. 90. 106 |[Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 22
212.143. 159. 118|I srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 22
37.231.147. 225 |Kuwai t 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 21
46. 19. 86. 93 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 21
176.12.140. 87  |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 21
2.54.181. 117 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 20
168. 253. 181. 207 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 20
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 20
93.172.184.58 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 19
2.52.177.207 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 19
149. 78. 160. 209 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 17
2.52. 145. 245 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 17
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 16
197. 41. 213. 252 |Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 16
80.179.13.77  |israel 147,237, 72. 166 |aka i 11 | €AM NG Engi ne: TGP Inval id Invalid segnent retransmssion. drop 15
Ret r ansni ssi on Packet dr opped.
31.168.99.234 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SWN drop 14
131. 253.35. 149 [lhited Sates |147.237.77.216 |dover.idf.il |drop First packet isn't SYN drop 13
82.102. 169. 210 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 13
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
208.113.197.80 |Whited Sates 147.237.72.166 |aka. i df . i | Mul tipl e Whaut hori zed URL Access from 208. 113. 197. 80 B ock 65
] . . D stributed Uhaut hori zed URL Access on
72.9.148. 10 Lhited Sates |147.237.76.86 [navy.idf.il v navy. i df i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 52
46.121.252. 184 |Israel 147.237.77.74 |lawidf il thaut hori zed LR. Access to Bl ock 39
wawv mag. i df . i |/ consol e/ cor e/ doc_ngr/ doc_ngr. asp
194. 90. 239. 2 | srael 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to waw idf.il/anan Bl ock 39
176.13. 12. 64 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 26
185.32.179.49 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 26
. . . Unhaut hori zed URL Access to
185. 32. 179. 146 |l srael 147.237.77.243|mobi | e. i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1152 B ock 26
79.197. 218. 144 |Ger many 147.237.77. 216 |dover . i df . i | D stributed Suspicious Response Gode B ock 13
. . Unaut hori zed URL Access to
66.249.78.102 |Israel 147.237.77. 216 |dover.idf .il 147. 237.77. 216/ 1133- 19926- he/ dover . aspx Bl ock 13
] . . Unaut hori zed URL Access to
199. 16. 156. 124 |hited Sates [147.237.77.216|dover.idf .il Wi df i1/ p storagel il es/ O/ si ze220x0/ 17360, | pg B ock 13
. . . Unknown Paraneter anp;rnd in
91.231.193.150 Israel 147.237.76. 200 [ei tan. aka. i df . i v ei tan. aka. i df . i | / shar ed/ aj ax/ cr eat ecapt chai nage. aspx None 13
Unaut hori zed URL Access to
69. 109. 8. 17 Lhited Sates |147.237.77.216|dover.idf.il waw i df . il /daily statistics/english/ wwwwwwef 69b07b3wwnnw |Bl ock 13
w_f 69b07b3
. . Uhaut hori zed URL Access to
193. 106. 206. 10 |l srael 147.237.72. 166 |aka. i df . i | voww aka. i of i |/ mai 1V scri pt s/ css3pi e, htc B ock 13
138.134.192.10 |l srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed LR Access to vwwidf.il/mil net Bl ock 13
81.176.228.59 RJF Sﬁ::ﬂ on 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwu aka. i df . i |/ backup/ Bl ock 13
66.249.78.173 |[Israel 147.237.77.216|dover. i df .i | Mil tipl e Unaut hori zed URL Access from 66.249. 78. 173 Bl ock 13
] . . Unaut hori zed URL Access to
199. 16. 156. 125 |Uhited Sates |147.237.77.216|dover.idf .il Wi df i1/ p storagel il es/ 5/ si ze220x0/ 17365, | pg B ock 13
91.231.193.150 |israel 147.237.76.200 |ei tan. aka. i df . i | Wnknown Paraneter amp;t in None 13
v el tan. aka. i df . il/scriptresource. axd
208.115.113.82 [lnited Sates |[147.237.0.34 |ti kshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/site/unsel ecatbl e.aspx |B ock 13
66.249. 67. 147 [Israel 147.237.72. 156 [anan. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/ B ock 13
157. 55. 39. 13 Lhited Sates |147.237.77.216|dover.idf.il D stributed Suspi ci ous Response Code B ock 13
. . Unaut hori zed URL Access to
81.218. 48. 37 I sr ael 147.237.77. 176 [nat pash. i df . i | W cogat i df i 1/si p storagel i1 es/ 9/ 4629 pg Bl ock 13
} . . Uhaut hori zed URL Access to
199. 16. 156. 126 |lLhited Sates |147.237.77.216|dover.idf.i | v i i1/ p_st or agel 11 es/ 7/ si ze220x0/ 12607, | pg Bl ock 13
. . D stributed Unhaut hori zed LR Access on
66.249.78.246 |[lIsrael 147.237.72. 166 [aka. i df . i | 147. 237. 72, 166/ r obot 5. t xt B ock 13
185.32.179. 109 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 13
2.54.182.101 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to 147.237. 76. 42/ styl el shar ed/ 960. css |B ock 13
91.231.193.150 [Israel 147.237.76.200(ei tan. aka. i df . i | Unknown Paraneter anp;t in wwu eitan. aka.idf.il/webresource. axd [None 13
208.115.113.89 |Whited Sates 147.237.72.166 |aka. i df . i | Mul tipl e Uhaut hori zed URL Access from 208. 115. 113. 89 B ock 13
74.76.168.112 |Wnited Sates [147.237.72.166|aka.idf .il Untraceabl e S3. Sessions: sigal gs oS Attack None 13
66.249.78. 4 I srael 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 13
. . Mil tiple Uhtraceabl e SS. Sessions from 195. 159. 233. 44 (Pr ot ocol
195. 159. 233. 44 |Nor way 147.237.77. 216 |dover.idf . il viol ation (SSL OONN OLI ENT KEY EXCHANGE)) None 13
m ny- kosher - kravi . i ing - : i
176.13.8.98 I srael 147.237.0. 17 ny Doubl e URL Encoding - paraneter: Feturnurl in B ock 13
df.il mny-kosher-kravi . i df.il/tenpl ates/| ogi n. aspx
Lhi ted . . Uhaut hori zed URL Access to
83.223.122.22 | nadom 147.237.77. 216 |dover . i df .il Wi i df i | /1283- 13885- en/ dover . aspx) - B ock 13
199. 188. 204. 160|United Sates  |147.237.72.166|aka. i df .il Uhaut hori zed LRL Access to aka.idf.il/wp-admn/ B ock 13
68.180.228.175 |Wnited Sates [147.237.76.42 [refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 13
46. 19. 86. 153 I srael 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 13
92.225.32.247 |Ger many 147.237.77. 216 |dover.idf . il D stributed Suspici ous Response Code B ock 13
74.82.47. 4 Lhited Sates [147.237.72.167i shuri maka.idf.il Unaut hori zed URL Access to 147.237.72. 167/ B ock 13
216.218.206.66 |[Lited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 13
. . D stributed Uhaut hori zed LRL Access on
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ r obot 5. t xt B ock 13
. . SS. Uhtraceabl e Gonnection - Protocol violation
195. 159. 233. 44 |Nor way 147.237.77. 216 |dover.idf . il (SSL_OONN CLI ENT KEY EXCHANGE) None 13
m ny- kosher - kravi . i i i
176.13.8.98 I srael 147.237.0. 17 ny llegal Paraneter Encoding rnd in . None 13
df.il mny- kosher-kravi . i df .i1/aj ax/ creat ecapt chai nage. aspx
. . . Unknown Paraneter anp;f in
91.231.193. 150 |l srael 147.237.76.200|ei tan. aka. i df .i | vuwy ei tan. aka. i o i 1/t enpl at es/ sendt of ri end sendt of ri end. aspx None 13
. . i i 1 S%T™M oX?PXTM
207.46.13.88  |Wnited Sates |147.237.72.166 |aka. i df .i| Wnaut hori zed LR Access to aka. Tdf. 11/ x2xTixcexex?x B ock 13
x?/ cont act /
68.180.229. 173 |Wited Sates |[147.237.72.166|aka.idf.il Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 13
188.165.15.89 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/rights/hebrew htm B ock 13
46.19. 86. 174 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 13
93.196. 123. 111 |Ger nany 147.237.77.216|dover . i df . i | D stributed Suspici ous Response Code Bl ock 13
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