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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
79.182. 218. 144 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
85. 64. 120. 250 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 24
67.86.168. 116 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46.19. 85. 100 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 4
172.56. 21. 96 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 3
62. 219. 254. 22 | srael 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 3
85. 64. 120. 250 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
222.186. 34. 48 Chi na 147.237.76. 198 e.yohalan.idf.il [JLM Under_ Attack_Con_Tcp dr op 2
82.102.169. 113 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
89. 248. 172. 98 Net her | ands 147. 237. 76. 86 navy.idf.il Block Udp All Nets drop 1
46.19. 85. 100 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker CGountry

|Signature

41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 5
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
193. 105. 134. 220 147. 237.76. 177 Sweden ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
177. 87. 168. 30 147. 237. 0. 200 Brazil rdlu. i of i | ET SCAN NMAP -sS wi ndow 1024 1
98. 102. 200. 172 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NMAP -sS w ndow 2048 1
79.143. 180. 44 147. 237. 76. 200 Ger many eitan. aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
79.143. 180. 44 147.237.0. 19 Ger many nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
31.184.195. 114 147.237.77. 178 Russi an Federat i on e. mat pash. i df .i | ET SCAN Potential WNC Scan 5900- 5920 1
222.186. 21. 180 147. 237.76. 44 Chi na e.refuah.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
222.186. 21. 180 147. 237.0. 33 Chi na idf.il ET SCAN Potential WNC Scan 5900- 5920 1
193.107. 17. 72 147.237.77.178 Seychel | es e. nat pash. i df . il ET SCAN NVAP -sS w ndow 1024 1
177.87. 168. 30 147. 237. 0. 200 Brazl . i df i | ET SCAN NMAP -sS w ndow 4096 1
98. 102. 200. 172 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NMAP -sS wi ndow 4096 1
98. 102. 200. 172 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -f -sS 1
79. 143. 180. 44 147. 237. 76. 198 Ger many e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
222.186. 21. 180 147.237. 76. 197 Chi na e. hinush. i df . il ET SCAN Potential WNC Scan 5900- 5920 1
222.186.21.180 147.237.76. 31 Chi na nakchal . i df il ET SCAN Potential WNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
108. 14. 87. 96 Lhited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SN drop 123
129.78.233.210 |Australia 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 120
92. 214. 207. 254 |Ger many 147.237.77. 216 |dover. i df.i|dr op First packet isn't SN drop 57
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf .i|dr op Frst packet isn't SN drop 48
66.249.78.173 |uited Sates [147. 237, 77. 216 |oover i a1 [T €2M NG Engi ne: TCP Invalid Invalid segnent retransmssion. Packet | 42
Ret r ansm ssi on dr opped.
165.91.187.1 Lhited Sates [147.237.77.216|dover.idf.i|dr op First packet isn't SN drop 39
37.142.190. 17 | srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 36
212.179.21.194 |lsrael 147.237.77. 216 |dover. i df.i|dr op First packet isn't SYN drop 35
46. 19. 85. 175 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 33
41.33.231. 90 Egypt 147. 237.77. 216 [dover. i df .i|dr op SAMrule drop 28
37.26.149.235 |Israel 147, 237, 72. 166 |aka i or i1 [ @M NG Engi ne: TCP Invalid nvalid segnent retransmssion. Packet | 24
Ret r ansni ssi on dr opped.
46. 19. 85. 100 | srael 147.237.77. 216 |dover. i df.i|dr op First packet isn't SN drop 22
172.56. 21. 96 Lhited Sates [147.237.77.216|dover.idf.i|dr op First packet isn't SN drop 21
54.72.0.55 Irel and 147.237.77. 216 |dover. i df.i|dr op First packet isn't SYN drop 18
79.182.218. 144 |lsrael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 17
68.180.228. 112 |lhited States |[147.237.77.216|dover.idf.i|drop First packet isn't SN drop 16
80.179.13.77  |israel 147, 237, 72. 166 |aka i o1 |2} €M NG Engine: TCP Invalid Invalid segnent retransmssion. Packet |, 15
Ret r ansni ssi on dr opped.
52.16.5.197 Lhited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SN drop 15
41. 33. 231. 90 Egypt 147.237.77. 216 |dover. i df.i|dr op First packet isn't SYN drop 13
84.109. 152. 101 |l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 13
54.72.73.168 Ireland 147.237.77. 216 |dover.idf .i|dr op Frst packet isn't SN drop 13
212.179.90. 106 |lsrael 147.237.77. 216 |dover. i df.i|dr op First packet isn't SYN drop 13
85.64. 125. 155 |l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 12
195. 34.150. 18 |Austria 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 11
70.199.105. 196 |Lhited States |[147.237.77.216|dover.idf.i|dr op First packet isn't SYN drop 10
75.166.199.94 |lLhited Sates |[147.237.77.216|dover.idf.i|dr op First packet isn't SN drop 10
46. 19. 86. 250 | srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 10
184.38.206. 174 [nited Sates |147.237.77. 216 [dover.idf.i[dr op First packet isn't SYN drop 10
79.177.151. 195 |Israel 147, 237, 72. 166 |aka i or i1 [} @M NG Engi ne: TCP Invalid nvalid segnent retransmssion. Packet | 9
Ret r ansni ssi on dr opped.
76.218.200. 134 |lhited States |[147.237.77.216|dover.idf.i|dr op First packet isn't SN drop 9
2.54.3.43 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 9
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf .i|dr op Frst packet isn't SN drop 8
67.86.168.116 |lLhited States |[147.237.77.216|dover.idf.i|drop First packet isn't SN drop 8
50.87.144.145 |lhited Sates |[147.237.77.216|dover.idf.i|dr op First packet isn't SYN drop 8
46. 19. 85. 106 | srael 147.237.77. 216 |dover.idf .i|dr op Frst packet isn't SN drop 7
93.172.184.58 |lsrael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 7
79.181.15.55 | srael 147.237.77.74 |lawidf.il |dr op First packet isn't SYN drop 7
79.181.177.59 |l srael 147 23772, 166 |aka i of i1 || €AM NG ENgi ne: TCP Invalid Invalid segnent retransmssion. Packet | 6
Ret r ansni ssi on dr opped.
1.47.232. 123 Thai | and 147.237.77. 216 |dover. i df.i|dr op First packet isn't SYN drop 6
157.55.39.214 [wnited Sates [147.237.77. 216 [dover.idf.i|dr op First packet isn't SN drop 6
176. 12. 136. 157 |l srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 6
79.178.139. 201 |lsrael 147.237.77. 216 |dover. i df.i|dr op First packet isn't SN drop 6
162. 243.62. 216 |hited Sates [147.237.77. 216 [dover.idf.i[dr op First packet isn't SN drop 6
66.240.78.150 |uited Sates |147. 237, 77. 216 |dover. i .| T E2M NG Engine: TP Invalid Invalid segnent retransmssion. Packet | 6
Ret r ansni ssi on dr opped.
66.249.78.166 |Uited Sares |147.237.77. 216 |dover.iar. ;|2 T €2 NG Engine: TP Invalid Invalid segnent retransmssion. Packet |, 6
Ret r ansni ssi on dr opped.
80. 246. 130. 24 | srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 5
65.30.171.129 |Lhited Sates |[147.237.77.216|dover.idf.i|dr op First packet isn't SN drop 5
2.52.144. 249 | srael 147.237.77. 216 |dover. i df.i|dr op First packet isn't SN drop 5
66. 249. 64. 178 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 4
66.249.78.173 |lsrael 147.237.77. 216 |dover. i df.i|dr op First packet isn't SN drop 4
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
68.180.228. 112 |Wited Sates |[147.237.77.216|dover.idf.il Distributed Suspici ous Response Code B ock 143
} . . D stributed Unaut hori zed URL Access on
72.9.148. 10 Lhited Sates [147.237.76.86 [navy.idf.il v navy. i df . i 1/ 994- 8613- he/ navy. aspx. aspx Bl ock 52
82.166. 152. 130 |l srael 147.237.76.86 |navy.idf.il Mil tiple Unaut hori zed URL Access from 82. 166. 152. 130 B ock 39
. . Uhaut hori zed URL Access to
82.166.152. 130 I srael 147.237.76.86 |navy. | df. il v navy. i df.il/sip storage/fil es/ 3/ si ze338x0/ 1613. j pg B ock 26
66.249.78.173 |[Israel 147.237.77. 216 |dover.i df .i | D stributed Suspi ci ous Response Code B ock 26
138.134.102. 16 |Israel 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to www i df.il/hi mush/site/ he/ hi nush. asp |Bl ock 26
157.55.39. 198 [thited Sates |[147.237.77. 176 |nat pash. i df . i | Unhaut hori zed URL Access to 147.237.77. 176/ robot s. txt B ock 13
ny- kosher -kravi . i df . [unaut hori zed URL Access to
66.249.81. 133 | srael 147.237.0.16 il wwe ny- kosher -kravi . i df.i1/1746-he/lifestyl e. aspx B ock 13
208.115.113.89 |lhited Sates [147.237.72.166|aka.idf.il Lhaut hori zed URL Access to aka.idf.il/reserve B ock 13
. . . Uhaut hori zed URL Access to
180. 153. 185. 241 |Chi na 147.237.77. 176 [nat pash. i df . i | Wy cogat . i df . i | / shared/ cl i ent scri pts/ fag/ f ag. j s98f si t eversi on Bl ock 13
65. 55. 210. 65 Lhited Sates [147.237.72.166|aka.idf.il Untraceabl e S3. Sessi ons: sigal gs oS Atack None 13
217.12.204.134 |Wkraine 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wwweidf.il/newsite/english/main asp |B ock 13
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
87.69.127.3 I srael 147.237.72. 166 [aka. i df . i | voww aka. i o . i |/ i 1V sachar/ r equest . aspx None 13
. . Uhaut hori zed URL Access to
66.249.78.173 |Israel 147.237.77.216|dover. i df .i | i df .11/ 1133- 20956- he/ dover . aspxx’xIxEx™Msxoxs B ock 13
. . . Uhknown Paraneter docid in
207.46.13.187 |Wnited Sates [147.237.72.166|aka.idf.il v aka. i of i |/ gi yus/ qandal def aul t. asp None 13
66. 249. 64. 61 | srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 13
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
94.159. 191. 0 I srael 147.237.72. 166 |aka. i df . i | v aka. i o . i |/ mai v sachar / vi ewpni of . asp None 13
. . D stributed Unaut hori zed URL Access on
66.249.78.234 |Israel 147.237.72. 166 |aka. i df . i | 147 237 72. 166/ r obot s. £ xt B ock 13
207.46.13.190 |lLnited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ B ock 13
78.128.92.202 |Rulgaria 147.237.77.19 [lawforumidf.il Unaut hori zed URL Access to 147.237.77.19/ B ock 13
. . D stributed Unaut hori zed URL Access on
66. 249. 67. 71 I srael 147.237.72. 166 |aka. i df . i | 147. 237 72. 166/ r obot s. £ xt B ock 13
. . Distributed Uhaut hori zed URL Access on o
66.249.78.246 |Israel 147.237.72. 166 [aka. i df . i | 147 237. 72, 166/ r obot 5. t xt ock 13
208.113.197.80 |lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/wp-adnin/ B ock 13
66.249.78.166 |lIsrael 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to www i df.il/1133-19149 B ock 13

10-19-2015-06:04:02 to 10-19-2015-07:04:02



