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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
46.117. 157. 113 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 5
37.204.109. 18 Russi an Federation 147. 237. 76. 42 refuah.idf.il|JLMPurple Con Limt _Htp drop 3
62. 219. 254. 22 | srael 147.237.77. 216 dover.idf.il [Block Udp All Nets drop 3
73. 32.238. 136 Lhited Sates 147.237.77. 216 dover.idf.il [SINHood full table drop 2
0.0.0.0 147.237.77. 216 dover.idf.il |HTTP Page H ood Attack drop 2
54. 235. 136. 3 Lhited Sates 147.237.77. 216 dover.idf.il [SINHood full table drop 2
54.244. 22. 103 Lhited Sates 147.237.77. 216 dover.idf.il |TCP handshake viol ation, first packet not syn drop 1
37.204.109. 18 Russi an Federation 147. 237. 76. 42 refuah.idf.il|JLM Under _Attack _Con Htp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry ‘Ste |Signature |Count |
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
178.89. 191. 77 147.237.77.216  |Kazakstan dover.idf.il ET SCAN Potential SSH Scan 2
222.186. 160. 108 147.237.76. 31 Chi na nakchal . i df.il ET SCAN Potential VWNC Scan 5900- 5920 1
182. 254. 138. 16 147. 237.72. 166 Chi na akaidf.il ET SCAN Potential SSH Scan 1
120. 55. 125. 210 147.237.0.34 Chi na tikshuv.idf.il ET SCAN Potential SSH Scan 1
120. 55. 125. 210 147.237.0. 15 Chi na kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
2.139. 194. 109 147. 237.76. 34 Spai n yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
1. 235. 195. 234 147.237.77. 216 Korea, Republic of dover.idf.il ET SCAN NVAP -sS wi ndow 2048 1
222.186. 160. 108 147.237.0. 35 Chi na akavs. i df . i ET SCAN Potential VWNC Scan 5900- 5920 1
182. 254. 138. 16 147. 237.72. 217 Chi na e.idf.il ET SCAN Potential SSH Scan 1
120. 55. 125. 210 147.237.0. 17 Chi na mny- kosher -kravi . i df . il ET SCAN Potential SSH Scan 1
104. 197. 123. 148 147.237.0. 35 Lhited Sates akavs. i df . i ET SCAN NMAP -sS wi ndow 1024 1
1. 235. 195. 234 147. 237.77. 216 Korea, Republic of dover.idf.il ET SCAN NMAP -sS wi ndow 3072 1
1.235. 195. 234 147.237.77.216  |Korea, Republic of dover.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry |Target Address |Ste Signature Acti on ‘Count
41.254. 6. 116 S;E:Enr iNy;b 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 360
37.204.100.18 |¥SS'an 147.237.76.42 |refuah.idf.il  |drop First packet isnt SWN drop 117
Federation
54.244.22.103 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 88
66.87.116. 54 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 62
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 58
37.26. 149. 239 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 45
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 23
54.72.73.168 Irel and 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 23
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 23
54.187.55.213 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 20
134. 87.187. 228 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 18
37.142. 68. 66 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18
31.186.228.60 |United Kingdom [147.237.77.216|dover.idf.il dr op First packet isn't SN drop 17
50.87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 16
31.186.228.32 |United Kingdom [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 16
46. 117. 157. 113 [l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 14
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 13
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
68.180.228.112 |ited Sates  [147.237. 7. 216 |dover. i i1 | SAM NG Engine: TCP Invalid invalid segnent retramsmission | 12
Ret r ansn ssi on Packet dr opped.
32.42.15.123 Net her | ands 147.237.77. 74 |lawidf.il dr op First packet isn't SN drop 12
198.58.102.96 |Uhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
100. 33.60. 5 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
66.249.78.166 |ited Sates 147. 237. 77. 216 |dover. i cf . i | Streamng Engi ne: TCP | nvalid - finvalid segnent retransnission drop 12
Ret r ansni ssi on Packet dr opped.
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 11
31.186.228.29 |United Kingdom [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 10
93.172.184.58 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
31.186.228.58 |Wnited Kingdom [147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 10
31.186.228.30 |United Kingdom [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 10
31.186.228.57 |United Kingdom [147.237.77.216|dover.idf.il drop First packet isn't SN drop 10
46.19.85.113  |Israel 147. 237, 72. 167 | shurimaka i o i |2 | @M NG Engine: TQP Invalid - invalid segnent retransnission drop 9
Ret r ansni ssi on Packet dr opped.
42.120. 160. 110 |China 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
149. 78. 107. 180 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
212.179.90. 106 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
66.249.78.159 |Uited Sates  |147.237. 77. 216 |dover.idf i1 Streaning Bngine: TCP Invalid imvalid segnent retransnission. |y 8
Ret r ansn ssi on Packet dr opped.
104. 197. 194. 102|lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
85. 181. 50. 29 Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
149. 88. 28. 32 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
85.181.50.29  |Germany 147.237.77. 216 |dover. i df . Streamng Engine: TCP Inval id invalid segnent retransmssi on, drop 8
Ret r ansni ssi on Packet dr opped.
31.186.228.94 |United Kingdom [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
31.186.228.96 |Uhited Kingdom [147.237.77.216|dover.idf.il dr op First packet isn't SN drop
64.233.172.155 |Uited Sates  |147.237. 77. 216 |dover. i df i | Streaning Bngine: TCP Invalid imvalid segnent retransnission. |y 6
Ret r ansn ssi on Packet dr opped.
31.186.228.31 |Uhited Kingdom [147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 6
174.109. 247.29 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
41.33.231.90 Egypt 147.237. 77. 216 [dover.i df .i | dr op drop 6
79.179.127.8 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
207.46.13.112 |Uited Sates  |147.237. 77. 216 |dover. i df i Streanmng Engine: TP Invalid  fimalid segrent retransmssion | 6
Ret r ansm ssi on Packet dr opped.
74.197.10.219 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
31.186.228.93 |Uhited Kingdom [147.237.77.216|dover.idf.il dr op First packet isn't SN drop
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
68. 180. 229. 239 |Wited Sates [147.237.72. 166 |aka. i df .| Unaut hori zed URL Access to waw aka. i df . il/pat zar B ock 78
} . . D stributed Unaut hori zed URL Access on
72.9.148. 10 Lhited Sates |147.237.76.86 [navy.idf.il v navy. i df i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 52
87.69. 92. 152 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/main/ B ock 39
66.249.78.166 |lIsrael 147.237.77. 216 |dover . i df . i | D stributed Suspici ous Response Code B ock 26
108.175.9. 107 |Uited Sates |147.237.77. 216 |dover.idf.i | eMi | Hoar di ng B ock 13
66.249.79.218 |lIsrael 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to 147.237.77. 74/ robots. txt B ock 13
! . . D stributed Unaut hori zed URL Access on
50. 16. 96. 226 United States (147.237.77. 216 (dover . i df . i | vwwy i df . i1/t enpl at es/ shar ed/ user cont r ol s/ header upper / B ock 13
162.157.29. 23 |Canada 147.237.76.200(ei tan. aka. i df . i | Too Many 404: Response Code per Session Bl ock 13
84.108.32.126 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 13
66.249.78.159 |[Israel 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to www i df.il/894-en/i df gdover . aspx B ock 13
. . . Uhaut hori zed URL Access to
188.165.15.89 |France 147.237.76.200(ei tan. aka. i df . i | Wi ei tan. aka. i o i |/ shar ed user cont rol s/ header upper/ B ock 13
m ny- kosher - kravi . i i i sd * i
109. 65. 188. 107 |Israel 147.237.0.17 ny Illegal Paraneter Encoding Z $pSPU@Dp) K} AkOSBNZ] sd_*sTa in None 13
df.il mny-kosher-kravi . i df .i1/aj ax/ creat ecapt chai nage. aspx
66.249.79.225 |[Israel 147.237.77.74 [lawidf.il D stributed Unauthorized URL Access on 147.237.77.74/robots. txt [B ock 13
64.19. 78. 242 Lhited Sates [147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ B ock 13
162.157.29.23 |canada 147.237.76.200 |ei tan. aka. i df . i | Too My of the Sane Response Code (404) in Session from B ock 13
162. 157. 29. 23
206. 253.226. 23 |lLnited Sates |147.237.72. 166 |aka. i df . il Lhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 13
m ny- kosher - kravi . i _ .
109. 65. 188. 107 |l srael 147.237.0. 17 df il Miltiple Illegal Parangter Encodi ng from 109. 65. 188. 107 None 13
66. 249. 64.249 |Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 13
162.243.38.196 |[Lhited Sates |147.237.77. 176 [mat pash. i df . i | Mil ti pl e Unaut horized URL Access from 162. 243. 38. 196 B ock 13
93.172.105. 0 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 13
. . Uhaut hori zed URL Access to
66.249.78.173 |[Israel 147.237.77. 216 |dover . i df . i | ww i o i |/t enpl at es/ shar ed/ user cont rol s/t raj ector/ B ock 13
206.253.226.23 |Lnited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to 147.237.77.216/ robots. t xt Bl ock 13
. . . URL is Above Root Drectory
140. 207. 198. 207 |Chi na 147.237.72. 166 |aka. i df . i | ww aka, i o i1/ . /resources/ scri pts/ mootool s. | s B ock 13
. . Uhaut hori zed URL Access to
66.249.67.6 I srael 147.237.72. 166 |aka. i df . i | vw aka. i df i 1/si p_storagel i1 es/ &/ 57978, pef . 2005 B ock 13
180. 76. 15. 17 Chi na 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt Bl ock 13
108.175.9. 107 |lhited Sates [147. 237. 77. 216 |dover . i df . i | Enail collector robots 14 B ock 13
66.249.78.240 |lIsrael 147.237.72. 166 |aka. i df . i | D stributed Unauthori zed LR Access on 147.237.72. 166/ robots. txt |B ock 13
206. 253.226.23 |Wited Sates [147.237.77.233|atal .idf.il Distributed Unhaut horized URL Access on 147.237.77.233/robots. txt |B ock 13
157. 55. 39. 15 Lhited Sates [147.237.77. 216 |dover.i df .i | D stributed Suspicious Response Code B ock 13
84.108.0.36 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/reset.css |B ock 13
66.249.78.159 |[Israel 147.237.77. 216 |dover.idf .il Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 159 Bl ock 13
182.118.54.70 |china 147.237.72. 166 |aka. i df . i | Wnaut hori zed URL Access to B ock 13

wwv aka. i df . i |/ nai n/ sachar/ def aul t. aspx%@f tsmhi ddenfiel d
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