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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
62. 219. 254. 22 | srael 147.237.72. 166 aka.idf.il ock Wdp Al _Nets drop 3
61.241.197. 119 Chi na 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 3
85. 25. 103. 50 Ger nany 147.237. 76. 147 chinuch. aka.idf.il |B ock Wdp All Nets drop 1
5. 29. 251. 38 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker GQountry Target Address Site |Sgnat ure Devi ce Action |Count

198. 20. 69. 74 Lhited Sates 147. 237.76. 176 test.ncore.idf.il |[13840: TLS enSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry|Ste

|Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 4
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
80.82.78. 8 147 237 0.19  |Nether! ands oo matal idh il ET SCAN Behavi pral Lhusual |y fast Terminal Server Traffic, Potenti a1
Scan or Infection
31.184. 195. 114 |147.237.77. 243 gj::;”ion mobile.idf.il  |ET SCAN Potential WNC Scan 5900- 5920 1
169. 55. 151. 117 [147.237. 72. 167 |Net her | ands ishurimaka.idf.i|ET WEB_SERVER Mui ebl ackcat scanner 1
117.135. 163. 104|147. 237.8.24 |Chi na elifestyleidf.i|[ET SCAN NVAP -sS w ndow 4096 1
117.135. 163. 104(147. 237.8.24 |China elifestyle.idf.i|[ET SCAN NVAP -f -sS 1
99. 160. 189. 94  |147.237.77. 216 |Wited Sates dover.idf.il portscan: TCP D stributed Portscan 1
80. 82. 64. 33 147. 237. 77. 216 |Net her | ands dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
37 78 194. 100|147 237 0. 19 |RUSSian vadimatal idf i ET SCAN Behavi graJ Lhusual |y fast Terninal Server Traffic, Potenti a1
Federation Scan or Infection
31.184.195. 114 |147.237.77.170 gjzg'im mearachot. i df il |ET SCAN Potential VNC Scan 5900- 5920 1
200. 195. 135. 82 |[147.237.8.46 |Brazil e.chinuch.idf.il [ET SCAN NVAP -sS w ndow 3072 1
169. 55. 151. 117 [147.237. 72. 167 |Net her | ands i shuri maka. i df . i [SERVER- WEBAPP Set up. php access 1
121. 40. 195. 144 |147.237.76.38 [China eeneitav.id.il|ET SCAN NVAP -sS w ndow 1024 1
117. 135. 163. 104|147. 237.8. 24 |China e.lifestyle.idf.i[ET SCAN NVAP -sS w ndow 2048 1
104. 197. 123. 148|147. 237.76. 42 |Lhited Sates refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘S’te ‘Signature
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 62
46. 19. 86. 43 | srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 53
2.54.23. 240 | srael 147.237.77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 43
46. 19. 86. 109 | srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 32
41.33.231.90 Egypt 147.237.77. 216 |dover. i df .i|dr op SAMrul e drop 30
17.142.152.110 |thited Sates [147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 29
17.142.152.68 |Uited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SN drop 28
166. 170. 5. 47 Lhited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SYN drop 28
184.91.174.26 |nited Sates [147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 26
17.142.152.85 |Uhited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SN drop 23
24.146.241. 146 |lhited States |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 23
17.142.152. 111 |hited Sates [147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 20
17.142.152.72 |Uited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SN drop 20
190. 179. 218. 21 |Argentina 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 20
46. 19. 85. 30 | srael 147.237.77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 19
17.142.152.81 |Uhited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SN drop 19
68.180.228. 112 |lhited States |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 18
76.101.194. 250 |Lhited States |[147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 17
17.142.145.3  |vited Sates 147,237, 77. 216 |dover. i of. | €2M NG Engine: TCP Invalid Invalid segnent retransmssion. Packet |, 16
Ret ransni ssi on dr opped.
17.142.152.89 [hited Sates [147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 16
54.72.0.55 Irel and 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 14
17. 142. 152. 86 Lhited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 14
66.249.78.173 |Uited Sares 147,237, 77. 216 |dover. iof. || €2M NG Engine: TGP Invalid Invalid segnent retransmssion. Packet | 14
Ret r ansni ssi on dr opped.
65. 96. 42. 162 Lhited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SN drop 14
50. 16. 96. 226 Lhited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SN drop 13
50.87.144.145 |lhited States |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 12
54.72.73.168 Irel and 147.237.77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 12
66.249.78.150 |Uited Sates [147. 237, 77. 216 |dover i o i ' SAM NG Engine: TP Invalid nvalid segnent retransmssion. Packet | 12
Ret ransni ssi on dr opped.
212.179.90. 106 |l srael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 12
52. 16. 5. 197 Lhited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SN drop 12
17.142.145. 3 Lhited Sates [147.237.77.216|dover.idf.i|dr op First packet isn't SYN drop 11
93.172.184.58 |lsrael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 10
32.42.15.123 Net her | ands 147.237.77.233|atal .idf.il|dr op Frst packet isn't SN drop 10
24.114.51.73 Canada 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop
99.116.172.193 |lLhited States |[147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop
17.142.152. 04 |vited Sates |147.237.77. 216 |dover. i of | €AM NG Engine: TP Inval id Invalid segnent retransmssion. Packet | 8
Ret ransni ssi on dr opped.
66.87.120.115 |Lhited States |[147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 7
99.102.168.12 |Wited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 6
173.84.92.223 |lhited Sates [147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 6
67. 68. 86. 219 Canada 147.237.77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 6
17.142.152.94 |Uited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SN drop 6
66.249.78.166 |Uited Sates [147. 237, 77. 216 |dover i o i | SAM NG Engine: TP Invalid nvalid segnent retransmssion. Packet | 6
Ret ransni ssi on dr opped.
68.144.168.50 |Canada 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop
157.55.39.214 |Uited Sates [147.237.77.216|dover.idf.i|dr op First packet isn't SN drop
109. 66. 26. 141 |Israel 147.237.72. 166 |aka i df .11 |Bad TOP sequence mﬁsgg’mm wehdifferent | onitor |5
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 5
107.77.76.110 |hited Sates [147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 5
5.29. 251. 38 | srael 147.237.77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 5
207.46.13.112 |Wited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 5
73.131.78.167 |lhited States [147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
68.180.228.112 |Wited Sates |147.237.77.216|dover.idf.il Distributed Suspici ous Response Code B ock 181
] . . D stributed Lhauthorized URL Access on
72.9.148. 10 Lhited Sates  [147.237.76.86 |navy.idf.il v navy. i df . i 1/ 994- 8613- he/ navy. aspx. aspx Bl ock 104
] . . . Paraneter Type Mol ati on PageNumin
68.180.228.109 [Wited Sates [147.237.0.34 |tikshuv.idf.il vown ti kshuv. i df i 1/901- he/ 1 kshuv. aspx Bl ock 78
68.180.228.112 |[hited Sates [147.237.77.216|dover.idf.il Mitiple Illegal Byte Gode Character in LR from68.180.228. 112  |B ock 65
162.243.38.196 |[lhited Sates [147.237.77.176 |nat pash. i df . i | Mil tipl e Unauthorized URL Access from 162. 243. 38. 196 Bl ock 26
50.16.96.226  |Whited Sates |147.237.77.216|dover.idf.il Distributed thaut hori zed URL Access on B ock 26
v i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper /
73.131.78.167 |lhited Sates |147.237.77.216|dover.idf.i | D stributed Suspici ous Response Code Bl ock 26
79.181.155. 170 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 26
ny- kosher -kravi . i df |unhaut hori zed URL Access to
66.249.93.145 |l srael 147.237.0.16 ) 7, v ny- kosher - kravi . i df .1/ 1746- he/ | i f estyl e. aspx Hock |13
95.211.168. 172 |Netherl ands 147.237.76.39 |nobil e.neitav.idf.il |Uauthorized URL Access to / B ock 13
188. 143. 232. 26 RJSIS::I”i o 147. 237.77. 216 |dover . i df . i | Distributed Suspicious Response Gode B ock 13
54,193.120.241 |Wited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df .il/1283-19142-en/dover... [B ock 13
123.125.71.22 |China 147.237.77.216|dover . i df . i | D stributed Suspicious Response Code Bl ock 13
199. 16. 156. 125 |Lhited Sates  [147.237.77.216|dover.idf .il Ml tiple Unhauthorized URL Access from 199. 16. 156. 125 B ock 13
74.82.47.2 Lhited Sates |147.237.76.39 |nobile. neitav.idf.il |authorized URL Access to 147.237.76. 39/ Bl ock 13
54.245.64.111 |thited Sates [147.237.77.176 |mat pash. i df . i | Mil tiple Unauthorized URL Access from 54. 245, 64. 111 Bl ock 13
URL is Above Root Directory
140. 207. 198. 111|Chi na 147.237.76.86 |navy.idf.il ww navy. i df.il/../shared/ clientscripts/jquery. pl ugins/jquery. scrol | f|B ock 13
olowjs
31.184.238.55 RJsls;;ni on 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/foruns/foruns. asp B ock 13
. . . Uhaut hori zed URL Access to
199. 16. 156. 126 |Wnited Sates  |147.237.77.216|dover.idf . il v f i /i p storagel i1 es/ Of si e220x0/ 17360. | pg B ock 13
79.176.120.57 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 13
66.249. 78.166 |l srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/1283-13885-en/ dov. B ock 13
157.55. 39. 13 Lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df.il/hi nush/ site/ hel hi nush. asp |B ock 13
] . . Paraneter Type Mol ati on PageNumin
68.180.228.112 |lhited Sates  |147.237.77.216|dover.idf .il v i of i 1/ 1133- ar / dover . asp Bl ock 13
46.19. 86. 39 I srael 147.237.72. 166 [aka. i df . i | SSL Wntraceabl e Gonnection - sigal gs DoS Attack None 13
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