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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
201. 24. 55. 46 Brazil 147.237.77. 216 dover.idf.il SYNHood full table drop 18

190. 92. 17. 19 Hondur as 147.237.77. 216 dover.idf.il SWNHood full table dr op 8

65. 254. 2. 66 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 5

108. 52. 165. 117 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 4

176. 12. 150. 36 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3

172.56. 41. 155 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 3

80. 82.78. 8 Net her | ands 147.237. 76. 147 chinuch. aka.idf.il |JLM Under Attack_Con_Tcp drop 2

146. 185. 239. 100 Russi an Federation 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 dr op 1

190.92. 17. 19 Hondur as 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgnature Devi ce Action ‘Oount |
169. 55. 151. 117  [Net her| ands 147.237.72.167 |i shuri maka. i df . i|[20086: HITP. Mi ebl ackcat Security Scanner B ock 5
169. 55. 151. 117  |Net her| ands 147.237.72.167 |i shuri maka. i df.i|[20085. HITP. Mi ebl ackcat Security Scanner Initial Request Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 4
190.35.126. 19 |147. 237. 76. 30 |Panama Hrush i il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
139. 162. 217. 50 |147.237. 77. 227 [Net her | ands e hanaz.idf.il ET SCAN Potential SSH Scan 1
88.204.187.90 [147.237.0.33 [Kazakstan idf.il ET SCAN NMAP -sS wi ndow 1024 1
64.201.211.20 |147.237.8.24 [Canada elifestyle.idf.il|[ET SCAN NVAP -sS wi ndow 3072 1
45, 33.66. 13 147.237.72. 14 dover.idf.il(old) [ET SCAN Potential SSH Scan 1
31.184. 195, 114 |147. 237. 72. 167 gzzi;'}m i shurimaka.idf.il|ET SCAN Potential VNC Scan 5900- 5920 1
193. 105. 134. 220|147. 237. 76. 200 [Sweden eitan.aka.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
186. 159 112. 76 1147 237 8. 27 0ol onbi & o nadimatal id i ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
88.204.187.90 [147.237.0.33 |Kazakstan idf.il ET SCAN NMAP -sS wi ndow 3072 1
75.103.231.98 [147.237.77. 176 |Wited Sates nat pash. i df . i | ET SCAN NMAP -sS wi ndow 4096 1
50.204. 188. 142 |(147.237.77.19 |Wited Sates lawforumidf.il |ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
66. 131. 90. 49 Canada 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 74
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 57
67.183. 143. 102 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 52
24.88.99. 210 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 39
132.3.61.81 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 35
172.56.41.155 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 32
54.72.0.55 Ireland 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 30
54.244.22.103 |lhited Sates 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 29
132.3.61.80 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 28
132.3.61.78 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop 27
132.3.61.82 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 27
58. 26. 73. 67 Ml aysi a 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 27
24.114.69. 59 Canada 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 24
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 24
68. 180.228. 112 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 22
66.249.78.173 |United Sates |147.237.77. 216 |dover.idf.il Stream ng Engl ne: TGP Invalid invalid segnent retransnissi on drop 22
Ret r ansm ssi on Packet dr opped.
103. 252. 202. 253|S ngapor e 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 19
37.140. 188. 112 gz::;”i o 147.237. 72. 166 |aka. i df . i ;: ?Z?Sr:g Si?g('):e: TeP Invalid 'P:‘fkttd ;eggsgél retransmssion. g o 18
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 17
198.23.202. 71 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 16
93.172.184. 58 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 16
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 15
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 14
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
66.249.78.166 |lnited Sates  |147.237.77. 216 |dover.idf.i Streamng Engine: TCP Invalid —invalid segnent retransmssion. | o 14
Ret r ansn ssi on Packet dr opped.
54.244.22.103 |lhited Sates 147.237. 76. 147 [chi nuch. aka.i df . i I{dr op First packet isn't SN drop 14
201. 24.55. 46 Brazil 147.237.77. 216 |dover.idf.il dr op First packet isn't SWN drop 14
70.198.132.48 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
66.249.84.165 |lited Sates  |147.237.77. 216 |dover.idf. il Streamng Engi ne: TCP | nvalid finvalid segnent retransnissi on, drop 12
Ret r ansni ssi on Packet dr opped.
207.46.13.178 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
64.229.49. 203 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 11
46. 19. 86. 104 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
108. 26. 216. 204 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 10
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
216.174.21.41 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
66.249.78.159 |lnited Sates  |147.237.77. 216 |dover.idf i1 Streamng Engine: TCP Invalid —invalid segnent retransmssion. | o 10
Ret r ansn ssi on Packet dr opped.
37.237.120.21 |lraq 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
207. 46. 13. 112 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SWN drop
203. 127. 96. 237 |9 ngapore 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
219. 74. 180. 227 |9 ngapore 147. 237. 77. 216 |dover. i df . Streaning Engi ne: TCP Invalid finvalid segnent retransnission drop 9
Ret r ansni ssi on Packet dr opped.
209.133. 111. 211 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
212.179.90. 106 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
176. 13. 8. 150 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
132.3.61.79  |Wited Sates  |147. 237. 77. 216 |dover. i f i1 Streamng Engine: TCP Invalid —invalid segnent retransmssion. | o 8
Ret r ansn ssi on Packet dr opped.
74.62.35.74 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
134.191. 232. 69 |l srael 147. 237. 77. 216 |dover. i of . i1 Streaning Bngine: TCP Invalid Jinvalid segnent retransmission. | 8
Ret r ansni ssi on Packet dr opped.
5.28.190. 188 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
86.77.119.106 |Fance 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
66.249.84. 167 |Wnited Sates  |147.237.77.216 |dover.idf. il Streaming Engine: TCP Invalid finvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
68.180.228. 112 |Wited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response Gode B ock 169
103. 4. 17. 150 Australia 147.237.76.30 |hinush.idf.il Dstributed PHP Attenpt B ock 39
162.243.37.196 |[lhited Sates |147.237.76.86 |navy.idf.il Mil tipl e Unhaut hori zed LRL Access from 162. 243. 37. 196 B ock 39
54.244.22.103 |lhited Sates |[147.237.76. 147 |chi nuch. aka. i df.il Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 39
190. 56. 104. 125 |Quatenal a 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka. i df.il/gen204 B ock 26
176.228.194.19 |Israel 147.237.77. 243 |nobi l e. i df . i | m;ﬂt:‘:'c:fzf? , g;‘egpgfy‘?sem;esn <t ehi | ddocument </ 1152 Bock |26
103. 4. 17. 150 Australia 147.237.76.30 |hinush.idf.il Uhaut hori zed URL Access to waw chi nush. atal .idf.il/index. php B ock 26
Russi an ) ) . Unaut hpri zed LR_' Acc_ess to
188.143.232.13 |- i o 147. 237.76. 147 |chi nuch. aka. i df . i | wan chi nuch. aka. i df . i1/t enpl at es/ homepage/ honepage. aspx/ t enpl a |B ock 13

t es/ sendt of ri end/ sendt of ri end. aspx
O stributed Whaut hori zed URL Access on

162.243.37.196 |[Wited Sates |147.237.76.86 [navy.idf.il v navy. i df . i 1/ 994- 8613- he/ navy. aspx. aspx Bl ock 13
84.111.169.72 |lIsrael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76.42/ styl e/ shared/text.css |B ock 13
204. 236. 235. 245|hited Sates |147.237.77.216|dover.idf.i | Unaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock 13
58. 26. 73. 67 Ml aysi a 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx Bl ock 13
169. 55. 151. 117 |Net herl ands 147.237.72.167|i shuri maka.idf . il Uhaut hori zed URL Access to 147.237.72. 167/ scri pt s/ set up. php B ock 13
103. 4. 17. 150 Australia 147.237.76.30 |hi nush.idf.il Ml tipl e Unaut horized URL Access from 103. 4. 17. 150 Bl ock 13
68.180.228.112 |lnited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx Bl ock 13
Unknown Par anet er
95. 86. 65. 57 I srael 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$cphSachar $chkBit ul Tl ushi min None 13

aka.idf.il/main/sachar/registrationw zar d/ st ep3. aspx
D stributed Uhauthorized URL Access on

66.249.78.111 |lsrael 147.237.72.166 |aka. i df . i | 147 237 72. 166/ r obot s. £ xt B ock 13
68.180.228.175 |lhited Sates |[147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robots. txt B ock 13
31.193.51. 80 France 147.237.77. 216 |dover . i df . i | O stributed Suspicious Response Code B ock 13

URL is Above Root Drectory
wan i df . i1/ ../ shared/ user cont rol s/ header upper/
Unaut hori zed URL Access to

162.243.37.196 |lhited Sates [147.237.76.86 |navy.idf.il v navy. i df i 1/ 1132- 8613- he/ navy. aspx. aspx B ock 13

198.204.249.34 |thited Sates [147.237.77.216|dover.idf.il B ock 13

Unaut hori zed URL Access to

96.242.10.176 |lhited Sates |147.237.77.234|hal ag.idf.il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 13
207.241.229.49 |lLhited Sates [147.237.77.74 |lawidf.il Distributed Uhaut hori zed URL Access on 147.237.77.74/robots. txt |B ock 13
66. 249. 78. 159 |Israel 147.237.77. 216 |dover . i df . i | Wnauit hor i zed LRL Access to B ock 13

wan i df . i |/t enpl at es/ shar ed/ user cont r ol s/ header upper /
Unaut hori zed URL Access to

180. 153. 180. 93 |Chi na 147.237.77.74 [lawidf.il wwn | aw i df i1/ shared/ cl i entscri pts/ hear der sear ch/ hear der sear ch. j s98f |Bl ock 13
Si t eversi on
Unaut hori zed URL Access to
140. 207. 198. 230|Chi na 147.237.76.200|ei tan. aka. i df .i | ww ei tan. aka. i df . i | /shared/ cl i entscripts/op/j queryfuncti ons. j s?si t eve|Bl ock 13
rsion
68.180.229. 173 |Wited Sates |147.237.72.166|aka.idf.il Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 13
199. 16. 156. 125 |Uhited Sates |147.237.77.216|dover.idf.i | Mil ti pl e Unhaut hori zed LRL Access from 199. 16. 156. 125 Bl ock 13
162.243.38.196 |[lhited Sates [147.237.77.176 |nat pash. i df .i | Mil tiple Unauthorized URL Access from 162. 243. 38. 196 Bl ock 13
103. 4. 17.150 Australia 147.237.76.30 |hi nush.idf.il D stributed Adnin B ocki ng B ock 13
66.249.78.166 [Israel 147.237.77. 216 |dover.idf .i | Lhaut hori zed URL Access to ww i df.il/atal 1/izkor/ vi ew i ng. asp Bl ock 13
183. 136. 142. 169|Chi na 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to ww aka. i df . i |/ mai n/ webr esour ce. axd?d |B ock 13
! W, chamat z. aka. i [unaut hori zed URL Access to
157.55.39. 211 |United Sates  |147. 237.77. 226 df.il vy chanat z. aka. i df . i |/t enpl at es/ general / gener al . aspx Bl ock 13
84.108.31.237 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 13
] . . Unaut hori zed URL Access to
199. 16. 156. 126 |hited Sates |[147.237.77.216|dover.idf.i | Wi f i /i p_storagel i1 es/ Of si ze220x0/ 17360. | pg B ock 13
54.245.64.111 |United Sates |147.237.77.176 [nat pash. i df .i | Uhaut hori zed URL Access to waw cogat . i df . i1/894-he Bl ock 13
162.243.188.75 |[lhited Sates [147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to / Bl ock 13
207.46.13.100 |[wited Sates |147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 10
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