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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

Signature

Device Action |Count|

66. 249. 74. 96 Lhited Sates 147.237.77.176 nat pash. i df . il | TGP handshake viol ation, first packet not syn drop 26708
54.72.0.55 Irel and 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 21643
66. 249. 78. 127 Lhited Sates 147.237.0. 34 tikshuv.idf.il |TGP handshake viol ation, first packet not syn drop 5478
37.26.149. 216 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 2689
165. 225. 98. 66 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table dr op 31

86. 26. 32. 243 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SYNHood full table drop 12
109. 66. 127. 185 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6

100. 38. 183. 54 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table drop 5

98. 27. 225. 40 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 4
187.23.87. 213 Brazil 147.237.77. 205 prisha.idf.il |Frk Under Attack Con Tcp drop 2
141.212.121. 197 Lhited Sates 147.237.76. 201 e.atal.idf.il |Bock Wp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgna1ure Devi ce Action |Oount |

185. 85. 190. 251 147.237.77.216 |dover.idf.il|@25: HITP. access to adninistrator/index. php -> Quarantine B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry

89.101. 83. 134  [147.237.77.216|Irel and dover.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 12
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 6
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW wth fake user agent 4
74.82.194. 10 147. 237. 77. 227 |Canada e. hanaz. i df .i ET SCAN Potential VWNC Scan 5900- 5920 1
191.37.238.37 [147.237.76.31 |RFazil nakchal .idf.il ET SO Behavi oral Lhusual l'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
74.82.194. 10 147.237.0.19 [Canada nadi matal .idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
119. 90. 138. 214 |147.237.0.33 |China idf.il ET SCAN NMAP -sS wi ndow 1024 1
74.82.194. 10 147.237.0.15 |Canada kosher -kravi .idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
118. 144. 88. 169 |147. 237. 72. 167 |Chi na i shurimaka.idf.il ET SCAN Potential SSH Scan 1
61.7.181.192 147.237.8.28 |Thailand e.nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
118. 144. 88. 169 |147. 237. 72. 156 |Chi na aman. i df.il ET SCAN Potential SSH Scan 1
117. 135. 163. 104|147. 237. 72. 14 |Chi na dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 3072 1
104. 197. 123. 148|147. 237.76. 42 |lhited Sates  |refuah.idf.il ET SCAN Potential SSH Scan 1
210. 61. 150. 154 [147.237.8.14 [Tai wan e.orchot.idf.il ET SCAN NVAP -sS w ndow 2048 1
89. 248. 160. 196 [147.237. 77. 212 |Net her| ands e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
208. 80. 155. 220 |147.237.77.216|lhited Sates  |dover.idf.il Tehila - Perl LW with fake user agent 1
88.249.106.23 [147.237.0.15 |[Turkey kosher -kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
193.107. 16. 206 |147.237.8. 27 gjj:tnim e.madi matal .idf il ET SCAN NVAP -sS wi ndow 1024 1
74.82.194. 10 147. 237. 77. 179 |Canada e.nmazi.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
119. 90. 138. 214 |147.237.0.33 |China idf.il ET SCAN NMAP -sS wi ndow 3072 1
74.82.194. 10 147.237.0.17 |Canada mny-kosher-kravi.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
118. 144. 88. 169 [147.237.72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
61.7.181. 192 147.237.8.28 |Thailand e. nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 2048 1
118. 144. 88. 169 |147. 237. 72. 166 [Chi na aka.idf.il ET SCAN Potential SSH Scan 1
61.7.181.192 147.237.8.28 |Thailand e. nobi | e-ks.idf.il ET SCAN NVAP -f -sS 1
118. 144.88. 169 [147.237.72.14 |China dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
2.54.41. 153 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
117. 135. 163. 104|147. 237. 72. 14 |Chi na dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 1024 1
104. 197. 123. 148|147. 237.76.39 |lhited Sates  |nobile. neitav.idf.il ET SCAN Potential SSH Scan 1
210.61. 150. 154 [147.237.8.14 |Taivan e.orchot.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
148. 177. 129. 212 |Eur ope 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 183
66.87.149. 187 |lhited Sates 147.237. 77. 216 |dover.i df . i l{dr op Frst packet isn't SYN drop 164
58. 26. 73. 67 Ml aysi a 147.237. 77. 216 |dover.i df .i l[{dr op First packet isn't SYN drop 97
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 94
192.99. 12. 99 Canada 147.237. 77. 216 |dover.i df . i l[{dr op Frst packet isn't SYN drop 86
64.229.49.203 |Canada 147.237. 77. 216 |dover.i df .i l[{dr op First packet isn't SYN drop 70
93. 173. 240. 29 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 56
84.111. 156. 228 |lsrael 147.237. 77. 216 |dover.i df . i l[{dr op Frst packet isn't SYN drop 50
100. 38.183.54 |lLhited Sates 147.237. 77. 216 |dover.i df .i l[{dr op First packet isn't SYN drop 48
37.26. 149. 216 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 38
67.183.143.102 |lLhited Sates 147.237. 77. 216 |dover.i df . i l{dr op Frst packet isn't SYN drop 32
165.225.98.66 |lLhited Sates 147.237. 77. 216 |dover.i df . i l[{dr op First packet isn't SYN drop 29
198.52.11.137 |lhited Sates 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 28
86. 26. 32. 243 Uni ted Kingdom|147.237.77. 216 |dover.idf.il[dr op Frst packet isn't SYN drop 26
100. 100. 54. 175 147.237. 77. 216 |dover.i df . i l[{dr op First packet isn't SYN drop 24
41.33.231. 90 Egypt 147.237. 77. 216 |dover. i df .i1|dr op SAMrul e drop 22
54.72.0.55 Irel and 147.237. 77. 216 |dover.i df . i l[dr op Frst packet isn't SYN drop 21
79.178.139. 201 |lsrael 147.237. 77. 216 |dover.i df . i l[{dr op First packet isn't SYN drop 20
71.58.221.129 |Whited Sates 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 18
52.16.5.197 Lhited Sates 147.237. 77. 216 |dover.i df . i l[{dr op Frst packet isn't SYN drop 17
50. 87. 144.145 |lhited Sates 147.237. 77. 216 |dover.i df . i l[{dr op First packet isn't SYN drop 16
46. 19. 85. 86 | srael 147.237.72. 156 |anan.idf .il [dr op First packet isn't SN drop 16
86.182.53.213 |United Ki ngdom|147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SYN drop 16
192.198. 151. 37 |Europe 147.237. 77. 216 |dover.i df . i l[{dr op First packet isn't SYN drop 16
162. 206. 129. 37 |lhited Sates 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 15
93.172.184.58 |lsrael 147.237. 77. 216 |dover.i df . i l[{dr op Frst packet isn't SYN drop 15
207. 244.170. 224|lhited Sates 147.237. 77. 216 |dover.i df . i l[{dr op First packet isn't SYN drop 14
199.7.157. 24 Canada 147.237. 77. 216 |dover.i of .i l{dr op First packet isn't SN drop 14
68.180.228. 112 |lhited Sates 147.237. 77. 216 |dover.i df . i l[{dr op Frst packet isn't SYN drop 13
66.249.78.150 |Uited Sates  |147.237.77. 216 |dover.ior. i X €2M NG Engine: TCP Inval id Invalid segnent retransnssion. drop 12
Ret r ansm ssi on Packet dr opped.
54.72.73. 168 Ireland 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 12
66.249.78.173 |Uited Sates  |147.237. 77, 216 |dover. i ar. jf| X €2M NG Engine: TCP Invalid Inval i d segnent retransnission. drop 12
Ret r ansni ssi on Packet dr opped.
212.179. 90. 106 |[Israel 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 12
79.176. 1. 155 | srael 147.237. 77. 216 |dover.i df . i l[{dr op Frst packet isn't SYN drop 12
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.i df . i l[{dr op First packet isn't SYN drop 11
24.114.68.208 |Canada 147, 237. 77, 216 |dover. i . 11| . €M NG Engine: TP Invalid nvalid segnent retransnssion drop 9
Ret ransni ssi on Packet dr opped.
188.247.74.54 |Jordan 147.237. 77. 216 |dover.i df .i l[{dr op First packet isn't SYN drop 9
41. 33. 232. 66 Egypt 147.237. 77. 216 |dover.i of .i l{dr op First packet isn't SN drop 9
207.46.13.178 |Whited Sates 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 8
212.199. 182. 150|l srael 147.237. 77. 216 |dover.i df .i l[{dr op First packet isn't SYN drop 8
66.249.93.196 |lhited Sates 147.237. 77. 216 |dover.i of .i l{dr op First packet isn't SN drop 7
157.55.39. 214 |lhited Sates 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 7
54.193.121.36 |lhited Sates 147.237. 77. 216 |dover.i df .i l[{dr op First packet isn't SYN drop 7
80. 246. 133. 236 |l srael 147.237. 77. 216 |dover.i of .i l{dr op First packet isn't SN drop 7
85. 64. 135. 211 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 6
157. 166. 167. 129|Lhited Sates 147.237. 77. 216 |dover.i df .i l[{dr op First packet isn't SYN drop 6
176.12.141. 239 |Israel 147.237.76.42 |refuah.idf.ilBad TCP sequence i;;e”ansm't with different wndow | o ivor |6
192.198. 151. 44 |Europe 147, 237. 77, 216 |dover. i . 11| .| €2M NG Engine: TP Invalid nval i d segnent retransnission. drop 6
Ret ransm ssi on Packet dr opped.
37.140. 188. 112 gz::;”ion 147. 237. 72. 166 |aka. i df .| ‘:e; ?Zr:sr:g Slir:gcl):e: TP Invalid :;:éakjétd ;eggsga_ retransissi on. drop 6
37.142.166. 225 |israel 147.237.72.166|aka.idf.il [Bad TCP sequence SAX retransmt with different oo s

w ndow scal e




10-19-2015-02:04:06 to 10-19-2015-03:04:06

|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |[Site S gnature Action ‘Count
213.57. 185. 185 |l srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in URL from213.57. 185. 185 B ock 91
68.180. 228. 112 [Lhited Sates [147.237.77.216|dover.idf.il DO stributed Suspici ous Response Code B ock 78
72.9.148.10  |Wited Sates [147.237.76.86 [navy.idf.il m“tnzsry' e R e 0 navy. aspx. asp B ock 52
216.224.172.76 |Uiited Sates |147.237.76.200|ei tan. aka. i df . i [|PHP Attenpt B ock 39
119.9.76.189 |Hong Kong 147.237.76.200|ei tan. aka. i df . i I{Distributed PHP Attenpt B ock 39
119.9.76.189 |Hong Kong 147.237.77.216|dover . i df . il PHP At t enpt B ock 26
119.9.76.189 |Hong Kong 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to v i df.il/index. php B ock 26
216.224.172.76 Lhited Sates |147.237.76.200(ei tan. aka. i df . i I|haut hori zed URL Access to waw ei tan. aka. i df.il/index. php B ock 26
119.9.76.189 |Hong Kong 147.237.76. 200 |ei t an. aka. i df . i I|Uhaut hori zed URL Access to v ei tan. aka. i df . il/index. php B ock 26
66.249. 78. 166 |l srael 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 26
216.224.172.76 |Wited Sates |147.237.76.200|ei t an. aka. i df . i [|Adnin Bl ocking B ock 13
121. 26. 192. 114 |Chi na 147.237.77. 170 |maar achot . i df . i ||Unaut hori zed LR Access to naarachot.idf.il/utility/ convert/index. php Bl ock 13
89. 138. 202. 139 |l srael 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to waw i df.il/anan/ B ock 13
46.117.110.97 |israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 13
178. 255. 215. 87 |France 147.237.77. 216 |dover . i df . i | \Au;\jv”tl Z?r.'izle/der?;‘i g?iiiéfkk:mm 350Kk 7481 3540 Bl ock 13
66.249.79. 232 [l srael 147.237.77.74 [lawidf.il Lhaut hori zed URL Access to 147.237.77. 74/ robots. txt B ock 13
216.224.172.76 |Lhited Sates |147.237.76.200(ei tan. aka. i df.il[Miltiple Unauthorized URL Access from 216.224. 172. 76 B ock 13
162.243.38. 196 [Lhited Sates [147.237.77. 176 [mat pash. i df . il [Miltiple Unauthorized URL Access from 162. 243. 38. 196 Bl ock 13
119.9.76.189 |Hong Kong 147.237.76.200|ei tan. aka. i df . i ||O stributed Adnin B ocking B ock 13
66.249.64.61 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 13
185. 85. 190. 251 147.237.77.216|dover. i df . il Dstributed PHP Attenpt B ock 13
5.29.102.226 |Israel 147.237.76.42 |refuah.idf.il Mil ti pl e Unaut horized URL Access from 5. 29. 102. 226 B ock 13
162.243.38. 196 [Lhited Sates |147.237.77. 176 |nat pash. i df.i|l |Wauthorized URL Access to www cogat.idf.il/894-he B ock 13
66. 249. 64. 240 |l srael 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to 147.237.77.216/ Bl ock 13
185. 85. 190. 251 147.237.77.216|dover.idf . il Unaut hori zed URL Access to waw i df.il/wp-1ogin. php B ock 13
121. 26. 192. 114 |Chi na 147.237.77. 170 [maar achot . i df . i [|Adnin Bl ocki ng B ock 13
5.29.102.226 |lsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ st yl e/ shar ed/ 960. css B ock 13
176.13.16.214 |Israel 147.237.76.31 |nakchal .idf.il ﬂ?f’;gg;géﬁ;ﬁpﬁc‘fﬁ;;ﬂi | o5/ 8 1668, doc Bl ock 13
119.9.76.189 |Hong Kong 147.237.76.200|ei tan. aka. i df . i I[Mil tipl e Unaut horized URL Access from 119. 9. 76. 189 B ock 13
66. 249.78. 104 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt Bl ock 13
121. 26. 192. 114 |Chi na 147.237.77. 170 |maar achot . i df . i I{Distributed PHP Attenpt B ock 13
79.176.81.185 |israel 147.237.72. 166 |aka. i df . i | m“:k‘g"‘i Z?ﬁﬁ;b%fﬁﬂ;ﬁ;?m in None 13
46.19. 85. 12 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 13
178. 255. 87. 242 E;ir:g;egom 147.237.72. 156 |aman. i df . i | Unaut hori zed URL Access to 147.237.72. 156/ r obot s. t xt B ock 13
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