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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
149. 88. 194. 235 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
79.181. 130. 123 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 30
198. 99. 30. 168 Canada 147.237.77. 216 dover.idf.il SYNHood full table dr op 19
85. 64. 232. 99 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 15
109. 66. 203. 52 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
79.178. 25. 89 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
87. 68. 56. 28 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46. 19. 86. 65 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
79.182.211.177 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
62.219. 254. 22 | srael 147.237.72. 167 i shurimaka.idf.il{B ock Udp All Nets dr op 3
208. 54. 5. 209 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table dr op 3
99. 51. 146. 149 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table dr op 3
208. 80. 155. 215 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table dr op 3
176.13.2.70 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 2
84.94. 92. 185 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
68. 231. 217. 209 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table dr op 1
176.13.2. 70 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
198. 99. 30. 168 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 4
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
193.107. 16. 206 |147.237.77.233 23::;'}0'1 atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
193. 105. 134. 220|147. 237. 76. 199 |Sweden e.nakchal .idf.il |ET SCAN NVAP -sS wi ndow 1024 1
123.196. 116. 66 |147. 237. 76. 201 |Chi na e.atal .idf.il ET SCAN Potential SSH Scan 1
123.196. 116. 66 |147. 237. 76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
123.196. 116. 66 |147.237.76. 34 [China yohal an. i df .i| ET SCAN Potential SSH Scan 1
111.93.198.54 |147.237.77.19 |india lawforumidf.il |ET SCAN NVAP -sS wi ndow 2048 1
94.102.48.194  [147.237. 76. 199 [Net her| ands e.nakchal .idf.il [ET SCAN NVAP -sS wi ndow 1024 1
202, 44. 235. 239 |147. 237 77. 74 |Thai 1 and Landidf | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
46. 19. 86. 49 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
194.90. 37. 245  [147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
193. 107. 16. 206 |147.237.77. 233 ?ég:;;”im atal.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
193. 105. 134. 220|147. 237.0. 15  |Sweden kosher-kravi.idf.i|[ET SCAN NVAP -sS wi ndow 1024 1
123.196. 116. 66 |147. 237. 76. 197 [Chi na e. hinush. i df .il ET SCAN Potential SSH Scan 1
123.196. 116. 66 |147.237.76. 42 |Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
111.93.198.54 |147.237.77.19 |india lavforumidf.il |ET SCAN NVAP -sS w ndow 4096 1
111.93.198.54 |147.237.77.19 |india lavforumidf.il |ET SCAN NVAP -f -sS 1
94.102.48.194 |147.237.76.34 [Netherlands yohal an. i df .| ET SCAN NVAP -sS w ndow 1024 1
46. 19. 85. 132 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address |Ste Signature
212.76.99.3 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 869
172.56.40.230 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 205
198. 99. 30. 168 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 176
166. 137.118. 128|lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 120
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 118
91.181.32.183 |Bel gium 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 85
99.51. 146. 149 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 70
77.125.135.14 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 50
162.229.85.49 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 49
85. 65. 100. 99 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 37
46. 120. 106. 173 [l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 35
68. 180.228. 112 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 34
66.249.78.166 |Lnited Sates  |147.237.77.216 |dover.idf.il Streamng Engi ne: TCP Invalid  invalid segnent retransmssion drop 32
Ret r ansm ssi on Packet dr opped.
54.187.55.213 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 32
37.26. 148. 205 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 30
66.249.81.218 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 30
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 30
2.54.41. 153 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 27
52. 16. 5. 197 Lhited Sates 147.237. 77. 216 |dover.idf.il drop Frst packet isn't SN drop 27
37.231.122. 223 |Kuwai t 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 27
188.247.77.32 |Jordan 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 25
188. 134. 27. 26 :Z:::Inl on 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 22
66.249.81.212 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 22
212.179. 90. 106 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 20
93.172.184.58 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 20
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.idf.il drop Frst packet isn't SYN drop 20
66. 249. 81. 215 :ZZ::FI on 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 19
174.114. 210. 58 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
99. 237.149. 73 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 15
79.182.106.51 | srael 147, 237.72. 167 |i shuri maka i o | | S2M NG Engine: TCP Invalid Jinvalid segnent retransmission. |, o 15
Ret r ansn ssi on Packet dr opped.
176.12.141. 239 |l srael 147.237.76.42 |refuah.idf.il  |Bad TCP sequence mdgitrsaé:"y wth dfferent moni tor |15
72.229.180.35 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 15
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
108.59.253. 71 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 14
98. 245. 109. 174 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 13
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 13
79.176. 185. 13 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 13
212.199.57.202 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 13
176.13.2.76 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
84.228.166. 116 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 13
50.153.22.128 |lhited Sates 147.237. 77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
66.249.78. 159 |Wited Sates  |147.237.77.216|dover.idf. il Streaning Engine: TCP Invalid finvalid segnent retransmssion drop 12
Ret r ansn ssi on Packet dr opped.
207.46.13.178 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
66.249.78.173 |ited Sates  |147. 237.77. 216 |dover.icr 1 |.! S NG Engine: TP Invalid - imvalid segnent retransmssion. |y 12
Ret r ansn ssi on Packet dr opped.
198. 58. 102. 155 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12
201.52.174.106 |Bazil 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 11
46. 19. 85. 54 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
50.87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
67.160.236. 151 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
87. 68. 56. 28 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
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80. 246. 136. 182 I srael 147.237.0.19 |madimatal .idf.il [/ M of the Sane Response Code (404) in Session from Bl ock 325
80. 246. 136. 182
213.57.185.185 |[Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Qode Character in LRL from213. 57.185. 185 B ock 104
68.180.228.112 |lnited Sates |147.237.77.216|dover.idf.il Distributed Suspici ous Response Code B ock 91
66.249.78. 159 |Israel 147.237.77.216|dover. i df .i | Distributed Suspici ous Response Gode B ock 26
37.26.148.244 |israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs DS Attack None 26
46.19. 85. 202 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 26
149.78.165.83 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 26
194. 187. 168. 23 |Pol and 147.237.77.216|dover.idf .i | Uhaut hori zed URL Access to waw i df.il/894-en/idf gdover. aspx B ock 13
77.237.146. 28 gg}%ﬂ . 147.237.77. 234 |hal ag. i df . i | Unaut hori zed LRL Access to / B ock 13
46.117.110.97 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 13
] . . Unaut hori zed URL Access to maarachot.idf.il/pdf/files/x3xY
157.55.39.207 |thited Sates (147.237.77.170 |n@arachot.idf.il A¢ Avis x¥Ag Ayas x VA Ay xVAs Avis xVA: Ay A x3 xVA; Avacs A | 0K 13
66.249.78.104 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock 13
208.115.113.82 [lnited Sates |147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in tikshuv.idf.il/site/story. aspx B ock 13
80. 246. 136. 182 |1 srael 147. 237.0. 19 madimatal .idf.il Fﬁrgnet er Type \/1 ol atl_on ct | 00$Cont ent A acetbl der 1%t xt Entrance in B ock 13
nadi matal .idf.il/nobil e/ 1088- he/ ner et z. aspx
64. 19. 78. 243 Lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 13
] . . Unaut hori zed URL Access to
173.208. 207. 178|UWnited Sates [|147.237.77.74 [lawidf.il wwe | aw i o i|/si p storage/files/ 8 638, pf B ock 13
208.115.113.82 |lhited Sates [147.237.0.34 |tikshuv.idf.il Lhaut hori zed LRL Access to tikshuv.idf.il/site/links. aspx B ock 13
80. 246. 136. 182 |[Israel 147.237.0.19 [madimatal .idf.il Too Many 404: Response Code per Session B ock 13
66.249. 64.178 |l srael 147.237.77.216|dover . i df . i | Distributed Suspicious Response Code B ock 13
176.12. 141. 239 |Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ reset . css B ock 13
ny- kosher - kravi . i df [unaut hori zed UR. Access to
66.249.93.145 I srael 147.237.0.16 il v ny- kosher - kravi . i df . i1/1746-hellifestyl e. aspx Bl ock 13
66. 249. 65. 17 I srael 147.237.77. 170 |maar achot . i df . i | Unaut hori zed URL Access to 147.237.77. 170/ robot s. t xt B ock 13
. . . URL is Above Root Drectory
183.57.154.31 |China 147.237.72. 166 |aka. i df . i | v aka. i of i 1/ . ./ resour ces/ scri pts/ general functi ons. | s B ock 13
66.249. 78.102 |Israel 147.237.77. 216 |dover. i df .i | Dstributed Uhaut hori zed URL Access on 147.237.77.216/robots. txt |B ock 13
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