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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site Signature Device Action |Count
109. 65. 116. 64 | srael 147.237. 72. 167 ishurimaka. idf.il |Anonal y-SSL-renegotiation-di dest - r eset 111
0.0.0.0 147.237.77.216 dover.idf.il SYNHood full table dr op 59
84. 109. 154. 36 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
176.12.141.0 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 19
27.123.171. 26 Hji 147.237.77. 216 dover.idf.il SYNHood full table drop 12
165. 225.72. 79 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 11
104. 162. 163. 237 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 10
0.0.0.0 147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 7
46.19. 86. 156 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
82. 166. 22. 77 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
95. 86. 72. 182 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
109. 66. 98. 35 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
79.181. 37. 24 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
146. 151. 84. 214 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table dr op 5
69. 123. 217. 42 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 4
84.111.138. 68 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 4
27.123.171. 26 Fji 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 4
84.228.87.3 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46.19. 86. 110 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
62.114. 226. 46 Egypt 147.237.77.216 dover.idf.il SYNHood full table dr op 3
93.173.128. 143 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
46.19. 86. 110 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 3
62.219. 254. 22 I srael 147. 237.72. 166 aka.idf.il Block Udp All Nets drop 3
172.56.17.76 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 3
62. 219. 254. 22 | srael 147.237. 72. 167 ishurimaka.idf.il ock Wp Al _Nets drop 3
62. 219. 254, 22 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets dr op 3
176. 12. 147. 156 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
99. 43. 20. 9 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 2
46.121. 83. 88 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
2.54.17.180 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
176. 12. 141. 230 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
2.54.155. 162 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 1
79.177. 34. 168 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
180. 65. 4. 78 Korea, Republic of 147.237.76. 30 hi nush. i df .i | B ock Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 7
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
61.182.170.38 [147.237.76.34 |thina yohal an. i df . il ET SCAN Potential SSH Scan 1
105. 108. 180. 184(147. 237. 77. 216 |A geria dover.idf.il GPL WEB SERVER /et ¢/ passwd 1
. L ET VBB SERVER Script tag in R, Possible Goss Ste Scripting
105. 108. 180. 184|147.237.77. 216 |Ageria dover.idf.il — 1
At t enpt
_ L ET VB SERVER /systen82/ in Wi - Possible Protected D rectory
105. 108. 180. 184|147.237.77. 216 |A geria dover.idf.il - 1
Access Attenpt
103.232.35.93 |147.237. 72. 166 |Hong Kong aka.idf.il ET SCAN NMAP -sS wi ndow 3072 1
. |ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
178. 37. 243. 103 |147. 237. 76. 148 |Pol and gacenter. aka. i df . i | . 1
Potential Scan or Brute Force
103.232.35.93 |147.237.72. 166 |Hong Kong aka.idf.il ET SCAN NVAP -f -sS 1
, _ . |ET SCAN Behavioral lhusual |y fast Termnal Server Traffic, Potential
121.50. 181. 139 [147.237.0.19 |Taiwan nadi matal .idf.il ) 1
Scan or Infection
79.176.27.203  |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
105. 108. 180. 184|147. 237. 77. 216 |A geria dover . idf.il SQ Injection - Select Fom 1
61.182.170.38 [147.237.76.44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
105. 108. 180. 184(147. 237. 77. 216 |A geria dover.idf.il SERVER | | S cndl. exe access 1
61.182.170.38 |147.237.76.38 |China eeneitav.idi.il [ET SCAN Potential SSH Scan 1
_ o G5 WNDOME M crosoft Forefront UAG javascript handler in LR XSS
105. 108. 180. 184|147. 237. 77. 216 |A geria dover.idf.il 1
at t enpt
46. 19. 86. 229 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
) . ET VBB SERVER cmd. exe In UR - Possi bl e Command Executi on
105. 108. 180. 184|147. 237. 77. 216 |A geria dover.idf.il - 1
At t enpt
105. 108. 180. 184|147. 237. 77. 216 |A geri a dover.idf.il ET VBB SERVER Possibl e SQL Injection Attenpt SHECT FROM 1
. L ET VBB SERVER /bin/sh In LR Possibl e Shel | Gommand Executi on
105. 108. 180. 184|147.237.77. 216 |Ageria dover.idf.il - 1
At t enpt
103.232.35.93  |147.237. 72. 166 [Hong Kong aka.idf.il ET SCAN NMAP -sS wi ndow 2048 1
176.12. 142. 255 |147.237.77. 216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
94. 60. 170. 64 147.237.0.35 |Rortugal akavs. i df il ) 1
Potential Scan or Brute Force
url ending in cooment characters - possible sgl injection
105. 108. 180. 184[147. 237. 77. 216 |A geri a dover.idf.il 2 9 P q I 1
at t enpt
61.182.170.38 |147.237.76.86 |China navy.idf.il ET SCAN Potential SSH Scan 1
105. 108. 180. 184|147. 237. 77. 216 |A geria dover.idf.il SERVER- WEBAPP / et c/ passwd fil e access attenpt 1
61.182.170.38 [147.237.76.42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
105. 108. 180. 184(147. 237. 77. 216 |A geri a dover.idf.il PQICY-OHR script tagin UR - likely cross-site scripting attenpt|l
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Addr ess ‘Ste ‘Signature
109. 64. 115.98 | srael 147. 237, 76. 200 |ei tan aka. i of .| | €2M NG ENGine: TCP Invalid — Jinvalid segnent retransnission drop 279
Ret r ansni ssi on Packet dr opped.
146. 151. 84. 214 |Whited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 143
165.225.72.79 |Whited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 115
141.0.13. 176 Nor way 147.237.77. 216 |dover.idf.il |drop First packet isn't SWN drop 114
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 105
54.244.22.103 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 94
192. 65. 213. 200 |lLhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 86
27.123.171.26 |Hji 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 66
172.56.40.230 |Whited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 60
177.99.21.177 |Bazil 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 60
46. 19. 85. 122 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 57
196.217. 128. 94 |Mor occo 147.237.77. 216 |dover.idf.il |drop drop 54
46.19.86.8 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 52
71.29.11. 60 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 50
5.22.130.28 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 48
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 46
54.187.55.213 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 44
2.54.164. 253 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 42
2.54.173. 24 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 36
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 31
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 30
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 26
93.65.155.197 |ltay 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 25
66.249.78.173 |Uited Sates  [147. 237. 77, 216 |dover a1 || 2™ NG Engine: TP Invalid  invalid segnent retransnission drop 24
Ret r ansni ssi on Packet dr opped.
66.249.78. 166 |Uited Sates  [147. 237. 77, 216 |dover.iar i1 || @M NG Bngine: TP Invalid  Jinvalid segnent retransnission drop 24
Ret ransm ssi on Packet dr opped.
142. 255. 113. 244|Whited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 23
213.57.129.107 |Israel 147.237.72. 166 |aka icf.il  [Bad TOP sequence Sweae e reansm wehdifferent | onitor |22
5.29. 84. 177 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 22
198.58.103. 115 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 22
73. 3. 64. 220 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 21
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 19
93.172.184. 58 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 19
70.192.193.56 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 18
66.102.8.173  |Uited Sates  [147. 237. 77, 216 |dover.idr.i1 || 2M NG Engine: TP Invalid  invalid segnent retransmission drop 18
Ret r ansn ssi on Packet dr opped.
64.233.172. 171 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 18
79.177.121.15  |israel 147, 237, 76. 200 e tan. aka i of || @M NG Engine: TCP Invalid invalid segnent retransnission drop 18
Ret r ansn ssi on Packet dr opped.
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 17
5.102.250. 186 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 17
212.179.90. 106 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 16
69.123.217.42 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 15
24.114.71.176 |Canada 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 14
79.182.117.85 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 14
50. 87. 144. 145 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 14
37.140.188.78 |¥SS'a" 147. 237.77. 216 |dover. i df il |drop First packet isn't SWN drop 14
Federation
82. 166. 22. 27 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 13
176.12.146.60 |Israel 147.237.72.156 |aman. i f .il  [Bad TCP sequence md:;tvrsacnznlt Wth different monitor |13
176.12.141.0 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 13
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 13
212.76.127.10 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 12
1.129.97. 115 Australia 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 12
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
79.177.121.15 | srael 147.237.76. 200 |ei tan. aka. i df . i | Too Muny of the Sane Response Cbde (404) in Session from Bl ock 78
79.177.121. 15
] . . Paraneter Type M ol ati on PageNumin
68.180.230.29 |Whited States |147.237.77.176 |nat pash. i df .i | v cogat . i df . i 1/ 1043- he/ cogat . aspx B ock 52
176. 12. 150. 127 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS At ack None 26
Unaut hori zed URL Access to
85. 130. 215. 193 |[Israel 147.237.77. 176 |nat pash. i df . i | Wi cogat . i df . i |/t enpl at es/ shar ed/ user cont rol s/ nor ei nf of ti chnun.y |Bl ock 26
osh@nai | . com
46.19. 86. 94 I srael 147.237.77.243|nobi [ e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 26
68.180. 228. 112 |[lhited Sates [147.237.77.216|dover.idf.i | D stributed Suspici ous Response CGode B ock 26
174. 6. 168. 32 Canada 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs oS At ack None 26
68.180.229.173 |lhited Sates [147.237.72.166|aka.idf .il Untraceabl e SSL Sessions: sigal gs DS Attack None 26
109. 67. 206. 83 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 13
. . D stributed Lhaut hori zed URL Access on
79.183.232.8 I srael 147.237.72. 156 |aman. i df . i | -~ Cidh i1/ https: /waw Y Bl ock 13
213.151.51.90 [Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter ved i n waw aka. i df . i1/ nai n/ gi yus/ | ogi n. aspx None 13
66.249.78.166 |lsrael 147.237.77.216|dover. i df . il Mil ti pl e Unaut horized URL Access from 66. 249. 78. 166 B ock 13
79.176. 225. 110 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 13
. . . URL is Above Root Directory
202.102.99.92  [Chi na 147.237.77.233(atal . i df .| ww atal .idf.il/../shared/clientscripts/jquery/jquery-1.4.2.mn.js Bl ock 13
157.55.39.7 Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock 13
. - . Unaut hori zed URL Access to
80.246. 136.64 |l srael 147.237.77.243|nobi | e.i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1071 B ock 13
66.249.79.218 [Israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ robots. t xt Bl ock 13
. . - Unhaut hori zed URL Access to
183.57.154. 26 China 147.237.77.233(atal . i df. i v atal . idf.il/shared clientscripts/survey/survey.js?siteversion Bl ock 13
. . Doubl e URL Encodi ng - paraneter: search in
90.63.187.5 France 147.237.72. 166 |aka. i df . i | wwv aka. i df . i |/ nai n/ gi yus/ pni ot handl er 1. asnx/ sear ch Bl ock 13
79.177.121.15 |Israel 147.237.76.200|ei tan. aka. i df . i | Ml tipl e Unaut horized URL Access from79.177.121. 15 B ock 13
213.57.185.185 |Israel 147.237.72.166 |aka. i df . i | llegal Byte Qe Craracter in LR /nain/kapatz//res Bl ock 13
our ces/ i mages/ i nner page/ goback. gi f
62.24.181. 134 E?';gegom 147.237.72. 166 |aka. i df . i | Ostributed PP Attenpt B ock 13
157.55.39. 247 |Uhited Sates [147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to w ti kshuv.idf.il/sites/hoshen B ock 13
84.108. 139. 219 |l srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 13
188. 26.204. 61 |Romani a 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 13
92. 63. 131. 249 LK!i“r:gegom 147.237.77. 176 |nat pash. i df . i | Whaut hori zed LR Access to www cogat . i df.il/user B ock 13
213.57.185.185 |[lsrael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from213.57.185.185 B ock 13
62.24.181. 134 LKTI;gegom 147.237.72. 166 |aka. i df . i | Distributed Unaut horized LRL Access on vww aka.idf.il/xmrpc. php |B ock 13
85. 65. 99. 161 I srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 13
’ . . Unhaut hori zed URL Access to
199. 16. 156. 126 |lhited Sates [147.237.77.216|dover.idf.il Wi df i1/ p storagel il es/ 5 si ze220x0/ 17315, | pg B ock 13
109. 67.175.99 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 13
79.179.15.112  |Israel 147.237.77.216|dover.idf . il NULL Character in Method B ock 13
m ny- kosher - kravi . i ing - : i
213.57.211.70 |Israel 147.237.0.17 ny Doubl e URL Encoding - parameter: Feturnurl in B ock 13
df.il mny- kosher-kravi . i df.il/tenpl ates/| ogi n. aspx
66. 249. 64. 56 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt Bl ock 13
176.12.146.60 |lIsrael 147.237.72. 156 |anman. i df . i | Too Many Qookies in a Request - 102 cooki es B ock 13
. . Unaut hori zed URL Access to
85.130. 180. 130 I srael 147.237.72. 166 |aka. i df . i | wwn aka. i df . i |/ mai n/ har edi ni resour ces/ cont r ol s/ capt cha. ashx Bl ock 13
201. 132. 157. 230|Mexi co 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs oS At ack None 13
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