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Top Attackers In DDoS-Defence

Attacker Address Attacker Country Target Address Site Signature Device Action Count
0.0.0.0 147.237.77.216 dover.idf.il SYN Flood full table drop 249

37.142.68.78 Israel 147.237.72.167 ishurim.aka.idf.il Anomaly-SSL-renegotiation-Cli dest-reset 60

46.121.200.71 Israel 147.237.77.216 dover.idf.il SYN Flood full table drop 39

79.183.128.205 Israel 147.237.77.216 dover.idf.il SYN Flood full table drop 35

2.54.179.184 Israel 147.237.77.216 dover.idf.il SYN Flood full table drop 34

80.246.136.207 Israel 147.237.72.167 ishurim.aka.idf.il Anomaly-SSL-renegotiation-Cli dest-reset 30

73.3.64.220 United States 147.237.77.216 dover.idf.il SYN Flood full table drop 22

5.102.254.253 Israel 147.237.77.216 dover.idf.il SYN Flood full table drop 20

87.68.17.138 Israel 147.237.77.216 dover.idf.il SYN Flood unverified cookie drop 19

2.54.152.53 Israel 147.237.72.167 ishurim.aka.idf.il Anomaly-SSL-renegotiation-Cli dest-reset 19

209.6.36.195 United States 147.237.77.216 dover.idf.il SYN Flood full table drop 15

46.121.193.167 Israel 147.237.77.216 dover.idf.il SYN Flood full table drop 15

85.64.85.87 Israel 147.237.77.216 dover.idf.il SYN Flood full table drop 15

2.54.157.117 Israel 147.237.77.216 dover.idf.il SYN Flood unverified cookie drop 15

79.183.184.125 Israel 147.237.77.216 dover.idf.il SYN Flood unverified cookie drop 12

79.180.167.172 Israel 147.237.77.216 dover.idf.il SYN Flood full table drop 11

85.65.150.212 Israel 147.237.77.216 dover.idf.il SYN Flood full table drop 10

132.70.66.9 Israel 147.237.77.216 dover.idf.il SYN Flood full table drop 10

109.65.136.174 Israel 147.237.77.216 dover.idf.il SYN Flood unverified cookie drop 9

68.231.217.209 United States 147.237.77.216 dover.idf.il SYN Flood full table drop 9

77.127.246.44 Israel 147.237.77.216 dover.idf.il SYN Flood full table drop 8

89.139.183.122 Israel 147.237.77.216 dover.idf.il SYN Flood full table drop 8

46.19.86.44 Israel 147.237.77.216 dover.idf.il SYN Flood full table drop 7

79.179.21.15 Israel 147.237.77.216 dover.idf.il SYN Flood full table drop 7

149.88.201.160 Israel 147.237.77.216 dover.idf.il SYN Flood full table drop 6

46.116.147.164 Israel 147.237.77.216 dover.idf.il SYN Flood full table drop 6

5.102.250.186 Israel 147.237.77.216 dover.idf.il SYN Flood full table drop 6

85.65.150.212 Israel 147.237.77.216 dover.idf.il SYN Flood unverified cookie drop 6

93.173.23.63 Israel 147.237.77.216 dover.idf.il SYN Flood full table drop 6

85.64.168.227 Israel 147.237.77.216 dover.idf.il SYN Flood full table drop 5

84.108.128.179 Israel 147.237.77.216 dover.idf.il SYN Flood full table drop 5

192.117.129.124 Israel 147.237.77.216 dover.idf.il SYN Flood full table drop 5

109.65.227.13 Israel 147.237.77.216 dover.idf.il SYN Flood full table drop 5

108.23.123.106 United States 147.237.77.216 dover.idf.il SYN Flood full table drop 5

46.19.86.44 Israel 147.237.77.216 dover.idf.il SYN Flood unverified cookie drop 5

207.244.170.224 United States 147.237.77.216 dover.idf.il SYN Flood full table drop 5

79.180.1.183 Israel 147.237.77.216 dover.idf.il SYN Flood full table drop 5

46.19.85.30 Israel 147.237.77.216 dover.idf.il SYN Flood full table drop 5

85.130.225.81 Israel 147.237.77.216 dover.idf.il SYN Flood full table drop 5

93.172.31.229 Israel 147.237.77.216 dover.idf.il SYN Flood full table drop 4

79.183.128.205 Israel 147.237.77.216 dover.idf.il SYN Flood unverified cookie drop 4

31.154.92.124 Israel 147.237.77.216 dover.idf.il SYN Flood full table drop 4

77.127.246.44 Israel 147.237.77.216 dover.idf.il SYN Flood unverified cookie drop 4

85.181.50.29 Germany 147.237.77.216 dover.idf.il SYN Flood full table drop 4

2.52.172.29 Israel 147.237.77.216 dover.idf.il SYN Flood full table drop 4

79.178.179.27 Israel 147.237.77.216 dover.idf.il SYN Flood full table drop 4

37.26.146.185 Israel 147.237.77.216 dover.idf.il SYN Flood full table drop 4

46.19.86.79 Israel 147.237.77.216 dover.idf.il SYN Flood full table drop 4

5.28.191.169 Israel 147.237.77.216 dover.idf.il SYN Flood full table drop 3

87.68.17.138 Israel 147.237.77.216 dover.idf.il SYN Flood full table drop 3
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Top Attackers In IPS

Attacker Address Attacker Country Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker
Address

Target Address
Attacker
Country

Site Signature Count

206.190.151.48 147.237.77.216 United States dover.idf.il SERVER-APACHE Apache SSI error page cross-site scripting 45

206.190.151.48 147.237.77.216 United States dover.idf.il SERVER-WEBAPP /etc/passwd file access attempt 17

206.190.151.48 147.237.77.216 United States dover.idf.il SERVER-WEBAPP WEB-INF access 15

206.190.151.48 147.237.77.216 United States dover.idf.il GPL WEB_SERVER /etc/passwd 10

41.33.231.90 147.237.77.216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 6

206.190.151.48 147.237.77.216 United States dover.idf.il SERVER-WEBAPP awstats access 5

195.34.150.18 147.237.77.216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4

206.190.151.48 147.237.77.216 United States dover.idf.il SERVER-WEBAPP JBoss JMX console access attempt 3

206.190.151.48 147.237.77.216 United States dover.idf.il ET WEB_SERVER auto_prepend_file PHP config option in uri 3

206.190.151.48 147.237.77.216 United States dover.idf.il GPL WEB_SERVER unicode directory traversal attempt 3

206.190.151.48 147.237.77.216 United States dover.idf.il ET WEB_SERVER safe_mode PHP config option in uri 3

206.190.151.48 147.237.77.216 United States dover.idf.il ET WEB_SERVER disable_functions PHP config option in uri 3

206.190.151.48 147.237.77.216 United States dover.idf.il ET WEB_SERVER allow_url_include PHP config option in uri 3

206.190.151.48 147.237.77.216 United States dover.idf.il SERVER-WEBAPP xmlrpc.php post attempt 3

206.190.151.48 147.237.77.216 United States dover.idf.il SERVER-WEBAPP client negative Content-Length attempt 3

206.190.151.48 147.237.77.216 United States dover.idf.il ET WEB_SERVER suhosin.simulation PHP config option in uri 3

206.190.151.48 147.237.77.216 United States dover.idf.il SERVER-WEBAPP PHP-CGI remote file include attempt 3

206.190.151.48 147.237.77.216 United States dover.idf.il ET WEB_SERVER open_basedir PHP config option in uri 3

206.190.151.48 147.237.77.216 United States dover.idf.il
OS-WINDOWS Microsoft Forefront UAG javascript handler in URI XSS
attempt

2

206.190.151.48 147.237.77.216 United States dover.idf.il ET WEB_SERVER Script tag in URI, Possible Cross Site Scripting Attempt2

206.190.151.48 147.237.77.216 United States dover.idf.il GPL WEB_SERVER global.asa access 2

206.190.151.48 147.237.77.216 United States dover.idf.il SERVER-IIS global.asa access 2

206.190.151.48 147.237.77.216 United States dover.idf.il SERVER-WEBAPP webalizer access 2

206.190.151.48 147.237.77.216 United States dover.idf.il GPL WEB_SERVER WEB-MISC JBoss web-console access 2

206.190.151.48 147.237.77.216 United States dover.idf.il ETPRO WEB_SERVER PHP Open Flash Charts File  Upload Attempt 2

206.190.151.48 147.237.77.216 United States dover.idf.il ET SCAN Apache mod_proxy Reverse Proxy Exposure 2 2

206.190.151.48 147.237.77.216 United States dover.idf.il
SERVER-APACHE Apache Tomcat allowLinking URIencoding directory
traversal attempt

2

206.190.151.48 147.237.77.216 United States dover.idf.il GPL WEB_SERVER webalizer access 2

206.190.151.48 147.237.77.216 United States dover.idf.il WEB-FRONTPAGE /_vti_bin/ access 2

206.190.151.48 147.237.77.216 United States dover.idf.il
SERVER-APACHE Apache mod_proxy reverse proxy information
disclosure attempt

2

206.190.151.48 147.237.77.216 United States dover.idf.il
ET WEB_SPECIFIC_APPS Possible JBoss JMX Console Beanshell Deployer
WAR Upload and Deployment Exploit Attempt

2

206.190.151.48 147.237.77.216 United States dover.idf.il ET SCAN Apache mod_proxy Reverse Proxy Exposure 1 2

206.190.151.48 147.237.77.216 United States dover.idf.il SERVER-APACHE Apache Tomcat Web Application Manager access 2

206.190.151.48 147.237.77.216 United States dover.idf.il POLICY-OTHER script tag in URI - likely cross-site scripting attempt 2

206.190.151.48 147.237.77.216 United States dover.idf.il SERVER-WEBAPP JBoss web console access attempt 2

117.196.60.115 147.237.8.28 India e.mobile-ks.idf.il
ET SCAN Behavioral Unusually fast inbound Telnet Connections,
Potential Scan or Brute Force

1

206.190.151.48 147.237.77.216 United States dover.idf.il SQL use of concat function with select - likely SQL injection 1

85.154.25.231 147.237.77.216 Oman dover.idf.il SQL Injection - Select From 1

206.190.151.48 147.237.77.216 United States dover.idf.il SERVER-WEBAPP /cgi-bin/ access 1

206.190.151.48 147.237.77.216 United States dover.idf.il SQL Injection - Select From 1

85.154.25.231 147.237.77.216 Oman dover.idf.il SERVER-IIS cmd.exe access 1

206.190.151.48 147.237.77.216 United States dover.idf.il ET WEB_SERVER Possible SQL Injection Attempt SELECT FROM 1

85.154.25.231 147.237.77.216 Oman dover.idf.il
OS-WINDOWS Microsoft Forefront UAG javascript handler in URI XSS
attempt

1

206.190.151.48 147.237.77.216 United States dover.idf.il
ET WEB_SERVER Possible CVE-2013-0156 Ruby On Rails XML YAML tag
with !ruby

1

206.190.151.48 147.237.77.216 United States dover.idf.il
SERVER-IIS Microsoft Windows IIS5 NTLM and basic authentication
bypass attempt

1

206.190.151.48 147.237.77.216 United States dover.idf.il SERVER-WEBAPP php.cgi access 1

85.154.25.231 147.237.77.216 Oman dover.idf.il ET WEB_SERVER cmd.exe In URI - Possible Command Execution Attempt 1

206.190.151.48 147.237.77.216 United States dover.idf.il GPL EXPLOIT php.cgi access 1

206.190.151.48 147.237.77.216 United States dover.idf.il ET WEB_SERVER ColdFusion administrator access 1

206.190.151.48 147.237.77.216 United States dover.idf.il SERVER-IIS .cnf access 1
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Top Attackers In FW

Attacker Address
Attacker
Country

Target Address Site Signature Message
Device
Action

Count

95.86.70.21 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 655

79.177.121.15 Israel 147.237.76.200 eitan.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 549

46.19.86.130 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 534

2.54.3.215 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 286

197.135.127.129 Egypt 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 242

79.181.223.41 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 176

84.228.223.73 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 114

85.181.50.29 Germany 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 110

212.179.21.194 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 107

85.65.86.3 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 92

79.179.23.27 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 87

46.19.86.96 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 83

37.26.148.221 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 77

46.19.85.3 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 76

149.78.154.69 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 75

146.200.157.168 United Kingdom 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 66

46.19.85.30 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 55

208.115.111.73 United States 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 54

205.250.251.104 Canada 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 49

81.218.13.130 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 49

108.23.123.106 United States 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 47

54.72.73.168 Ireland 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 44

46.19.85.229 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 43

2.54.157.117 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 43

68.198.184.223 United States 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 42

46.19.86.255 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 41

168.63.139.43 United States 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 40

5.102.254.253 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 39

79.179.122.122 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 39

85.65.150.212 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 38

46.19.86.77 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 38

68.175.10.105 United States 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 37

93.172.184.58 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 37

68.180.228.112 United States 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 37

46.19.85.220 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 37

66.249.81.212 United States 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 37

54.72.0.55 Ireland 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 36

2.54.179.184 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 34

37.140.188.112
Russian
Federation

147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 33

176.10.99.205 Switzerland 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 33

66.249.81.212 United States 147.237.77.216 dover.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 32

41.33.231.90 Egypt 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 32

46.19.85.160 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 32

46.121.83.88 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 31

212.179.90.106 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 31

66.249.81.218 United States 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 30

54.244.22.103 United States 147.237.72.166 aka.idf.il drop First packet isn't SYN drop 30

66.249.81.218 United States 147.237.77.216 dover.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 30

52.16.5.197 United States 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 30

66.249.81.215
Russian
Federation

147.237.77.216 dover.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 30
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Top Attackers In WAF

Attacker Address
Attacker
Country

Target Address Site Signature
Device
Action

Count

79.177.121.15 Israel 147.237.76.200 eitan.aka.idf.il
Too Many of the Same Response Code (404) in Session from
79.177.121.15

Block 739

68.180.229.239
United
States

147.237.72.166 aka.idf.il Unauthorized URL Access to www.aka.idf.il/valtam Block 78

68.180.228.112
United
States

147.237.77.216 dover.idf.il Distributed Suspicious Response Code Block 39

105.108.180.184 Algeria 147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/nosuchpage123 Block 39

54.244.22.103
United
States

147.237.76.147 chinuch.aka.idf.il Distributed Suspicious Response Code_Custom_Temporary Block 39

95.86.117.107 Israel 147.237.72.166 aka.idf.il

Unauthorized URL Access to
www.aka.idf.il/ishurim&sa=u&ved=0casqfjabahukewjt_r6k6sziahujvxqkh
wtndx0&sig2=brqov0qadsznobkvu11jdg&usg=afqjcnhiacacssnvb9vox3
ewkf0tbs6bna

Block 39

79.177.121.15 Israel 147.237.76.200 eitan.aka.idf.il
Unauthorized URL Access to
www.eitan.aka.idf.il/templates/homepage/homepage.aspx

Block 26

93.172.146.254 Israel 147.237.72.166 aka.idf.il Untraceable SSL Sessions: sigalgs DoS Attack None 26

46.19.85.96 Israel 147.237.0.19 madim.atal.idf.il
Parameter Type Violation ctl00$ContentPlaceHolder1$txtCaptcha in
madim.atal.idf.il/mobile/login.aspx

Block 26

93.172.171.237 Israel 147.237.0.17
m.my-kosher-kravi.
idf.il

Distributed Illegal Parameter Encoding None 26

213.57.194.55 Israel 147.237.77.234 halag.idf.il
Unauthorized URL Access to
www.logistics.atal.idf.il/size100x0/sip_storage

Block 26

66.249.64.244 Israel 147.237.77.233 atal.idf.il Unauthorized URL Access to 147.237.77.233/robots.txt Block 13

176.106.226.169 Israel 147.237.72.166 aka.idf.il
Unknown Parameter __VIEWSTATEENCRYPTED in
www.aka.idf.il/main/giyus/talpiotquestionnaire.aspx

None 13

92.13.134.1
United
Kingdom

147.237.72.166 aka.idf.il Unauthorized URL Access to www.aka.idf.il/xmlrpc.php Block 13

46.19.85.87 Israel 147.237.72.166 aka.idf.il SSL Untraceable Connection - Open Mode None 13

82.118.237.100 Bulgaria 147.237.77.235 sviva.idf.il Unauthorized URL Access to 147.237.77.235/ Block 13

95.86.117.107 Israel 147.237.72.166 aka.idf.il Untraceable SSL Sessions: sigalgs DoS Attack None 13

46.120.72.223 Israel 147.237.72.166 aka.idf.il
Unknown Parameter __VIEWSTATEENCRYPTED in
www.aka.idf.il/main/sachar/markiveysachar.aspx

None 13

89.138.218.255 Israel 147.237.72.166 aka.idf.il Untraceable SSL Sessions: sigalgs DoS Attack None 13

79.178.23.252 Israel 147.237.76.42 refuah.idf.il
Distributed Unauthorized URL Access on
147.237.76.42/1518-he/refuah.aspx

Block 13

66.249.64.249 Israel 147.237.77.233 atal.idf.il Distributed Unauthorized URL Access on 147.237.77.233/robots.txt Block 13

178.255.215.87 France 147.237.77.216 dover.idf.il
Unauthorized URL Access to
www.idf.il/1133-19280-he/kkkkkkk=b08c8954kkkkkkk_b08c8954

Block 13

82.221.105.6 Iceland 147.237.76.200 eitan.aka.idf.il Unauthorized URL Access to 147.237.76.200/ Block 13

46.185.226.210 Jordan 147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/arr/ Block 13

89.139.29.75 Israel 147.237.76.42 refuah.idf.il
Distributed Unauthorized URL Access on
147.237.76.42/1518-he/refuah.aspx

Block 13

79.181.59.211 Israel 147.237.72.166 aka.idf.il Unauthorized URL Access to www.aka.idf.il/main/ Block 13

66.249.78.159 Israel 147.237.77.216 dover.idf.il Distributed Suspicious Response Code Block 13

185.27.105.118 Israel 147.237.72.166 aka.idf.il Untraceable SSL Sessions: sigalgs DoS Attack None 13

46.19.85.250 Israel 147.237.72.166 aka.idf.il Untraceable SSL Sessions: sigalgs DoS Attack None 13

83.130.108.178 Israel 147.237.72.156 aman.idf.il Unauthorized URL Access to www.aman.idf.il/https:/www.aman.idf.il/ Block 13

79.177.121.15 Israel 147.237.76.200 eitan.aka.idf.il Too Many 404: Response Code per Session Block 13

109.65.136.174 Israel 147.237.76.42 refuah.idf.il Unauthorized URL Access to 147.237.76.42/1518-he/refuah.aspx Block 13

36.34.20.221 China 147.237.72.166 aka.idf.il Unauthorized URL Access to www.aka.idf.il/giyus/login/trackback/ Block 13

89.139.174.9 Israel 147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/aman Block 13

79.182.123.241 Israel 147.237.72.166 aka.idf.il Untraceable SSL Sessions: sigalgs DoS Attack None 13

66.249.78.166 Israel 147.237.77.216 dover.idf.il Distributed Suspicious Response Code Block 13

95.86.86.8 Israel 147.237.72.166 aka.idf.il Untraceable SSL Sessions: sigalgs DoS Attack None 13

46.19.86.154 Israel 147.237.72.166 aka.idf.il Untraceable SSL Sessions: sigalgs DoS Attack None 13

85.250.203.121 Israel 147.237.0.16
my-kosher-kravi.idf
.il

Unauthorized URL Access to
www.my-kosher-kravi.idf.il/templates/login/login.aspx

Block 13

66.249.64.178 Israel 147.237.77.216 dover.idf.il
Unauthorized URL Access to www.idf.il/1133-20956-he/dover.aspx×”
×ž×©×™× ›×•

Block 13

176.13.22.122 Israel 147.237.77.243 mobile.idf.il Suspicious Response Code Block 13

46.19.85.81 Israel 147.237.72.166 aka.idf.il Distributed Suspicious Response Code_Custom_Temporary Block 13

92.13.134.1
United
Kingdom

147.237.72.166 aka.idf.il PHP Attempt Block 13

82.118.237.100 Bulgaria 147.237.77.234 halag.idf.il Unauthorized URL Access to 147.237.77.234/ Block 13

66.249.78.166 Israel 147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/894-en/idfgdover.aspx Block 13

46.117.233.31 Israel 147.237.72.156 aman.idf.il SSL Untraceable Connection - Open Mode None 13

87.68.60.85 Israel 147.237.72.166 aka.idf.il Untraceable SSL Sessions: sigalgs DoS Attack None 13
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