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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site Signature Device Action |Count
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 439
80. 246. 136. 74 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-SS.-renegotiation-Qdi dest - r eset 72
176.13.5. 90 | srael 147.237. 72. 167 ishurimaka.idf.il |Anonal y-SSL-renegotiation-di dest - r eset 43
134.191. 232. 68 | srael 147.237.77. 233 atal .idf.il JLMPurple n Linit Htp drop 42
109. 66. 41. 57 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 34
89. 138. 206. 226 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 33
84.228. 214. 209 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
212.116. 164. 9 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 29
31.210. 186. 186 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 24
77.126.84. 230 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 23
84.108. 78. 69 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 21
79.183. 48. 138 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
79.180. 7. 27 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 18
185. 32. 179. 39 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 15
79.179. 200. 115 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
132. 71.120. 63 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
91.228.127. 198 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
74.101. 220. 91 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table drop 10
31.154.91.8 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
46. 19. 86. 10 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 8
70. 209. 53. 57 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 8
2.54.145. 152 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 7
5. 29. 167. 93 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
212.179.21.194 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 6
46. 19. 85. 94 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 6
84.109. 33. 16 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 6
37.26. 149. 215 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
46. 19. 86. 162 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
5.28.138.7 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
212.179.21.194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 5
85. 64. 9. 125 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 5
80. 246. 136. 70 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
77.126.186. 194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
109. 64. 144. 65 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
2.54.180. 55 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
79.176. 14. 60 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
212.179. 28. 65 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 5
93.173.239. 7 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
79.176. 223. 63 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
37.46. 39. 22 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
213. 151. 62. 23 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
2.54.151. 136 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
91.228.127. 198 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 5
85. 250. 25. 107 | srael 147.237. 72. 166 aka.idf.il Anonal y- SSL-renegoti ation-di dest - r eset 5
212.179. 155. 129 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
5.168. 32. 19 Italy 147.237.77. 216 dover.idf.il SYNHood full table drop 5
2.54.173. 17 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
93.173. 239. 161 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
85. 65. 151. 214 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 5
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgna1ure |Devi ce Action |Oount |

62.219. 0. 218 I srael 147.237.77.226 |waw chanat z. aka. i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 3
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry |Signature

41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LW with fake user agent 3
86. 84. 172. 226 147.237.77. 216 Net her | ands dover.idf.il portscan: TCP O stributed Portscan 1
83. 130. 120. 48 147.237. 72. 166 I 'srael aka idf.il portscan: TCP DO stributed Portscan 1
37.142. 125. 199 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
165. 228. 233. 142 147.237.77. 179 Australia e.nazi.idf.il ET SCAN NVAP -sS wi ndow 3072 1
165. 228. 233. 142 147.237.77. 179 Australia e.nazi.idf.il ET SCAN NVAP -f -sS 1
94.102. 48. 194 147.237.0. 19 Net her | ands madi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
88. 249. 106. 23 147.237.77. 234 Tur key hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
84.111. 168. 153 147.237. 72. 166 I 'srael aka idf.il portscan: TCP DO stributed Portscan 1
46. 19. 86. 106 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
37.142. 238. 167 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
2.52.139. 72 147.237. 72. 166 I 'srael aka idf.il portscan: TCP DO stributed Portscan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 1
165. 228. 233. 142 147.237.77. 179 Australia e.nazi.idf.il ET SCAN NVAP -sS wi ndow 2048 1
94.102. 48. 194 147. 237. 76. 197 Net her | ands e. hinush.idf.il ET SCAN NVAP -sS w ndow 1024 1
93.173. 250. 183 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

At acker

Count ry Target Address ‘S’te ‘Signature
46. 19. 85. 157 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 295
108. 26.198. 221 |Lhited S ates 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 210
208. 115. 113. 89 [Lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 171
2.54.17.30 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 129
46. 19. 85. 81 | srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 120
109. 67. 177. 158 [l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 119
79.176.194. 138 |l srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 107
46. 19. 86. 72 | srael 147.237.77. 216 |dover.i df .i|dr op Frst packet isn't SYN drop 83
73.24.76. 224 Lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 75
5.29.210. 132 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 72
37.142. 165. 215 [l srael 147.237.77. 216 |dover.i df .i|dr op Frst packet isn't SYN drop 59
84.108.111. 66 |l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 58
172.56. 40.131 |[lhited Sates 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 56
213.57.44.159 |[lsrael 147.237.77. 216 |dover.i df .i|dr op Frst packet isn't SYN drop 56
2.54.136. 60 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 51
84.110. 54. 94 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 49
66.249.81.212 |lhited Sates 147.237.77. 216 |dover.i df .i|dr op Frst packet isn't SYN drop 49
80. 230. 97. 241 |l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 47
66. 249. 81.218 |Lhited Sates 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 47
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.i df .i|dr op Frst packet isn't SYN drop 43
68. 132. 8. 37 Lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 42
85. 65.128. 17 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 41
100. 100. 55. 53 147.237.72. 156 |aman.i df . il |dr op Frst packet isn't SYN drop 39
108. 168. 54. 10 |Canada 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 39
66. 249. 81. 215 RF;Z:;”I o 147. 237. 77. 216 |dover . i of . i |dr op First packet isn't SWN drop 36
81.218.143.24 |Israel 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 36
54.72.73.168 Ireland 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 33
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 33
68. 180. 228. 112 [Lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 32
66.249.78.166 |United Sates  |147.237. 77, 216 |dover. iar. |2 €2 N9 Engi ne: TCP Invalid nvalid segnent retransmssion. drop 32
Ret ransm ssi on Packet dr opped.
84.108. 78. 69 | srael 147.237.77. 216 |dover.i df .i|dr op Frst packet isn't SYN drop 32
46. 19. 86. 198 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 32
212.179. 90. 106 |l srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 32
54.72.0.55 Irel and 147.237.77. 216 |dover.i df .i|dr op Frst packet isn't SYN drop 31
77.125.124. 159 (I srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 29
85. 250. 244.0 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 25
54.244.22.103 |lhited Sates 147.237.72. 166 |aka.idf.il |dr op Frst packet isn't SYN drop 25
Sreamng Engine: TCP Invalid i i ssi
41.130.50. 243 |Egypt 147.237.77. 216 dover.idf i - ransn? ssigon :Dg‘éije'td ;eg:[fgé_ retransmssi on. drop 24
2.54.173. 17 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 24
212.179. 21. 194 |l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 23
176.248.87.71 |United Ki ngdom [147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 23
100. 100. 8. 88 147.237.72. 166 |aka.idf.il |dr op First packet isn't SN drop 22
108. 72.13. 144 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 20
176.13.3.141 |[Israel 147.237.77.233(atal .idf.il|Bad TCP sequence Invalid ACK nunber aert 20
176.13. 3. 141 | srael 147.237.77.233|atal .idf.il|Bad TCP sequence Inval id ACK nunber noni t or 20
86. 163. 88. 94 Uni ted Ki ngdom [147.237. 77. 216 |dover. i df.i[dr op First packet isn't SYN drop 19
50. 87. 144. 145 |[lLhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 19
149. 78. 154. 69 |l srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 19
109. 66. 41. 57 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 18
66. 249. 81. 215 ?;ZZ;:;W 147. 237. 77. 216 |dover. i df . | ‘:a; (:ZTS?E sEsTgcl)r?e: TP Invalid :Dg‘éakjeitd ;eggsgg_ retransmssi on. drop 18
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|Top Attackers In V\AF|

A tacker

Devi ce

Country Target Address |Site Sgnature Action ‘Count
46. 19. 86. 39 | srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 2814
80. 246. 136. 69 [l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 1966
176.13.5.163 |Israel 147.237.0.19 |madi matal .idf.il Dstributed Too Mainy of the Sane Response Code (404) Bl ock 1560
2.52.159.187 |israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 364
68.180.230.29 [United Sates |147.237.77. 176 |nat pash. i df . i | mazz;zrﬁ’el\l’i/cioais'g /F;aoggea'\t“_”;;;x B ock 78
68. 180. 230. 224 [United Sates |147.237.76.31 [nakchal .idf.il Parane or Type M9 fﬂf”hg""g:'k\t‘;”;px Bl ock 78
78.46.153. 166 [Ger many 147.237.77.74 |lawidf.il PHP Attenpt Bl ock 39
46. 121. 242. 205 |l srael 147.237.77. 216 |dover . i df . i | Distributed Whaut hori zed URL Access on waw i df.i|/anan B ock 39
37.26.148.149 |Israel 147.237.0.17 ][nlrrly kosher -kravi . i d Mitiple I11egal Paraneter Encoding from37.26.148. 149 None 39
69.50.222.20 |Uited Sates [147.237.77.74 |lawidf.il Dstributed PHP Attenpt Bl ock 39
121. 26. 192. 114 |Chi na 147.237.77. 170 |naar achot . i df . i | PHP Attenpt Bl ock 26
69.50.222.20 |[Wited Sates [147.237.77.74 [lawidf.il Uhaut hori zed URL Access to wa | aw i df . i |/i ndex. php B ock 26
121. 26. 192. 114 |Chi na 147. 237.77. 170 |n@ar achot . i df . i | ;?;u;cﬁi_ izsfd_ iﬁ‘utfficf;fc;nflm Ji ndex. php B ock 26
78. 46.153. 166 |Ger many 147.237.77.74 |lawidf.il Unaut hori zed LRL Access to waw | aw i df.il/index. php B ock 26
46.19. 85. 74 | srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index Bl ock 26
149.78.169.3  |[lIsrael 147.237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to www i df.il/aman/ B ock 26
2.52.53.245 | srael 147.237.77.216|dover . i df .i | Distributed Unaut horized URL Access on w i df . il/aman/ B ock 26
80.230.24.221 |Israel 147.237.77.216|dover . i df .i | Distributed Unaut hori zed URL Access on v i df.il/aman Bl ock 26
5.29. 33.133 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 13
149.78.24. 231 |Israel 147. 237.77. 216 |dover . i df . i | i‘sgtﬁﬁibgﬁpﬁngﬁ: g‘\l_'DET(ifCE‘;('O‘_"L?\'&; on None 13
78.46.153. 166 |Ger many 147.237.77.74 |lawidf.il Ml tipl e Unaut horized URL Access from 78. 46. 153. 166 Bl ock 13
213.151.39.35 |Israel 147.237.72. 166 |aka. i df . i | Unknown Paraneter ved in v aka.idf.il/kamhar/Kklali/default.asp None 13
109. 64. 101. 160 |I srael 147.237.77. 216 |dover. i df . i | x;J i&éﬂﬁtﬁ“}ﬁﬂﬁﬂ Iu/1 Access on Bl ock 13
84.108. 61. 137 |Israel 147.237.77. 216 |dover . i df . i | Distributed Whaut hori zed URL Access on waw i df.i|/anan B ock 13
46.121.137.26 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 13
185.32.179.49 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs S Attack None 13
79.182.63.101 |Israel 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to ww i df.il/atal 1/izkor/ vi ew i ng. asp Bl ock 13
37.26.148.149 |Israel 147.237.0. 17 ;n |nly -kosher-kravi . id :T']L;?E(')S::ea: alfre;\ir i'f'j}c_(i"lﬁ /’;? a“%;i[eﬁimi in;ge_ aspx None 13
176. 12. 141. 109 |l srael 147.237.77.216|dover . i df . i | D stributed Whaut hori zed URL Access on wa i df . i |/ anan/ B ock 13
5.22.129.87 I srael 147.237.77. 216 |dover.i df .i | Distributed Whaut hori zed URL Access on waw i df.i|/anan B ock 13
87.69.125.197 |Israel 147.237.72.166 |aka. i df . i | Uhaut hori zed URL Access to wwv aka. i df . i |/ x'x™xex; B ock 13
66.249.64.56 |Israel 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ robots. txt B ock 13
212.179.21. 194 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ at al . aspx Bl ock 13
46.19.85.111 | srael 147.237.72. 166 |aka. i df . i | mnai?i gfa.riellr;enta?;/ S—%\gaﬁ’ﬁTaAsTianngED 'n None 13
80.246.133.6  |Israel 147.237.77. 234|hal ag. i df . i | o rz'sk;“tf;d2;’17:‘;;‘;;‘;2?@%/&??5; T Bl ock 13
5.29.102. 84 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: sigal gs DoS A tack None 13
149. 78. 148. 86 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 13
2.54.26.123 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs oS Attack None 13
109.65.41.40 |[Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: sigal gs DoS Atack None 13
84.108.63.42 |l srael 147.237.72. 166 |aka. i df . i | m;&;’ftgéiw;“:gr; ﬁat’:‘i gfciels/s on B ock 13
185.32.179.73 |lIsrael 147.237.77.243|nobi | e. i df . i | SSL Uhtraceabl e Connection - (pen Mde None 13
79. 182. 150. 244 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 13
176. 12. 147. 177 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Unhknown SSL Sessi on None 13
5.22.129.204 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 13
69. 171. 230. 115 [Lhited Sates [147.237.72.166|aka.idf.il Untraceabl e S3. Sessions: sigal gs oS Attack None 13
212.235.79.14 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 13
89.138.81.102 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 13
66.249.78.95 [Israel 147. 237.77. 216 |dover . i df . i | D e e e/ it odlover . aspx Bl ock 13
176.13.15. 116 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs oS Attack None 13
31.13.97.114 |ireland 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs DoS Atack None 13
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