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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
109. 64. 48. 84 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3303
81.17.31. 224 Swi t zer| and 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2795
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table dr op 1669
46. 19. 86. 92 | srael 147.237.72. 167 i shurimaka. i df.il|Anonmal y-SSL-renegotiati on-Ai dest - r eset 124
81. 218. 241. 26 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- TLS renegotiation-di dest - reset 85
5.29.91.188 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 85
87. 68. 67. 32 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 48
0.0.0.0 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 44
62.219. 99. 130 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 41
109. 67. 206. 233 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 30
212.179. 21. 194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 27
62. 219. 99. 130 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 27
79.183. 193. 219 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
109. 64. 147. 135 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 23
46.121.37.72 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 21
82. 80. 181. 166 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 18
37.26. 149. 154 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 18
2.54.21.158 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
66. 76. 135. 113 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table dr op 15
176. 13. 15. 148 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 14
45, 96. 7. 220 147.237.77. 216 dover.idf.il SYNHood full table drop 14
46. 19. 86. 36 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 14
47.17.70.211 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table drop 12
176. 13. 10. 107 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
109. 64. 35. 181 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
93.172.186. 141 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 12
46. 19. 86. 99 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
94. 230. 86. 182 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
80. 179. 37. 165 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
2.54.46. 244 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
176. 12. 140. 132 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
185. 23. 60. 4 Uni ted Ki ngdom 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 10
199. 203. 159. 137 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
79.178.193. 153 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
37.26. 148. 205 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 9
2.54.135.233 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 9
62. 219. 99. 130 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 9
109. 66. 175. 22 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 9
79.179. 142. 83 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
176.13.22.111 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 9
2.54.181. 193 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 9
213.57.73. 222 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
46.19. 85. 5 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
84.154.18. 81 Ger many 147.237.77.216 dover.idf.il SYNHood full table drop 8
207.232. 21. 105 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
2.54.28.195 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 8
46.19. 85. 106 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 8
2.54.168.211 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
79. 183. 149. 83 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
82.80. 179. 160 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 7




10-18-2015-16:04:00 to 10-18-2015-17:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

62.210. 97. 48 France 147.237.77. 216 dover.idf.il C1000106: HITP: naj esti ¢ bot B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry \Signature

85. 250. 150. 243 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 2
41.33.231. 90 147.237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 2
109. 65. 215. 75 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
79. 180. 32. 70 147.237.72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
213.57.162. 3 147.237.77. 216 I 'srael dover.idf.il portscan: TGP D stributed Portscan 1
79. 178. 54. 24 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
188. 165. 15. 89 147.237.72. 166 France aka idf.il portscan: TCP D stributed Portscan 1
77.127.135. 181 147.237.72. 166 I 'srael aka idf.il portscan: TCQP D stributed Portscan 1
187. 45. 17. 124 147.237.77. 227 Brazil e. hamaz. i df .il ET SCAN Potential SSH Scan 1
46. 19. 85. 127 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
187. 45. 17. 124 147.237. 76. 200 Brazil eitan aka.idf.il ET SCAN Potential SSH Scan 1
187. 45. 17. 124 147.237. 8. 27 Brazil e.madi matal .idf.il ET SCAN Potential SSH Scan 1
187.45.17. 124 147.237.0. 16 Brazil ny- kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
176.12. 145. 21 147.237.77. 216 I 'srael dover.idf.il portscan: TCQP D stributed Portscan 1
79.179. 126. 103 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
193. 107. 16. 206 147.237.77. 74 Russi an Federat i on lawidf.il ET SCAN NVAP -sS w ndow 1024 1
79. 176. 39. 182 147.237.77. 216 I 'srael dover.idf.il portscan: TGP D stributed Portscan 1
187. 45. 17. 124 147.237.77. 243 Brazil nobi | e.idf.il ET SCAN Potential SSH Scan 1
50. 87. 144. 145 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP D stributed Portscan 1
187. 45. 17. 124 147.237.77.61 Brazil e.cogat .idf.il ET SCAN Potential SSH Scan 1
187. 45. 17. 124 147.237. 72. 167 Brazil i shuri maka.idf.il ET SCAN Potential SSH Scan 1
187. 45. 17. 124 147.237.0. 35 Brazil akavs. i df .i | ET SCAN Potential SSH Scan 1
185. 46. 212. 69 147.237.77. 216 Qi tzerl and dover.idf.il portscan: TGP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘S te ‘Signature
212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 16496
79.182.2.194 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 541
213.57.188. 234 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 520
2.54.26.93 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 493
2.54.52. 253 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 476
95. 86. 68. 13 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 397
2.52.16.129 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 294
31.168.171.134 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 249
46. 19. 85. 213 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 220
81.17.31.224 Sii t zer| and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 211
84.108.212.73 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 207
66. 76. 135. 113 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 206
66.87.97.8 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 201
212.235. 113. 164|l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 189
208. 115.113. 89 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 187
37.26. 148. 227 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 179
62.219.99.130 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 166
86. 134. 40. 90 Uni ted Ki ngdom|147.237.77.216 |dover.idf.il |drop First packet isn't SYN drop 166
84.154. 18. 81 Ger many 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 146
87.69. 122. 42 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 139
84.154.8.76 Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 138
37.26. 146. 150 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 136
94.228.34.248 |United Kingdom|147.237.77. 216 [dover.idf.il |dr op Frst packet isn't SYN drop 133
46.19.85.3 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 130
79.176. 126. 15 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 129
212.235.33.100 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 127
2.54.44.10 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 121
193.205. 21. 103 |ltay 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 117
37.26.146.136 |lsrael 147.237.77. 216 |dover.idf.il |drop FHrst packet isn't SYN drop 112
213.151. 32. 163 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 109
37.26. 149. 141 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 106
31.154.92. 66 | srael 147.237.77. 216 |dover.idf.il |drop FHrst packet isn't SYN drop 99
212.179.21. 194 |israel 147. 237.76. 200 [ei tan aka. i o { | €2M NG Engine: TCP Invalid - Jinvalid segrent retransmission drop 96
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 36 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 90
109. 67. 6. 156 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 85
66.249.78. 173  |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 74
212.179.90. 106 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 74
66.249. 78. 166 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 72
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 70
46.19. 85. 140 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 69
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 67
212.117.151. 214|l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 67
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 65
66.249.78. 159 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 62
152. 62. 109. 208 |Eur ope 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 59
2.54.45.165 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 58
37.140. 188. 112 :Zg::t”i o 147.237.72. 166 |aka. i df . ;: ?22“5?2 Siri]g('):e: TP Invalid 'Fgéak];td dsreg::gi retransnissi on. drop 57
66.249.78.173 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 57
66.249.78.159 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 56
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 56
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|Top Attackers In V\AF|

A tacker Devi ce

Target Address |[Site Sgnature

‘Count

Country Action
176. 12. 143. 193 |I srael 147.237.0.19 |nadi matal .idf.il I‘;‘é'\ﬁnylg tlgg Sane Response (bde (404) in Session from B ock 2862
68.180.230.29 [United Sates [147.237.77. 176 |mat pash. i df . | ma'x;z e Mol on ,F;""fgeat”f”;;,:’; Bl ock 78
85. 65. 81. 99 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 85. 65. 81. 99 B ock 78
46. 116. 158. 110 |l srael 147.237.77. 216 |dover.i df .i | Distributed Wauthorized UR. Access on www i df .i|/anan B ock 52
82.166. 75. 214 |l srael 147.237.72. 156 |anman. i df . i | Unaut hor i zed HTTP Met hod B ock 52
46.116.175.5 |[Israel 147.237.77.216|dover. i df . i | Distributed Waut hori zed LRL Access on waw i df .i|/anan B ock 52
82.166. 75. 214 |l srael 147.237.72. 156 |anman. i df . i | Uhaut hori zed URL Access to vww anan. i df.il/sip_storage/files/ 4/ B ock 39
68. 180. 229. 239 [Whited Sates |147.237.72.166 |aka.idf.il Mil ti pl e Unaut horized LRL Access from 68. 180. 229. 239 B ock 39
81.17.31.224 [Satzerland 147. 237. 76. 147 |chi nuch. aka. i df . i|D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 39
46.19. 85. 79 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 26
176. 12. 136. 151 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: sigal gs oS Attack None 26
109.66.114. 193 | srael 147.237.72. 166 aka. 1 df . i mll;p:’iljit? Iﬁmpn?E:Zdit?mesour ces/ contr ol s/ capt cha. ashx B ock 26
109. 64. 157. 121 |l srael 147.237.72. 166 |aka. i df . i | m‘;"v“;?:riidzf?l /u;?pfcsfoifget/?i s/ 3 6118, e Bl ock 26
46.19.86.102 |[Israel 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Gode B ock 26
212.179. 210. 74 (I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs S Attack None 26
46.19.85.192 |lIsrael 147.237.77.243|nobi l e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 26
79.183. 177. 141 |l srael 147.237.77.216|dover. i df .i | Distributed Wauthorized URL Access on waw i df .il/anan Bl ock 26
37.26.146.186 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs S Attack None 26
5. 29. 160. 26 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: sigal gs oS Attack None 26
121. 26. 192. 114 |Chi na 147.237.77. 170 |maar achot . i df . i | [Mitiple Admn B ocking from 121.26.192. 114 B ock 13
79.182. 204. 121 (I srael 147.237.72. 156 |anman. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 13
5.29.167.124 |Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wa i df . il /sachar B ock 13
95.86.125.40 | srael 147.237.72. 166 |aka. i df . i | mna‘i(‘fi gfa.rﬁr;e;;;/ s_ac\ﬂarEy\tSfTaAs-liEaEngED in None 13
79. 176. 208. 192 [I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 13
66.249. 78. 146 [l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 13
199. 16. 156. 124 | ted Sates |147.237. 77. 216 |dover. i df .i | mu;;uult Qfolriilzles? piof‘;;iffi |t§s/ O/ i 2622040 17360, | pg Bl ock 13
82.166. 247. 98 |l srael 147.237.72. 167 |i shuri maka. i df . i|Untraceabl e SSL Sessi ons: Unhknown SSL Sessi on None 13
79.183.232.8 [Israel 147. 237.72. 166 |aka. i df . i | E{I\f\: ;L:?td‘:éiwﬁt”ttgg} ﬁ;gi ?CIGIS/S on B ock 13
46.19.85.215 |Israel 147.237.76. 42 |refuah.idf.il Unknown HTTP Request Method 2 in URL B ock 13
79.179.176.99 i srael 147. 237.72. 166 |aka. i df . i | V%;J;L:‘i‘t;‘_’iw;‘t”:;‘g; Zed MR Focess on Bl ock 13
46. 19. 85. 40 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 13
2.54.137.137 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: sigal gs oS Attack None 13
87.68.151.56 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Unknown SSL Sessi on None 13
212.117.136.6 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 13
176.13.17. 233 |l srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 13
82.80.172.16 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 13
61.135.190.72 |China 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237.0. 34/ B ock 13
46.19.85.150 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: sigal gs oS Attack None 13
121. 26.192. 114 |Chi na 147.237.77. 170 |n@arachot . i df . i | |PHP Attenpt B ock 13
79.183.127. 114 [I srael 147.237.77. 216 |dover.idf .i | Distributed Waut horized UR. Access on ww i df . il /anan B ock 13
79.177.177. 221 | srael 147.237.77.216|dover . i df . i | Dstributed Unaut hori zed URL Access on v i df . il /aman B ock 13
5.102.203.175 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 13
66.249. 78. 158 |l srael 147.237.72. 166 |aka. i df . i | (SSSLSLU_" gﬁﬂfﬁfiﬁf& Protocol violation None 13
190. 16. 156. 126 |Whited Sates |147.237.77. 216 |dover. i df . i | mult ;co'riilz/es? pﬁoﬁggffi Itec:s/ 715 26220800 12607, pg Bl ock 13
84.154.18.81  [Ger many 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to vww i df . il/894-en/ i df gdover . aspx B ock 13
80. 230. 15. 168 |l srael 147.237.77.216|dover . i df . i | Dstributed Unaut hori zed URL Access on v i df . il /aman B ock 13
176. 12. 143. 193 |l srael 147.237.0.19 |nadimatal .idf.il|Too Many 404: Response Code per Session B ock 13
79. 180. 109. 236 |l sr ael 147. 237.77. 216 |dover . i df . i | (SZLSLUj tcrgc\lﬁibggpﬁnggi (OJn\l_DAP(Tc;-t\_OCE?(ICI\-/I:ACIJ\II;; on None 13
46. 19. 85. 45 I srael 147.237.77. 216 |dover . i df . i | Abnornal |y Long Request met hod B ock 13
109. 66. 121. 200 |I srael 147.237.77.216|dover.idf .i | Distributed Wauthorized URL Access on waw i df .il/anan Bl ock 13
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