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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site Signature Device Action |Count
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 364
176. 13. 19. 62 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 72
46.19. 85. 125 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 68
46.19. 85. 182 | srael 147.237. 72. 167 ishurimaka.idf.il |Anonal y-SSL-renegotiation-di dest - r eset 53
37.26. 147. 228 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-SSL-renegotiation-di dest - r eset 48
79.176.182. 104 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 35
82. 80. 119. 226 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 35
93. 157.87. 61 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 30
83. 252. 230. 239 Sweden 147.237.77. 216 dover.idf.il SYNHood full table drop 25
82.166. 22. 80 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 23
77.126.69. 2 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
166.172. 186. 228 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table drop 20
2.54.168. 11 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 19
2.54.16. 153 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 18
37.26. 146. 205 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 18
79.178. 189. 194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
62.128. 45. 194 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 15
31.168. 217. 95 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
62. 219. 99. 154 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
81.218. 67. 58 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 14
84.110. 110. 66 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 11
79.179.112. 107 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
190. 31. 135. 167 Argentina 147.237.77. 216 dover.idf.il SYNHood full table drop 11
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 10
79.178. 12. 240 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
62. 128. 45. 194 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 9
81.218. 33. 77 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
84.110.110.178 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
94. 159. 205. 146 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
109. 186. 92. 190 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
46.19. 86. 188 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 9
87.69. 207. 137 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 8
84.94. 32. 197 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
84.108. 70. 132 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
95. 86. 96. 10 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
192. 114. 23. 208 | srael 147.237. 72. 167 ishurimaka idf.il |Anonal y-SSL-renegotiation-di dest - r eset 7
176. 13. 6. 163 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
79.179.112. 107 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 7
64.233.172. 162 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 6
192.117. 150. 233 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
194. 56. 215. 66 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
132. 66. 34. 96 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
147.161. 1. 68 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
109. 67. 117. 83 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 5
217.99. 255. 34 Pol and 147.237.77. 216 dover.idf.il SYNHood full table drop 5
212.143. 231. 220 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
176. 13.17. 117 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 5
46. 19. 86. 90 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
176. 13. 19. 62 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 4
134.191. 232. 69 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 4
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Signature

66.249. 81. 196 147.237.0. 34 Lhited Sates tikshuv.idf.il  |ET SCAN NVAP -sA (2) 2
66. 249. 78. 153 147.237.72. 166 Lited Sates aka.idf.il ET SCAN NVAP -sA (2) 1
41.33.231. 90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 1
185. 32. 179. 63 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
132.72. 172. 202 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 66. 173. 16 147.237. 72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
82. 80. 196. 44 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
62. 205. 214. 104 147.237.77. 74 Latvia lawidf.il ET SCAN NVAP -sS w ndow 3072 1
24.225.8.5 147.237.77. 216 Lhited Sates dover.idf.il Tehila - Perl LWP wth fake user agent 1
198. 58. 102. 156 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP D stributed Portscan 1
176. 12. 146. 137 147.237.72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
109. 66. 178. 192 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
94.102. 48. 194 147. 237. 0. 200 Net her | ands . i df il ET SCAN NVAP -sS w ndow 1024 1
79.183. 186. 48 147.237.77. 216 I srael dover.idf.il portscan: TQP D stributed Portscan 1
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|Top Attackers In FW |

At acker

ountry Target Address ‘Ste ‘S|gnature
212.179. 21. 194 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 612
208.115.111. 73 |Lhited States |147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 136
107.72.162. 117 |Lhited Sates |147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 104
149. 78. 154. 69 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 87
219.75.0. 48 S ngapor e 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 76
212.179. 42. 227 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 75
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 69
68.180.228. 112 |Lhited States |147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 66
Sreaning Engine: TCP Invalid i i ssi
31.210.179.11 [israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 66
Ret r ansni ssi on Packet dr opped.
37.26.147.228 |lsrael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 56
Sreaming Engine: TCP Invalid i i Ssi
66.249. 78. 159 |Wited Sates |147.237.77.216|dover.idf.il 9 =9 nval i d segnent retransmssi on. drop 54
Ret r ansni ssi on Packet dr opped.
85. 181. 50. 29 Ger nany 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 53
Sreaming Engine: TGP Invalid i i ssi
212.199. 57. 194 I srael 147. 237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 51
Ret ransni ssi on Packet dr opped.
209. 95. 36. 14 Lhited Sates |147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 50
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 50
46. 19. 85. 125 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 49
212.179.28.34 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 49
84.108. 7. 52 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 47
87.68.74.27 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 46
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 45
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 44
81.218.33.77 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 43
212. 150. 214. 90 [l srael 147.237.72. 166 |aka idf.il |Bad TCP sequence Inval i d ACK nunber rmoni t or 43
212.150. 214. 90 |l srael 147.237.72. 166 |aka.idf. il Bad TCP sequence Invalid ACK nunber aert 42
213. 151. 59. 107 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 38
212.117.136.8 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 37
50.87.144.145 |Uited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 37
80. 178. 136. 122 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 34
52. 16. 5. 197 Lhited Sates |147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 34
77.126.69. 2 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 32
81.242.88.144 |Bel gi um 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 30
194. 56. 215. 66 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 29
213.8.94. 216 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 28
108.59. 253. 71 |[lhited States |147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 27
64.233.172. 171 |Lhited Sates |147.237.77. 216 |dover.idf.il |[drop First packet isn't SN drop 26
46. 19. 86. 52 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 26
85. 250. 75. 110 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 26
81.17.31.224 S tzerl and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 24
Sreaming Engine: TGP Invalid i i ssi
66.249.78.173 |Wnited Sates |147. 237, 77. 216 |dover. i of . 9 =9 Inval i d segnent retransmssi on. drop 24
Ret ransn ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi
37.26.147.130 [Israel 147.237.77. 243 |nobil e.i of . 9 =g Invalid segnent retransmssion. drop 24
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
66.249.78.166 |United Sates |147. 237, 77. 216 |dover. i df . 9 =9 Inval i d segnent retransmssi on. drop 24
Ret ransnm ssi on Packet dr opped.
147.161. 1. 68 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 23
64.233.172. 163 |Uited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 23
41. 33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 22
62.128. 45. 194 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 22
157.55.39. 214 [thited Sates |147.237.77.216|dover.idf.il |[drop Frst packet isn't SN drop 22
79.183.99.87 |Israel 147.237.76.42 |refuah.idf.il|Bad TOP sequence S retransmt with different wndow | oivor |21
5.28.158.206 |l srael 147.237.72. 166 |aka.idf.il  |Bad TCP sequence SIAK retransmt with different  Jopniior  [21
wi ndow scal e
132.71.108. 120 |l srael 147.237.76. 31 [nakchal .idf.i|drop First packet isn't SN drop 21
37.26.148.173 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 21
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87.68.74.27 [l srael 147.237.72. 167 |i shuri maka. i df . i | g(;(')ez"i%'oszhe Sane Response (bde (404) in Session from Bl ock 1222
80. 246. 137. 176 |l sr ael 147.237.0.19 |nadimatal .idf.il ggézz?ylg_ tl;‘z Sane Response (ode (404) in Session from Bl ock 437
68.180.230.97 |Wnited Sates [147.237.77.74 |lawidf.il Uhaut hori zed URL Access to waw law idf.il/14-he B ock 78
138. 134. 102. 16 [l srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/ml net Bl ock 52
85.65.193.69 |[Israel 147.237.77. 216 |dover.idf . il Distributed Whaut hori zed URL Access on waw i df . i|/anan Bl ock 39
82.166.97.42 [l srael 147.237.76.42 |refuah.idf.il thauthorized LR. Access to wmwrefua. atal .idf.11/894-he/refuah. aspx |y 0 39
15.203.178.12 |France 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 26
213.8.99.123 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 26
213.57.82.130 |Israel 147.237.77. 216 |dover.i df . i | O stributed Unaut horized URL Access on waw i df.il/anan B ock 26
213.151.37.68 |Israel 147.237.77.74 |lawidf .il maﬁzri gﬁlylﬂgégggﬁj’?ﬁgi gspx Bl ock 26
199. 16. 156. 126 |Lhited Sates |147.237.77.216|dover.idf . il Mil ti pl e Uhaut hori zed URL Access from 199. 16. 156. 126 B ock 26
62.90. 147. 145 |Israel 147.237.77. 216 |dover.i df . i | Uhaut hori zed URL Access to waw i df.il/aman Bl ock 13
132.66.34.96  |lIsrael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 13
46.19.85.115 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 13
80. 246. 130. 82 |Israel 147.237.77. 216 |dover.i df . i | Lhaut hori zed URL Access to waw idf.il/anan/ Bl ock 13
176. 12. 149. 157 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 13
46. 116. 102. 106 [l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 13
88.73.30.179 [Ger many 147.237.77. 216 |dover.i df . i | Distributed Suspici ous Response Qode Bl ock 13
37.26.147.228 |[Israel 147.237.72.167i shuri maka. i df .i|l [Untraceabl e SSL Sessions: Qpen Mde None 13
79. 179. 102. 230 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 13
2.54.133.101 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 13
207.46.13.127 |lnited Sates |[147.237.72.166|aka.idf.il D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 13
66. 102. 9. 101 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/1294-en/wwn idf.il/english B ock 13
85.250.31.60 [Israel 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Byte Gode Character in URL Bl ock 13
46.19.85.150 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 13
31. 168. 239. 231 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to v aka.idf.il/https:/vww aka.idf.il/ Bl ock 13
80.246.136.3 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs S Attack None 13
176.13.9.7 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 13
69.171.230. 117 [Lhited Sates |147.237.0.34 |tikshuv.idf.il ﬂ?ugggrgzggl ﬁ_ﬁfgfjgse;ﬁ | es/ 4f i 26220000 1744, | pa Bl ock 13
46.120.8.100 |Israel 147.237.77. 216 |dover.i df .i | Distributed Whaut hori zed URL Access on waw i df . i|/anan Bl ock 13
93.173.45.104 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None 13
84.94.202. 244 |Israel 147.237.77. 216 |dover.i df . i | D stributed Unhaut horized URL Access on waw i df.il/anan B ock 13
37.187.157. 108 |France 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1462- he/ at al . aspx Bl ock 13
79.181.58.56  |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df.il/val tam mai n/ hone Bl ock 13
2.54.144.19  [Israel 147.237.72. 166 |aka. i df . i | %&mag_ﬁﬂfﬁﬂg' Protocol violation None 13
208.115.113.82 |lhited Sates |[147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation docld in tikshuv.idf.il/sitelstory. aspx Bl ock 13
149. 88. 112. 251 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 13
66.249. 64. 178 |l srael 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to widf.il/atal 1/izkor/print_bottomasp |Bl ock 13
85. 250. 154. 235 [l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 13
46. 19. 85. 201 | srael 147.237.72.166 |aka. i df . i | Lhaut hori zed URL Access to v aka. i df.il/wantikshuv.idf.il B ock 13
31.210.179.11 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/val tam B ock 13
213.151.36.20 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 13
80. 246. 137. 33 |l srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code Bl ock 13
74.82.47.3 Lhited Sates |[147.237.76.39 :mb' e mei tav. idf.i Unaut hori zed LRL Access to 147.237.76. 39/ B ock 13
192.118.118.1 |Israel 147.237.77.216|dover . i df . i | Distributed Waut hori zed LRL Access on waw i df .il/anan Bl ock 13
46.120. 117. 168 i srael 147.237.72. 166 |aka. i df . i | mn;\:i gf‘_ria}r;er:m?;/ S—mv'h;\/’\g:;ifmm in None 13
109. 64.13.89 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 13
84.111. 226. 133 |l srael 147.237.72. 166 |aka. i df . i | mna‘i(v:i ;a'rﬁr;er:;;/ s—é\;ﬂﬁ?ﬁ;fgmm in None 13
46.19.85.3 I srael 147.237.76.42 |refuah.idf.il Ml formed URL B ock 13
79.183.99.87 |[israel 147.237.76.42 |refuah.idf.il o ;issut?gz;;”;hgé;:rdedlf?e::tcfsss on Bl ock 13
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