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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |[Count |
79.181. 247. 237 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 13
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 9
62.219. 194. 190 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
176.13.2.41 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 5
109. 253. 133. 210 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
194. 90. 217. 88 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 4
62. 0. 225. 254 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 4
8. 37.225. 164 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under _Attack Con Htp drop 3
68. 180. 229. 178 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
81.218.251. 251 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 2
93. 174. 94. 235 Net her | ands 147.237.76. 147 chi nuch. aka.idf.il B ack List drop 1
109. 67. 63. 93 | srael 147.237.72. 166 aka.idf.il B ack List drop 1
109. 253. 133. 210 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site |Sgnature Devi ce Action |Count
199. 58. 86. 206 Lhited Sates 147.237.77.216  |dover.idf.il| |CLO00074: HTTP. majestic bot Per mit 2
162. 210. 196. 130 Lhited Sates 147.237.77. 216 dover.idf.il |Cl000074: HITP. majestic bot Per nit 2
173. 234. 159. 250 Lhited Sates 147.237.77. 216 dover.idf.il [CL000074: HTTP. najestic bot Per it 2
2.55. 55, 224 I srael 147.237.77.216 |dover.idf.il| |13840: TLS (penSSL Heartbeat Packet B ock 1
106. 120. 188. 147 Chi na 147.237.77. 74 lawidf.il CL000071: HTTP: User Agent Sogou+web+spi der Per mit 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature
SERVER APACHE Apache nod_ssl

non- SSL connection to SSL

45.56.125.54  |147.237.76.199|lhited Sates  |e nakchal .idf.il ) ) 2
port denial of service attenpt
213.57.195. 191 |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
54.144.74.221 |147.237.77.176|lLhited Sates nat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
194.54.168.65 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
46.161.40.17  |147.237.0.35 ?éj:i;’}m akave. i df i ET SCAN NVAP -sS wi ndow 1024 1
188. 120. 148. 210|147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
46.161.40.17  |147.237.0.16 ?ég:;;”im ny-kosher-kravi.idf.il  [ET SCAN NVAP -sS wi ndow 1024 1
185.27.106.58  |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
114.112. 83. 142 |147.237.8.24 |China elifestyle.idf.il ET SCAN Potential SSH Scan 1
14.152.59. 11 147.237.0.17 [China mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
109. 65. 70. 199  |147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
5. 255. 90. 133 147.237. 72. 217 |Net her | ands eid.il ET SCAN NVAP -sS w ndow 1024 1
83. 130. 68. 52 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
79.178.101.83 [147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
54.144.74.221 |147.237.77.234|thited Sates hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
213.57.127.2 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
46.229.223.8  |147.237.77. 205 gjj:tnim prishaidf.il ET SCAN NVAP -sS wi ndow 1024 1
192.114.3.241 |147.237.77.216|Israel dover.idf.il portscan: TP D stributed Portscan 1
46.161.40.17  [147.237.0.33 23::;'}0'1 Pdf.il ET SCAN NVAP -sS wi ndow 1024 1
185. 56. 82. 22 147. 237. 76. 148 [Net her | ands gacenter. aka. i of .i | ET SCAN Potential VNC Scan 5900- 5920 1
46. 19. 86. 180 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
132.72.135. 147 |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
31.168. 21. 80 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 253. 206. 42 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
14.152.59. 11 147.237.0.15 |China kosher -kravi .idf .i ET SCAN NVAP -sS wi ndow 1024 1
90.254.151. 79  |147.237.0.34 |United Ki ngdom |tikshuv.idf.il ET SCAN Potential SSH Scan 1
5. 255. 90. 133 147.237. 72. 167 [Net her | ands i shurimaka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
80.178.198.65 [147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
77.138.2.30 147.237. 77. 216 |France dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature
8. 37.225. 164 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 304
212.235.98.139 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 66
Sreaming Engine: TGP Invalid i i sSi
2.53.184.234  |Israel 147. 237.77. 243 |robile. i f . | 9 =g Invalid segnent retransmssion. o 45
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
141, 226. 218. 26 |l srael 147. 237.77. 243 |nubi l e. i of . i | 9 =9 Inval id segnent retransmssion. 30
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
109. 253. 193. 159|1 srael 147. 237.77. 243 |robile. i f . | 9 =g Invalid segnent retransmssion. o 21
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19. 85. 48 I'srael 147. 237.77. 243 |mubi l e. i of . i | 9 =9 Invalid segnent retransmssion. 21
Ret r ansni ssi on Packet dropped.
141. 226. 162. 236 srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 20
reamn ine: TCP Invali i i Ssi
79.177.121. 208 |Israel 147.237.77. 243 |rti 1 e i o 11 || €AM NG Engi ne: TCP alid |invalid segnent retransnissi on. drop 18
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
46.121.64.243 |Israel 147.237.76.31 |nakchal .idf.il 9 =9 Invalid segnent retransmssion. g 16
Ret r ansni ssi on Packet dropped.
46. 19. 86. 249 | srael 147.237.76.31 |nakchal.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 14
62. 0. 225. 254 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 13
46.116. 36. 200 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 13
196.53.45.108 |lhited Sates 147.237.77. 233 |atal .idf.il drop First packet isn't SN drop 12
199.203.215.1 |[Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
Sreaming Engine: TGP Invalid i i sSi
2. 55. 166. 35 I'sr ael 147. 237.77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. o 12
Ret r ansni ssi on Packet dropped.
78.32.113. 34 Uni ted Ki ngdom 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or 12
212.235.98.139 |lsrael 147.237.76.31 |nakchal .idf.il |dr op First packet isn't SYN drop 12
46. 19. 85. 189 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 11
46.32.205. 6 Pal estini an Territory,\y 47 537, 77.176 |natpash.idf.il |drop First packet ism't SWN drop 11
Qccupi ed
46. 32. 205. 6 ga:lcis;i':éa” Territory.l147. 237. 77. 216 |dover.idf.il  |drop First packet isn't SN drop 10
62.0.222.1 | srael 147.237.77. 170 |maar achot . i df . i I|dr op Frst packet isn't SN drop 10
141.226.162.6 |l srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d ACK nunber alert 10
212.235.98. 139 |lsrael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop 10
46.19. 85. 144 I srael 147.237.76.86 |navy.idf.il drop First packet isn't SN drop 10
109. 253. 133. 210|I srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
46.19. 85. 51 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 9
141. 226.161. 48 |l srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 9
196.53. 45,108 |lhited Sates 147.237.77. 233 |atal .idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 9
Sreaming Engine: TGP Invalid i i ssi
109. 253. 222. 37 |israel 147.237.77. 243 |nobi l . i df . i g =g Invalid segnent retransmssion. g 9
Ret r ansmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.86.42  |israel 147. 237. 77. 216 |dover . i of .i 9 =9 Invalid segnent retransmssion. 9
Ret r ansni ssi on Packet dropped.
141. 226. 162. 236l srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I nval i d ACK nunber alert 8
62.0.197. 69 | srael 147.237. 72. 156 |anan. i df . il dr op Frst packet isn't SN drop 7
46. 19. 86. 228 I srael 147.237.77. 216 |dover.idf . il Bad TCP sequence I'nval i d ACK nunber nonitor |7
46.19. 85. 85 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 7
82.81.90.118 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
2.55.135.18 | srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 6
46. 19. 85. 162 I srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence I nval i d ACK nunber alert 6
2.50.132. 39 Lhited Arab BEmirates |147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
46. 19. 86. 249 I srael 147.237.77. 216 |dover.idf . il Bad TCP sequence I'nval i d ACK nunber nonitor (6
93.172.110.61 |[lIsrael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout alert 6
) . SYNtAXK retransmt with .
93.172.110.61 |lsrael 147.237.72. 166 |aka.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 6
. . SYNtACK retransmt wth .
80. 246. 139. 200 |l srael 147.237.77. 216 |dover. i df il Bad TCP sequence di fferent w ndow scal e monitor |6
Sreanming Engine: TCP Invalid i i ssi
176.13.15.225 |l srael 147. 237.77. 243 |nubi l e. i of . i | 9 =9 Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
141.226.162.6 |lIsrael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d ACK nunber noni t or
31.154.81.78 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or
46.19. 85. 144 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber aert
e SYNtACK retransmt wth .
80. 246. 139. 200 |l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence di fferent w ndow scal e monitor |5
100. 92. 143. 25 147.237.77. 243 |mobile.idf.il |drop First packet isn't SN drop
31.168.166.86 |Israel 147. 237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or
46. 19. 85. 60 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46. 19. 85. 45 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 197
2.53.139. 245 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 104
176. 13. 232. 217 |Israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 71
109. 253. 199. 161 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 51
46. 19. 86. 40 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 48
176.13.14. 142  |israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 45
176.13.10.8 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 27
80. 246. 139. 159 |l srael 147.237.0.19 |nadimatal .idf.il D stribut ed Suspici ous Response Qode B ock 18
46.19. 85. 166 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 15
80. 246. 136. 4 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 12
109. 253. 200. 80 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 9
82.166. 24. 134 |l srael 147.237.76.31 |nakchal .idf.il D stributed Unaut hori zed HTTP Met hod B ock 8
46. 19. 85. 48 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 6
81.218.70.243 |[Israel 147.237.77.74 |lawidf .il Mil ti pl e Unaut horized URL Access from 81.218. 70. 243 B ock 6
109. 253. 222. 37 |Israel 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 5
109. 253. 193. 159l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 5
176.13.242.95 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 5
82.166.24.134 |[Israel 147.237.76.31 |nakchal .idf.il Ml tipl e Unauthorized URL Access from 82. 166. 24. 134 B ock 5
62.219.174.67 |lsrael 147.237.77.74 [lawidf.il Unaut hori zed HTTP Met hod Bl ock 4
82.166.24.134 |Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to www nakhal .idf.il/sip storage/files/4/ |B ock 3
62.219.174.67 |[Israel 147.237.77.74 [lawidf.il Ml tipl e Unaut hori zed URL Access from 62. 219. 174. 67 B ock 3
213.8.71.26 | srael 147.237.77.216|dover. i df . i | Mil tipl e Unauthorized URL Access from 213.8.71. 26 B ock 3
82. 80. 30. 139 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qode Character in LR B ock 3
79.177.121.208 [israel 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 3
185.32.179.65 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
46. 19. 85. 169 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
84. 95. 208. 20 I srael 147.237.77. 176 |mat pash. i df . i | Mil tiple Unaut hori zed URL Access from 84.95. 208. 20 B ock 2
213.151.55.11 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/glyus B ock 2
82.166. 97. 26 I srael 147.237.76.31 |nakchal .idf.il D stributed Unaut hori zed HTTP Met hod B ock 2
2.53.150. 179 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 2
79.177.144. 175 |l srael 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte de Character in URL Bl ock 2
77.138.237. 4 France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for waw aka.idf.il/main/kapatz/ B ock 2
2.55. 166. 35 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 2
46. 19. 86. 58 I sr el 147.237.72. 166 |aka. i df . i | mu;f;rii dzfe.?l ';'hn;r;’/dsapﬁr /ff(:q. aspx B ock 2
77.127.7.16 I srael 147.237.72. 166 |aka. i df . i | m ;Lgf’itjf_ il]hf;l;jhr?/rslazflfarﬁn J’e"fﬁz on B ock 1
46.120.23.14 |israel 147.237.77. 234 |hal ag. i df . i | mﬂtog?rs'“zgg RS O o > storage B ock 1
212.199. 121. 1961 srael 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to waidf.il/rul es. abe B ock 1
81.218.70.243 |israel 147.237.77.74 |lawidf il mﬂt:ﬁz i d?.eid| /L?_p_i(t:ffzs e/tf(i’l 65/ 0470, pg B ock 1
176.13. 229. 227 |l srael 147.237.72. 166 |aka. i df . i | ﬁ”ﬂi ?Tiﬁfgalgx]m;mié& None 1
77.139.21.47  |France 147.237.72. 166 |aka. i df . i | m“;?;rii dzfeloi' l'\f;a?‘r’jhzg dgf;ul ¢ asx B ock 1
5.102. 242.206 | srael 147.237.72. 166 |aka. i df . i | m“;krfrl ! dfidl /'\f;i?f/’gi )f:/Dggnc;rr o s B ock 1
169. 229. 3. 91 Uhited Sates [147.237.77.235|sviva.idf.il Mal for med URL B ock 1
66.102.9. 2 Lhited Sates [147.237.72.166|aka. i df .| muigriidzf?lﬁ;zfgm Sfi‘irermp. aspx B ock 1
185.32.176.27 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
46. 19. 86. 101 I srael 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte de Character in URL Bl ock 1
37.26.149.255 |[Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 37. 26. 149. 255 B ock 1
77.127.15.248 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
2.53.147.122 | srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: pen Mde None 1
148. 251. 179. 145|Ger many 147.237.72. 166 |aka. i df . i | Mm“;kgf’ir;fzﬁ? /'gfgthﬁ;siﬁ?;%;f it mp B ock 1
84. 95. 208. 20 I srael 147.237.77. 226 V\:V\rN chamat z. aka. i df PHP Att enpt Bl ock 1
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