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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
194. 90. 25. 90 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 10
84.109. 4. 76 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 7
82. 145. 208. 51 Eur ope 147.237.76. 42 refuah.idf.il B ack List drop 5
77.138.15.134 France 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
2.53.189. 254 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
2.53. 38. 97 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
71.6.146. 186 Lhited Sates 147.237.76. 38 e.e.neitav.idf.i|B ack List drop 1
192.187. 118. 69 Lhited Sates 147.237.77.216 dover.idf.il bl ock-sp-traf 1 forward 1
2.53. 150. 63 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
2.55.41.120 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1




10-05-2016-11:04:05 to 10-05-2016-12:04:05

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnat ure Devi ce Action |Oount
62.138. 2. 243 Ger many 147.237.77. 216 dover.idf.il |Cl000074: HTTP. majestic bot Per mit 60
69.30.198. 178 Lhited Sates 147.237.77. 216 dover.idf.il [Cl000074: HITP. najestic bot Per nit 2
62.138. 2. 243 Ger many 147.237.72. 166 aka.idf.il C1000074: HTTP. naj estic bot Per nirt 1
220.181.125.23 Chi na 147.237.77. 233 atal.idf.il |[CL000071: HTTP: User Agent Sogou+web+spi der Per nit 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

46. 19. 86. 240 147.237.77.216  |[Israel dover.idf .il portscan: TCP D stributed Portscan 2
217.23.6.58 147.237.72. 14 Net her | ands dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
77.127.11. 130 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
217.23.6.58 147.237.8. 28 Net her | ands e.nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
54. 90. 189. 128 147.237.0. 19 Lhited Sates nadi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
213.57.83.22 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
46.229.223.8 147. 237.77. 178 Russi an Federation e. matpash.idf.il ET SCAN NVAP -sS wi ndow 1024 1
212.25.83. 133 147.237.77.216  |[Israel dover.idf.il portscan: TCP Distributed Portscan 1
192.116. 130. 155 [147.237.77.216  |Israel dover.idf.il portscan: TCP D stributed Portscan 1
37.236.132. 115 147.237.77. 216 Iraq dover.idf.il portscan: TCP DO stributed Portscan 1
163.172. 129. 15 147.237.76. 148 Lhited Ki ngdom gacenter.aka.idf.il  [ET SCAN NVAP -sS wi ndow 1024 1
31.154.81. 72 147.237.77.216  |[Israel dover.idf.il portscan: TCP D stributed Portscan 1
109. 236. 86. 32 147. 237.72. 217 Net her | ands eidf.il ET SCAN Potential WNC Scan 5900- 5920 1
92.247.34. 203 147.237.77. 170 Bul gari a naar achot . i df . i | ET SCAN NVAP -sS w ndow 1024 1
217.23.6.58 147. 237. 76. 196 Net her | ands e.svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
82. 80. 26. 168 147.237.72.166  [lIsrael aka idf.il portscan: TCP D stributed Portscan 1
217.23.6.58 147.237. 8. 50 Net her | ands e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
77.125. 37. 67 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
217.23.6.58 147.237.0. 34 Net her | ands tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.229.223.8 147.237.77. 234 Russi an Federati on hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
213.8.204. 68 147.237.77.216  |[Israel dover.idf.il portscan: TCP D stributed Portscan 1
46. 161. 40. 17 147.237.72.14 Russi an Federation dover.idf.il (ol d) ET SCAN Potential VNC Scan 5900- 5920 1
208. 100. 26. 228 147.237.8. 45 Lhited Sates e.eitanidf.il ET SCAN NVAP -sS wi ndow 1024 1
46. 19. 86. 65 147.237.77.216  |[Israel dover.idf.il portscan: TCP D stributed Portscan 1
188. 136. 237. 251 147. 237. 76. 147 Iran, Islamc Republic of chi nuch. aka. i df .| ET SCAN NVAP -sS w ndow 3072 1
31.168.2. 110 147.237.77.216  |[Israel dover.idf.il portscan: TCP Distributed Portscan 1
119. 147.84. 8 147. 237.76. 34 Chi na yohal an. i df . i ET SCAN NVAP -sS wi ndow 1024 1
2.53.130. 233 147.237.77.216  [Israel dover.idf .il portscan: TCP D stributed Portscan 1
94. 230. 86. 86 147.237.77.216  |[Israel dover.idf.il portscan: TCP Distributed Portscan 1
82. 166. 183. 165 147.237.77.216  |[Israel dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

At acker

Count ry Target Address ‘S’te ‘Signature
207.46.13.85 [Lhited States |147.237.77.216|dover.idf.il |drop SAMrule drop 65
62.0.203. 129 | srael 147.237.72. 166 |aka.i df . il drop Frst packet isn't SN drop 34
62.0.221. 129 | srael 147.237.76.42 |refuah.idf.il |drop First packet isn't SYN drop 33
62.0.221.129 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 33
62. 0. 200. 129 | srael 147.237.72. 166 |aka.i df . il drop Frst packet isn't SN drop 22
2.53.184.234 |israel 147, 237. 77, 243 |mobi e i o1 [} €M NG Engine: TCP Invalid nvalid segnent retransmssi on. drop 21
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 49 | srael 147.237.76.42 |refuah.icf.il |Bad TCP sequence Invalid ACK nunber noni t or 17
62.0.205.1 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 17
46.120.47.186 |l srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence SSC(Z ge”ansm't with different wndow | oivor |16
46. 19. 85. 80 I srael 147.237.76.42 |refuah.idf.il |[Bad TCP sequence Invalid ACK nunber noni t or 15
46.19. 85. 80 I srael 147.237.76.42 [refuah.icf.il |Bad TCP sequence Inval i d ACK nunber alert 15
46. 19. 85. 49 | srael 147.237.76.42 |refuah.idf.il |[Bad TCP sequence I'nval i d ACK nunber alert 15
46. 19. 85. 59 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 14
46. 19. 85. 59 I srael 147.237.76.42 [refuah.icf.il |Bad TCP sequence Inval i d ACK nunber nmoni t or 12
176.13.238.74 |Israel 147, 237. 77, 243 |mwbi e i o1 ! S NG Engine: TCP Invalid Ivalid segnent retransnission. drop 12
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 49 I srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber nmoni t or 12
46. 19. 85. 159 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 11
46. 19. 86. 212 | srael 147.237.77.233|atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 11
46. 19. 85. 59 I srael 147.237.76.42 [refuah.icf.il |Bad TCP sequence Inval i d ACK nunber alert 10
46. 19. 85. 49 | srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval id ACK nunber aert 10
62.90.167.68 |l srael 147.237.77.233|atal .if.i1  |Bad TOP sequence :’Zg;e”ansm with different wndow | onivor |10
194.90.25.90 |[Israel 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber nmoni t or 10
194. 90. 25. 90 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 10
79.177. 161. 207 |I srael 147.237.77. 234 |nal ag.ick.i1  |Bad TOP sequence ?Z;;etransmlt with different wndow | oivor |10
2.55.49. 30 | srael 147.237.76.42 |refuah.idf.il |drop First packet isn't SN drop
46. 19. 85. 59 | srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence I'nvalid ACK nunber alert
176. 13.246. 91 |l srael 147.237.72. 166 |aka. i df . i SYN At ack SYN -> SYN-ACK -> Ti neout noni t or
62.90.161. 203 [Israel 147, 237. 76. 200 e tan. aka i of || 21 NG Engine: TCP Invalid nvalid segnent retransmssion. drop 8
Ret r ansni ssi on Packet dr opped.
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 7
62.0.197. 25 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
62.0.229. 129 | srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 6
46.19.85.252 |[Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
46.19.85.152  |lsrael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber alert 6
176.13.246.91 |Israel 147.237.72. 166 |akaidf.il  [Bad TCP sequence mﬁf\fsg rea”sm wehdifferent  oonitor |6
185. 32. 179. 193 |l srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber aert 6
46. 19. 85. 80 | srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval id ACK nunber aert 6
185. 32.179. 193 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 6
46. 19. 85. 80 I srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber nmoni t or 6
185. 32. 179. 193 [l srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d sequence nunber noni t or 6
46. 19. 85. 152 | srael 147.237.72. 166 |aka. i df.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 6
46.19.86. 4 I srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber nmoni t or 6
46. 19. 85. 152 | srael 147.237.76.42 [refuah.icf.il |Bad TCP sequence Inval id ACK nunber aert 6
1.47. 36. 144 Thai | and 147.237.72. 156 |anan.i df . il SYN Att ack SYN -> SYN-ACK -> RST noni t or 5
2.55.56.136  |Israel 147.237.77. 216 |dover.icf.il [Bad TCP sequence mﬁsg ;ansm't wehdifferent | onitor |5
2.55.130. 122 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout alert 5
185. 32. 179. 204 |l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 5
2.55.130.122  |Israel 147.237.72. 166 [aka.i df .il Bad TCP sequence Invalid ACK nunber aert 5
2.55.130. 122 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
46.19.86. 4 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 5
185. 32. 179. 204 |l srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber nmoni t or 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site dgnature Action ‘Count
2.53.174. 89 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 139
2.53.161. 11 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 124
46.19. 86. 133 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 113
2.53.130. 62 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 28
2.53. 14. 149 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 12
109. 253. 145. 233]I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 11
109. 253. 214. 250 srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 6
213.151. 56. 143 |[Israel 147.237.72. 166 |aka. i df . i | Ml tiple Uhauthorized URL Access from 213. 151. 56. 143 B ock 4
79.180.183.24 [Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 79.180. 183.24 |B ock 4
193. 105. 199. 65 |l srael 147.237.72.166|aka. i df . i | Unaut hori zed Method CPTIONS for waw aka. idf.il/ B ock 4
37.26.146.138 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
193. 105. 199. 65 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip storagelfiles/ 4/ B ock 3
77.139.85.161 |France 147.237.72. 166 |aka. i df . i | m”;i‘;rii dﬁ??l?bn;hﬁfr;ﬁjtf/(gener ol . a5 Bl ock 3
37.26.149.234 |[israel 147.237.0.19 |nmadimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.55.133. 103 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
176.13.238.74 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 3
109. 66. 57. 63 I srael 147.237.76.31 |nakchal .idf.il D stributed Waut hori zed HTTP Mt hod B ock 3
212.235.49.114 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/main/scripts/css3pie. htc |B ock 3
109. 66. 57. 63 I srael 147.237.76.31 |nakchal .idf.il Lhaut hori zed UR. Access to ww nakhal .idf.il/sip_storage/files/2/ |B ock 3
84.95. 208. 20 | srael 147.237.77. 226 r”\:,\ll chamat z. aka. i d Mil tiple Whauthorized URL Access from 84. 95. 208. 20 B ock 2
47.88.0.90 Canada 147.237.77.233|atal .idf.il Mil tipl e Admn B ocking from47.88.0.90 B ock 2
84.95.149.196 | srael 147.237.72.166 |aka. i df . i | m“;kgorl id??idl /'\f;r:/’gi ;Egzgn‘:r al. aspx B ock 2
176.13.251. 70 |l srael 147.237.77.243|nobi l e.i df . i | Distributed Suspicious Response Gode B ock 2
47.88.0.90 Canada 147.237.77.233|atal .idf.il Mil ti pl e Whaut hori zed URL Access from 47.88.0. 90 B ock 2
185. 32. 179. 156 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
31.154.19.5 I srael 147.237.77. 216 |dover.i df . il Ml tiple Unaut horized URL Access from31.154.19.5 B ock 2
81.218. 163. 134 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 2
46.121.79. 30 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: C(pen Mde None 2
31.168. 240. 238 |l srael 147. 237.77. 226 :“A:AI' chamat z. aka. i d m“tczzgafiéaﬁig‘;cﬁs/ tteonpl at es/ hoepage! homepage, aspx B ock 2
176. 13. 246. 117 |l srael 147.237.72.167|i shurimaka.idf . il Untraceabl e SSL Sessi ons: Qpen Mvde None 2
79.180.183.24 |Israel 147.237. 72. 166 |aka. i df . i | shaut hort zed /'\f;jr;‘l’gi )fg%gn(;’r . aspx Bl ock 2
66.249.64.43 |l srael 147.237.72. 166 |aka. i df . i | Llﬂ‘;lftzgo;i ;;élgegﬁczsjo;gn / yoman. asp Bl ock 1
2.53.5.99 I sr ael 147.237.76.42 |refuah.idf.il o ;;;’_”t?gi;“;”;hgsiﬁ:rde g hecess on Bl ock 1
157. 55. 39. 208 Lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock 1
46.210. 133. 254 |Israel 147.237.72. 166 |aka. i df . i | muatkr:ri Lh?_eﬂ ,N:,:i wgaﬁ\; Z:/\paysl i p. aspx Bl ock 1
212.235.98.139 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wuwu aka.idf.il/main/ B ock 1
87.71.28.104 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
82.81.214.73 I srael 147.237.72.166 [aka. i df . i | mux:zuetlli]:ri Id?.eidl /'\'r"raataihn(;%i 3::} e?lfhérgri cati onser vi ce. asnx/ get aut huser Bl ock !
176.13. 247. 117 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 1
77.138.93.251 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCST for waw aka. idf.il/ishurimnain/ B ock 1
Unknown HTTP Request Met hod
169. 229. 3. 91 Lhited Sates [147.237.76.200|ei tan. aka. i df .il TA Q[ #28]] % Oy&KYa?Y®) cf [ [ #3] ] %6/ UV+&i <r AEEAC™ & [[#14]] |B ock 1
in URL
66. 102. 9. 2 Whited Sates [147.237.72. 166 [aka. i df . i V%;\:;LZU:;({ itna:;wrioﬁ‘/’ d§;:??.;;);xmom L on Bl ock 1
46.19. 86. 212 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
10. 100. 35. 38 147.237.72. 166 [aka. i df . i | Lhaut hori zed Met hod PCST for www aka. i df .il/mai n/ sachar B ock 1
169. 229. 3. 91 Wited Sates |147. 237. 77. 226 :‘AM:AI/ chanat z. aka. i d Ml tipl e Unknown HTTP Request Method from 169. 229. 3. 91 B ock 1
80.178.101.40 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
66. 249. 65. 12 I 'srael 147.237.77. 226 ¥“A|MI/ chanat z. aka. i d Uhaut hori zed URL Access to wwu chamat z. aka. i df . i |/404. aspx B ock 1
169. 229. 3. 91 Uited Sates [147.237.0.19 |madimatal .idf.il I11egal Byte Gode Character in Mthod B ock
213.57.70.4 I srael 147.237.77.216|dover . i df . i Untraceabl e SSL Sessi ons: (pen Mvde None
109. 64.56. 239 |l srael 147.237.72. 156 [aman. i df . i | Too Many Qooki es in a Request - 101 cooki es Bl ock 1
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