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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
212.199. 154. 194 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 781
77.125.7.89 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 8
82.221.105. 6 | cel and 147.237.76.176 test.ncore.idf.il|B ack List drop 1
176.13. 8. 25 | srael 147.237.0. 19 nadi matal .idf.il|DOSS- SSL- A ear Text drop 1

80. 179. 90. 174 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnat ure Devi ce Action |Oount
174. 34.135. 242 Lhited Sates 147.237.77. 216 dover.idf.il |Cl000074: HTTP. majestic bot Per mit 7
62. 210. 250. 212 France 147.237.72. 166 aka.idf.il C1000074: HITP. naj estic bot Per nit 2
174. 34. 135. 242 Lhited Sates 147.237.72. 166 aka.idf.il C1000074: HTTP. naj estic bot Permit 2
220.181.125.23 Chi na 147.237.77. 233 atal.idf.il |[CL000071: HTTP: User Agent Sogou+web+spi der Per nit 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature
ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,

93.118.197. 230 |147.237.76.38 |Romani a e.eneitav.idf.il Fotential Scan or Brute Force 2
89. 248. 163. 3 147.237.0.33  [Netherl ands iof.il ET SCAN Behavi oral Lhusugl |y fast Termnal Server Traffic, 1
Potential Scan or Infection
185. 3. 147.198  [147.237. 77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
85. 64. 146. 246  |147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
180. 150. 177. 188|147.237.8.24 |Chi na elifestyle.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
217.23.6.58 147.237. 77. 216 [Net her | ands dover.idf.il ET SCAN Potential SSH Scan 1
66.249.93.135 |[147.237.0.34 |Europe tikshuv.idf il ET SCAN NVAP -sA (2) 1
163. 172. 169. 150|147. 237. 76. 148 [Uni ted Ki ngdom [gocenter.aka.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
217.23.6.58 147.237.76.39 |[Netherl ands nobi | e. nei tav.idf.i|ET SCAN Potential SSH Scan 1
46.229.223.8  |147.237.8. 24 ?ég:;;m elifestyleidf.il |ET SCAN NVAP -sS wi ndow 1024 1
115. 239. 251. 250|147. 237. 76. 38 |Chi na eeneitav.id.il |ET SCAN Potential SSH Scan 1
217.23.6.58 147.237.76.30 |Netherl ands hi nush. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
46.161.40.17  |147.237.8.45 ?éj:i;’}m eeitanidf.il ET SCAN Potential VNC Scan 5900- 5920 1
104. 207. 145. 105(147. 237. 72. 156 |Wnited Sates aman.idf.il ET SCAN NVAP -sS w ndow 4096 1
46. 19. 86. 55 147.237.77. 216 |I srael dover.idf.il portscan: TP D stributed Portscan 1
217.23.6.58 147.237.0.35 [Netherl ands akaws. i df il ET SCAN NVAP -sS w ndow 1024 1
95. 86. 93. 3 147.237.77. 216 (I srael dover.idf.il portscan: TGP D stributed Portscan 1
37.26.149. 154 |147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
212.235.98. 139 [147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
94.102.48.195 |147.237.0.35 |Netherlands akaws. i df il ET SCAN NVAP -sS w ndow 1024 1
14.152.59. 11 147.237.0.15 |China kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
212.25.107. 145 |147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
91.121.147. 218 |147.237.77. 216 |France dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
194. 120. 84. 9 147.237. 77. 216 |Sai t zer| and dover.idf.il portscan: TP D stributed Portscan 1
87. 68.28. 172 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
183, 70. 189, 124 |147. 237 72. 156 |cni na avan i il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
80. 246. 136. 158 |[147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
176.13.228. 45  [147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
217.23.6.58 147.237.76. 42 |Netherl ands refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
62. 219. 230. 203 [147.237. 77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
141. 226. 218. 66 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
217.23.6.58 147.237.76.39 |Netherl ands nobi | e.nei tav.idf.i [ET SCAN NMAP -sS wi ndow 1024 1
46.172.91.21 147.237.8.28 |lkraine e.mobi le-ks.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
109. 253. 213. 163(147. 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
46.116.90. 101  [147.237.77. 216l srael dover.idf.il portscan: TGP D stributed Portscan 1
217.23.6.58 147.237.8.27 [Netherl ands e.madimatal .idf.il |[ET SCAN Potential SSH Scan 1
104. 207. 145. 105(147. 237. 72. 156 |Lnited S ates aman.idf.il ET SCAN NVAP -sS w ndow 1024 1
46. 19. 85. 88 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
213.57.196. 130 |[147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
94.102.48.195 |147.237.72. 156 |Net her | ands aman.idf.il ET SCAN NVAP -sS w ndow 1024 1
37.26.146. 153  [147.237.77. 216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
212.179. 24. 183 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
211.149.222.5 |147.237.77.212|Chi na e.dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
207.46. 13. 85 Lhited Sates |147.237.77.216|dover.idf.il dr op SAMrule drop 660
212.199. 154. 194|l srael 147.237. 72. 156 |anan. i df . i | drop Frst packet isn't SN drop 71
46. 19. 85. 97 I 'srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber moni t or 43
74.91.23.166  |lhited Sates [147.237.72.167|ishurimaka idf.i|Bad TCP sequence mdﬁr:cr;rit Wth different moni tor |42
46. 19. 85. 97 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber aert 36
2.53. 146. 132 | srael 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 31
2.53.128. 95 I'srael 147237, 77, 243 |mobi e i or i1 | €M NG Bngine: TCP Invalid  invalid segnent retransnission drop 30
Ret r ansni ssi on Packet dr opped.
213.57.138.63 | srael 147.237.76.42 |refuah.idfi.il  |Bad TOP sequence f;-y':drcﬁ‘v;a;j”lt wth different moni tor |29
62. 0. 200. 129 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 21
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 21
62. 0. 207. 129 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 18
46. 19. 85. 87 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber aert 15
109. 253. 201. 47 | srael 147, 237. 77, 243|obi e i or 11 | €M NG Engine: TCP Invalid  imvalid segnent retransnission drop 15
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 87 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 15
62.0.205. 1 | srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 12
46. 19. 85. 36 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber moni t or 12
148.177.168. 117|lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 12
158. 169. 40. 7 Bel gi um 147.237.77. 176 |nat pash. i df . i | drop Frst packet isn't SN drop 11
80. 246. 138. 125 |l srael 147.237. 72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 11
46. 19. 85. 36 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 11
46.19. 86. 42 I srael 147. 23777 216 |dover i1 | 3™ NG Engine: TGP Invalid invalid segnent retransmssi on. drop 10
Ret r ansmi ssi on Packet dr opped.
46.117.17.158  |[israel 147.237.76.42 |refuah.idfi.il  |Bad TOP sequence mdﬁrsaéjit wth different moni tor |10
118.173. 132. 113(Thai | and 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop
46. 19. 85. 65 I 'srael 147.237.77.74 |[lawidf.il Bad TCP sequence Invalid ACK nunber alert
2.53.24, 168 I sr ael 147.237.77. 23 |mabit e i1 | 2™ NG Engine: TP Invalid —invalid segnent retransmssion drop 9
Ret r ansni ssi on Packet dr opped.
37.26. 146. 193 | srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 9
194. 90. 66. 15 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 8
62.90.193.162 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or 8
109. 253. 215. 52 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout aert 7
31.146.114.66 |Georgia 147.237.77.74 [lawidf.il drop First packet isn't SN drop 7
62.219.173. 138 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
109. 253. 215. 52 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 7
109. 253. 215.52 |Israel 147. 237. 77. 216 |dover i df .1 Bad TCP sequence ﬁgﬁ‘sg rea”S”“ wthdifterent |oonitor |7
62. 0. 200. 129 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 7
80.179. 104. 226 |l srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SYN drop 7
46. 19. 85. 239 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
46. 19. 86. 167 I srael 147.237.76.86 |[navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
46. 19. 85. 239 I 'srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber alert 6
2.53.158. 18 I sr ael 147.237.77. 23 |mmbit e i1 | M NG Engine: TP Invalid —invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dr opped.
194.152.9.215 |Yovenia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46.19. 86. 167 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber alert 6
37. 26. 147. 216 | srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 239 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval id ACK nunber noni t or 6
46. 19. 86. 142 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber alert 6
46. 19. 86. 167 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 6
192.117.141.2 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46. 19. 85. 35 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber alert 6
46. 19. 86. 142 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 6
62.0.222.1 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 6
46. 19. 85. 87 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber alert 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
37.46. 41. 56 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code Bl ock 132
176.13.17. 90 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 80
80.246.137.35 |[Israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 34
79.182. 41. 60 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code Bl ock 21
112. 111. 161. 170|Chi na 147.237.77. 216 |dover.i df .i | Mil tipl e Uhauthorized URL Access from112.111. 161. 170 B ock 17
132. 68.89.196 |lsrael 147.237.76.31 |nakchal .idf.il D stributed Unaut hori zed HTTP Met hod B ock 7
176.13.8.25 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code Bl ock 6
5. 28. 165. 164 | srael 147.237.76.31 |nakchal .idf.il D stributed Unaut hori zed HTTP Met hod B ock 6
112.111. 161. 170|Chi na 147.237.77. 216 |dover.i df .i | PHP At t enpt B ock 6
80. 246. 140. 247 |l srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code Bl ock 4
109. 253. 201. 47 |l srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode B ock 4
31.154.19.5 I srael 147.237.77. 216 |dover.i df .i | Ml tipl e Unauthori zed URL Access from31.154.19.5 B ock 3
46.19.85.8 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code Bl ock 3
80. 246. 136. 4 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176. 13. 224. 114 |Israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 3
79.179.20.152 |Israel 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code Bl ock 3
132.72.86.150 |lIsrael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qde Character in LR B ock 2
5.22.134.110 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
85.132.77.12 Azerbai j an 147.237.77.216|dover. i df .i | D stributed Unaut hori zed HTTP Met hod Bl ock 2
2.53.23. 155 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
31.154.235.12 [Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
132.68.89.196 |Israel 147.237.76.31 |nakchal .idf.il Mil tipl e Unauthorized LRL Access from 132. 68. 89. 196 B ock 2
85.132.77.12 Azerbai j an 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to waw i df.il/newsitelimages/ B ock 2
80. 246. 139. 194 |[Israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 2
217.194. 207. 24 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 2
200. 78.168.54  [Mexi co 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method POST for wwwu aka. i df . il/mai n/ kapat z/ B ock 2
80. 246. 140. 205 [l srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 2
2.53.24. 168 | srael 147.237.77.243|nobi | e. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
74.91. 23. 166 Whited Sates  [147.237.72.167|i shuri maka. i df . i|Unaut hori zed URL Access to 147.237.72. 167/ Bl ock 1
66.249.64.60 | srael 147.237.0.34  |ti kshuv.idf.il 3"?;’:]:\‘/’ ri';fe_oi' R eSS o £ ot it ESSAge, A5 Bl ock 1
112.111. 161. 170|Chi na 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to v idf.il/index.asp B ock 1
46.4.74. 42 Ger many 147.237.72. 166 |aka. i df . i | m“atkgf’ir;fzﬁ? /“tfgthﬁgsfﬁe;%;f it asp B ock 1
220.181. 125. 23 |China 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robots. t xt Bl ock 1
84.109. 112. 123 |israel 147.237.76.42 |refuah.idf.il i;t r2i3b7Lftfg :gfggihfﬂ eLFu_aﬁC;iTj( on B ock 1
2.55.182. 160 I srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
176.13.242.12 |Israel 147.237.77.216|dover. i df . i | SSL Untraceabl e Connection - Cpen Mde None
66.249.76. 116 | srael 147.237.0.34 |tikshuv.idf.il ?Eﬁﬁﬂ?rf sfe_di Iﬂ‘oﬁcéslsf ;r(zm_fr i sendnessage. aspx B ock 1
109. 67. 203. 142 |Israel 147.237.77.216|dover . i df .i | Dstributed Uhaut horized URL Access on waw idf.il/https:/wwidf.il/ |B ock 1
46. 19. 86. 249 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ 960. css B ock 1
212. 150. 133. 226l srael 147.237.77. 216 |dover.i df .i | D stributed Unhaut hori zed LRL Access on waw i df.il/https:/vwidf.il/ [B ock 1
2.53.32.201 I srael 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to waw i df.il/hi nush Bl ock 1
77.138.26.16  |France 147.237.72. 166 |aka. i df . i | m“;:;rii jfeloi' I'\fr:;j'cr’f/’ Spniﬁrr; i asox Bl ock 1
66. 249. 66. 23 I srael 147.237.77.233|atal .idf.il D stributed Unauthorized URL Access on 147.237.77.233/robots.txt  [Bl ock

115. 28. 206.23 |Chi na 147.237.77.74 [lawidf.il Unaut hori zed HTTP Met hod Bl ock 1
85.64.127.178 |[Israel 147.237.77. 216 |dover.i df .i | D stributed Unhaut hori zed LRL Access on waw i df.il/https:/vwidf.il/ [B ock 1
178. 154. 189. 201 2;2::3 on 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to wwy | awidf.il/351- Bl ock 1
148.177.168. 117|Wited Sates  |147.237.77. 176 |nat pash. i df . i | muéggc:tifz?. ﬁsipsfsisraggm | s/ &/ 4625, g B ock 1
66.249.76. 117  [Israel 147.237.0.34 |tikshuv.idf.il 5 i;;:ﬂ?”lt gfd ﬁf#;{;‘ljr;szﬁdorﬁsﬁcnﬁ n‘;:i t message. asp Bl ock 1
46.117.17.158 |israel 147.237.76.42 |refuah.idf.il 1D4§t ;g?”;gd‘gsf;r'g;'Sﬁgfjeﬁeffcfssss on Bl ock 1
31.154.19.5 | srael 147.237.77.216|dover . i df . i | Unhaut hori zed LRL Access to wwuidf.il/images/ 1. helerror.png B ock 1
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