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|Top Attackers | n DDoS- Def ence |

Attacker Address \Attacker Country Target Address Signature Device Action
94.102. 49. 190 Net her | ands 147.237. 76. 86 navy.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnat ure Devi ce Action |Oount
162. 210. 196. 100 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot Per nit 4
62. 210. 250. 212 France 147. 237. 72. 166 aka.idf.il C1000074: HITP. raj estic bot Per nirt 2

69. 30. 234. 186 Lhited Sates 147.237.77.216 dover.idf.il C1000074: HTTP. maj estic bot Per mt 2
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

dte

|Signature

109. 236. 86. 32 147.237.77. 176 Net her | ands mat pash. i df .i | ET SCAN Potential WNC Scan 5900- 5920 2
52.57.110. 155 147. 237. 76. 202 Lhited Sates e halag.idf.il ET SCAN NVAP -sS wi ndow 4096 1
194, 56. 215. 218 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
46.172.91.21 147.237.0. 16 kr ai ne ny- kosher -kravi .idf . il ET SCAN NVAP -sS w ndow 1024 1
163. 172. 169. 150 147. 237.76. 30 Uhi ted Ki ngdom hi nush. i df i | ET SCAN NMAP -sS wi ndow 1024 1
109. 236. 86. 32 147.237.77. 19 Net her | ands I awforumidf.il ET SCAN Potential VNC Scan 5900- 5920 1
109. 236. 86. 32 147. 237. 76. 196 Net her | ands e.svivaidf.il ET SCAN Potential WNC Scan 5900- 5920 1
109. 236. 86. 32 147.237. 8. 50 Net her | ands e.tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
208. 100. 26. 228 147.237.77. 243 Lhited Sates nobi | e.idf il ET SCAN NMAP -sS wi ndow 1024 1
80. 246. 136. 134 147.237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
208. 100. 26. 228 147. 237. 76. 197 Lhited Sates e. hinush.idf.il ET SCAN Potential SSH Scan 1
66. 249. 75. 149 147, 237. 76. 86 Lhited Sates navy.idf.il ET SCAN NVAP -sSA (2) 1
208. 100. 26. 228 147. 237. 76. 147 Lhited Sates chi nuch. aka. i df . il ET SCAN Potential SSH Scan 1
52.57.110. 155 147. 237. 76. 202 Lhited Sates e halag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
180. 150. 177. 188 147. 237.8.50 Chi na e tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
109. 236. 86. 32 147.237.77. 243 Net her | ands nobi | e.idf il ET SCAN Potential WNC Scan 5900- 5920 1
109. 236. 86. 32 147.237.77.61 Net her | ands e.cogat.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
109. 236. 86. 32 147. 237. 76. 197 Net her | ands e hinush.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
109. 236. 86. 32 147. 237.72. 167 Net her | ands i shurimaka.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
209. 126. 230. 71 147. 237.72. 166 Lhited Sates aka idf.il ET SCAN NVAP -sS w ndow 1024 1
109. 236. 86. 32 147.237.8.24 Net her | ands elifestyle.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
208. 100. 26. 228 147. 237. 76. 201 Lhited Sates e.atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
66. 249. 93. 156 147.237. 76. 86 Eur ope navy. i df .il ET SCAN NVAP -sA (2) 1
208. 100. 26. 228 147. 237. 76. 197 Lhited Sates e hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
207.46. 13. 85 Lhited Sates |147.237.77. 216 |dover.idf.il dr op SAMrul e drop 520
79.178.32.208 |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence mdrojr::;me” wth different moni tor |30
62. 0. 200. 226 | srael 147.237.72. 166 |aka. i df . i drop First packet isn't SYN drop 30
62.0.220.1 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 24
46.19. 85. 63 I srael 147.237. 77. 243 |robi 1 e i of . i | Streaning Engine: TCP Invalid invalid segnent retransnission drop 21
Ret r ansni ssi on Packet dr opped.
199. 203. 179. 99 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 20
2.55.152. 2 I srael 147. 237. 77. 243 |nobi l e.i df .i | Streamng Engine: TCP Invalid  invalid segnent retransnissi on drop 18
Ret r ansni ssi on Packet dropped.
46. 19. 85. 105 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or 13
46. 19. 85. 105 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 13
82. 166. 200. 204 |l srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 9
62.0.230.1 | srael 147.237.72. 166 |aka. i df . i drop First packet isn't SYN drop 8
46. 19. 85. 105 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 7
213.57.159. 128 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
46. 19. 85. 105 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
193. 43. 246. 250 |Israel 147.237.77. 216 |dover.idf.i | drop First packet isn't SN drop 7
72.173.128.245 |lhited Sates |147.237.72. 156 |anan.idf.il drop First packet isn't SYN drop 6
37.26.148.166 |Israel 147 237.76. 200 [ei tan aka i or. i1 || €M NG Engine: TP Invalid finvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
46.19.86.95  |Israel 147.237.76.42 |refuah.idf.il  |Bad TCP sequence SIAAC rerransmt wih diferent fopnitor |6
81.218.170. 183 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
80.246.138.84 | srael 147. 237. 77. 243 |mobi l e. i f . i Streanng Bngine: TCP Invalid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
66. 249. 65. 8 Uited Sates |147.237.0.19  |macimatal idr i1 | SAM NG Engine: TG Invalid finvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
46.19. 86. 114 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber alert 6
37.26.146.214 |[Israel 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 6
147.236. 34. 135 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
46. 19. 85. 237 | sr ael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 5
46. 19. 85. 237 I 'srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
46. 19. 85. 197 I srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
109. 253. 196. 243|I sr ael 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 4
46.19. 85. 174 I 'srael 147.237. 77. 216 [dover. i df . il Bad TCP sequence Invalid ACK nunber noni t or 4
213.57.159. 128 |lsrael 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 4
81.218.170. 183 |Israel 147.237.77. 216 |dover.idf.i | Bad TCP sequence noni t or 4
46.19. 85. 154 I srael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
109. 253. 196. 243|I srael 147.237.72. 166 |aka i df .i | drop First packet isn't SN drop 4
109. 253. 130. 162/l srael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
46.19. 85. 75 I srael 147. 237.77. 216 |dover i df .| Bad TCP sequence mﬁsg reansm't wthdifterent | oonitor |3
185.32.179.61 |Israel 147.237.72. 156 |anan.idf . il drop Frst packet isn't SYN drop 3
37.26.148.162 | srael 147. 237. 72. 166 |aka. i f . Bad TCP sequence mﬁﬁgcij reansm't wthdifferent Joonitor |3
46.19.85.120  |israel 147, 237, 72. 167 i shuri maka i cf. 11| | SAM NG Engine: TGP Inval id - |inval i d segnent retransnissi on drop 3
Ret r ansni ssi on Packet dropped.
46.19. 85. 174 I 'srael 147.237.76. 31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber alert
212.179.21.194 |[Israel 147.237.8.27 |e.rmadimatal.idf.i|SYN At tack SYN -> SYN-ACK -> RST noni t or
185.32.179.61 [Israel 147.237. 72. 156 |anan. i of .i | Bad TCP sequence SAaere! reanS"ht wthdifferent Joonitor |3
46.19. 85.174 | srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber noni t or
176. 13. 3. 133 | sr ael 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or
80. 246. 139. 231 |Israel 147.237. 77. 243 |robi 1 e. i df . i | Streaning Engine: TCP Invalid invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 127 I sr ael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Invali d ACK nunber noni t or 3
46.19. 85. 174 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 3
46. 19. 86. 55 I 'srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Invalid ACK nunber noni t or 2
80. 246. 139. 231 | srael 147.237. 77. 243 |mobil e.i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
212. 25.102. 63 | srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
62.219.228.81 |lsrael 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code B ock 91
46. 19. 85. 246 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 52
80. 246. 136. 247 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 44
185. 32.179. 156 |l srael 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code B ock 20
109. 253. 158. 131/l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 19
80.246.137.35 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 18
87. 68. 28. 172 I 'srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Uhaut hori zed URL Access to wmw chi nuch. aka. i df .il/404. htm Bl ock 4
2.53.178. 46 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 4
81.218.56.171 [Israel 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut hori zed URL Access from 81.218.56. 171 B ock 4
2.53.130. 37 | srael 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code B ock 3
62. 0. 102. 190 I srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in URL from62.0.102. 190 B ock 3
185. 32.179. 199 |Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46. 19. 86. 27 | srael 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code B ock 3
85.132.77.12 Azerbai j an 147.237.77. 216 |dover.i df .i | Unaut hori zed HTTP Met hod B ock 2
194. 90. 254. 244 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 194. 90. 254. 244 B ock 2
85.132.77. 12 Azerbai j an 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to www i df.il/newsite/inages/ Bl ock 2
80.246.138.84 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
212. 143. 66. 4 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed Met hod HEAD for www aka. i df . i |/ mai n/sachar B ock 1
68.180.229.178 |lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wwuidf.il/newsite/french/nahal . stm Bl ock 1
66. 249. 64. 30 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 8974- he/ r ef uah. aspx |B ock 1
185. 23. 60. 4 Uhi ted Ki ngdom|147.237.72. 166 |aka. i df .i | Unaut hori zed Met hod PCST for ww aka. i df . i|/mai n/ sachar B ock 1
2.55.158. 172 I srael 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to waw aka. idf.il/main/londi m Bl ock 1
66. 249. 79. 37 I srael 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df.il/navy/htn/tool fs. asp B ock 1
176. 13. 243. 107 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
62.0.102.190 | srael 147.237.72. 166 |aka. i df . i | Llulrigez]/ i?”ageeggin(::a;;g;féoi)gcﬁi/ fm”j W kapat 2/ es#012 B ock 1
81.218.118.124 | srael 147.237.72.166 |aka. i df . i | ma’:;:ri (ijidI ?‘r:ai’r:f;';fj'sf:] y'u';/myunpr scessquest i onnai . aspx None 1
212.179. 155. 129 i sr ael 147.237.76.42 |refuah.idf.il |5 > hahori zed &aﬁcz‘:i on Bl ock 1
68.180.229.184 |lhited Sates [147.237.72. 156 |anan. i df. il Lhaut hori zed URL Access to www anan. idf.il/robots. txt B ock 1
66. 249. 64. 33 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 9698- he/ r ef uah. aspx |B ock 1
185. 23. 60. 4 United Kingdom|147. 237. 72. 166 |aka. i df . i | m”;’r; iZ?T ﬁ"f;mer N;?hﬁﬁzimézpl None 1
5. 255. 253. 34 :32::1”' on 147.237.72. 156 [anan. i df . i | O stributed Whaut hori zed LR. Access on |ist.ips.gov.il/robots. txt B ock 1
194. 90. 254. 244 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/sip storage/files/ 4/ Bl ock 1
66. 249. 93. 83 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shared/ | ayout . css B ock 1
183. 129. 160. 229|Chi na 147.237.76.42 |refuah.idf.il Mal f ormed HTTP Header Line 1 B ock 1
2.53.148. 237 I 'srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df.il/main/ Bl ock 1
84.94.192.177 |[israel 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wawidf.il/https:/vwnidf.il/ B ock 1
77.138.3.123 France 147.237.72. 156 [aman. i df . i | Lhaut hori zed URL Access to wwu anan.idf.il/favicon.ico B ock 1
66.249.75.153 |[lsrael 147.237.76.86 |navy.idf.il Lhaut hori zed LRL Access to waw navy. i df .il/navy/ navy/ general . aspx Bl ock 1
195. 160. 242. 40 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
66.249.93.85 |l srael 147.237.76.42 |refuah.idf.il ;2?”;:70 r;g"fz $| ﬁfieﬁ:/ e e/ ki n cas B ock 1
183. 129. 160. 229|Chi na 147.237.76.42 |refuah.idf.il Mal for med LRL B ock
84.111.171. 47 [israel 147.237.0.34 |tikshuv.idf.il PHP Att enpt B ock 1
77.139.106. 112 |France 147.237.72. 166 |aka. i df . i | mu;f;rii dzf?l ;”en;hgldgiﬁifn‘::)r T B ock 1
66.249.76.77  |israel 147.237.72.166 |aka. i df . i | ﬂ?“tzggr'?;ef&% gf;esrsa;; i1 e/ 3171573, pel Bl ock 1
46. 19. 86. 24 | srael 147.237.76.42 |refuah.idf.il Unhaut hori zed LRL Access to 147. 237. 76. 42/ styl e/ shared/ r eset . css B ock 1
80.246.138.84 |[Israel 147.237.77.243|nobi | e.i df . i | DO stributed Suspicious Response Qode B ock 1
203.133. 168. 162 oK?rea’ repite 147.237.77. 216 dover . i df . i | mmmjuuitgfo.rillzl?cijybjiq/_xglfglstser:p?ates/ sendt of ri end/ sendt of ri end. aspx Bl ock !
66. 249. 93. 87 | srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl el shared/ t ext . css B ock 1
66.102. 9. 24 Lhited Sates [147.237.72.166|aka.idf .il Unaut hori zed Method PCST for aka.idf.il/mai n/ hone/ def aul t. aspx B ock 1
183. 129. 160. 229|Chi na 147.237.76.42 |refuah.idf.il Unknown HTTP Request Method test in URL B ock 1
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