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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address  |Site |Signature  |Device Action  |Count |
195. 62. 53. 168 Russi an Federation 147.237.76. 42 refuah.idf.il bl ock-sp-trafl forward 2
173. 208. 213. 194 Lhited Sates 147.237.76. 86 navy.idf.il bl ock-sp-traf 1 f orward 2
204.12.217. 2 Lhited Sates 147.237. 76. 147 chi nuch. aka.idf.il bl ock-sp-trafl forward 2
69. 30. 193. 254 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 f orward 2
66. 240. 219. 146 Lhited Sates 147.237.76. 177 ncore.idf.il B ack List drop 1
173.208. 213. 198 Lhited Sates 147.237. 72. 166 aka.idf.il bl ock-sp-trafl forward 1
82. 145. 154. 60 Sweden 147.237.76. 148 gocenter. aka.idf.il B ack List drop 1
192. 187. 109. 60 Lhited Sates 147.237.77.176 nat pash. i df.i | bl ock-sp-traf 1 f orward 1
142.54. 174. 85 Lhited Sates 147.237.72. 167 i shurimaka.idf.il bl ock-sp-trafl forward 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1 ure Devi ce Action |Oount
37.59. 227. 227 France 147.237.77. 176 nat pash. i df . i | C1000016: HTTP. administrator in UR Permit 6
209. 58. 178. 49 S ngapor e 147.237.77. 216 dover.idf.il C1000074: HITP. maj estic bot Per nirt 2
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

124.8.223.198 |147.237. 76. 201 [Tai wan eatal.idf.il ET SCAN Potential SSH Scan 1
106. 75. 9. 82 147.237.0.19 |China madi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
124.8.223.198 |147.237. 76. 147 |Tai van chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
103. 208. 244. 223|147. 237. 76. 42 refuah.idf.il ET SCAN Potential SSH Scan 1
124.8.223.198 |147.237.0.17 [Taiwan mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
103. 208. 244, 223|147. 237. 0. 35 akavs. i df . i | ET SCAN Potential SSH Scan 1
123.31.34.190 |147.237.76.34 |V etnam yohal an. i df . il ET SCAN Potential SSH Scan 1
94.102.48.195 |147.237.0.15 |Netherlands kosher-kravi .idf.il ET SCAN NVAP -sS wi ndow 1024 1
123.31.34.190 |147.237. 72. 156 |M et nam anan. idf.il ET SCAN Potential SSH Scan 1
54.235.19.162 |147.237.77.216|Wited Sates  |dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
121. 46. 106. 5 147.237.72. 156 |Indi a anan. i df . i ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
5. 255. 90. 133 147. 237. 76. 199 |Net her | ands e. nakchal .idf.il ET SCAN NMAP -sS w ndow 1024 1
198. 20. 69. 98 147.237.77.235|lhited Sates |svivaidf.il ET DRP Dshiel d B ock Listed Source 1
109. 236. 86. 32  |147. 237. 76. 202 |Net her | ands e halag.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
125. 65. 82. 44 147. 237. 72. 156 |Chi na anan.idf.il ET SCAN NMAP -sS w ndow 1024 1
109. 236. 86. 32  [147.237. 76. 199 |Net her | ands e.nakchal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
124.8.223.198 |147.237. 76. 202 [Tai wan e halag.idf.il ET SCAN Potential SSH Scan 1
109, 64. 152 251 |147. 237 76. 86 |1 srael ey, i i1 ET DO Large anount of TGP ZeroWndow - Possible Nkiller2 1

DDos attack

124.8.223.198 |147.237. 76. 200 |Tai wan eitan aka idf.il ET SCAN Potential SSH Scan 1
103. 208. 244. 223|147. 237. 76. 86 navy.idf.il ET SCAN Potential SSH Scan 1
124.8.223.198 |147.237.76.31 |Taiwan nakchal . i df il ET SCAN Potential SSH Scan 1
103. 208. 244. 223|147. 237. 76. 38 e.eneitav.idf.il ET SCAN Potential SSH Scan 1
123.31.34.190 |147.237.76. 44 |V etnam e.refuah.idf.il ET SCAN Potential SSH Scan 1
103. 208. 244, 223|147. 237. 0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
123.31.34.190 |147.237. 72. 166 |M et nam aka idf.il ET SCAN Potential SSH Scan 1
62.210. 243. 100 |[147.237.76.42 |France refuah.idf.il ET SCAN NMVAP -sS w ndow 1024 1
123.31.34.190 [147.237.0.15 |Metnam kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
50. 19. 25. 51 147.237.77.212|Whited Sates |e dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
208.100. 26. 228 [147.237.77.234|thited Sates |halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
109. 236. 86. 32  |147.237.77. 74 |Netherl ands lawidf.il ET SCAN Potential WNC Scan 5900- 5920 1
163.172.129. 15 |147.237.77.178|Wni ted Ki ngdom|e. nat pash. i df.il ET SCAN NVAP -sS w ndow 1024 1
5. 255. 90. 133 147. 237. 76. 176 |Net her | ands test.ncore.idf.il ET SCAN NMVAP -sS w ndow 1024 1
109. 236. 86. 32  |147. 237. 76. 201 |Net her | ands e.atal.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
125. 65. 82. 44 147.237.8.27 |China e.madimatal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
109. 236. 86. 32  |147. 237. 76. 177 |Net her | ands ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address [Attacker Gountry|Target Address |Jte Signature

203.104.11.21 |Australia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 90

207.46. 13. 85 Lhited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop 39
Sreanming BEngine: TP Invalid i i ssi

109. 253. 217. 172| srael 147.237.77. 243 |nobil e.i of . 9 =g Invalid segnent retransmssion. |, 30
Ret ransm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

2.53.41. 209 I'srael 147. 237.77. 243 |mobi l e. i o i 9 =g Invalid segnent retransmssion. |, 30
Ret r ansni ssi on Packet dropped.
Sreanming BEngine: TP Invalid i i ssi

85. 65. 4. 85 I'sr ael 147.237. 77. 243 |nobi le.i df . i1 9 =g Invalid segnent retransmssion. |, 20
Ret ransm ssi on Packet dropped.

82.102. 169. 113 |l srael 147.237.0.34 |tikshwv.idf.il |drop First packet isn't SN drop 16

2.53.150. 116 | srael 147.237.72. 166 |aka.idf . il SYN Att ack SYN -> SYN-ACK -> RST noni t or 11

46.19.85.241  |israel 147. 237. 7. 216 |dover . i df .i Bad TCP sequence SIAK retransmt with different fooior o

w ndow scal e

46. 19. 85. 241 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or

84. 94. 35. 50 I'srael 147.237.72. 166 |aka.i of .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or

87.69.137.248 |lsrael 147.237.72. 166 |aka.idf il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or
Sreaning Engine: TGP Invalid i i ssi

175.0.172.192  |china 147. 237. 77. 216 |dover. i df .i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.

46.19. 86. 114 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or

84.111.54.30 | srael 147.237.72. 167 |i shurimaka.idf .i [SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or
Sreaning BEngine: TGP Invalid i i ssi

176. 13. 246. 214 | srael 147. 237, 77. 243 |nobi | e. i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.

141. 226.162. 57 |l srael 147. 237. 77. 216 |dover.i df . i1 Bad TCP sequence Inval id ACK nunber noni t or 6
Sreaning Engine: TGP Invalid i i ssi

80. 246.140. 41 | srael 147. 237. 77. 243 |nobi l e.i df . i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.

87.69.137.248 | srael 147.237.72. 166 |aka. i of .| Bad TCP sequence SAK retransmt with different foo o s

w ndow scal e

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

109. 253. 213. 68 |l srael 147.237. 72. 156 |anan. i of . i | SYN At t ack SYN -> SYN-ACK -> RST noni t or
Sreaning Engine: TGP Invalid i i ssi

80. 246. 136. 169 |Israel 147. 237. 77. 243 |nobi | e. i of . i g =g Invalid segnent retransmssion. |y 3
Ret r ansmi ssi on Packet dr opped.

Iran, Islamc . . . .

185. 14. 161. 10 Republ i ¢ of 147.237. 77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 3

109. 253. 199. 165|I srael 147.237.72. 166 |aka.idf il SYN Att ack SYN -> SYN-ACK -> RST noni t or 3

109. 253. 139.59 |(Israel 147.237.72. 166 |aka. i df . i drop First packet isn't SYN drop 3

82.102. 169. 113 |l srael 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 3

46. 19. 86. 124 | srael 147.237.72. 156 |anan. i df .il SYN Attack SYN -> SYN-ACK -> RST noni t or 3

212.199. 65. 218 |lsrael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 3

185. 14. 161. 10 IF;;IEH:??C 147. 237.77. 216 |dover . i f . Bad TCP sequence Invalid ACK nunber aert 3
Vb Server Enforcenent HITP Deni

2.53.52.3 I srael 147. 237.76. 42 |refuah.icf.il . Véb Servers S ow HITP Denial of . 2
Mol ation Service

37.142.242.165 |Israel 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 2

46. 19. 86. 191 | srael 147.237.72. 156 |anan. i df .il SYN Att ack SYN -> SYN-ACK -> RST noni t or 2

82.102. 169. 113 |l srael 147.237.0.19 |nadimatal .idf.il |[SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 2

2.53.23. 247 I'srael 147.237.72. 166 |aka. i of .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 2

87.69.137.248 |[Israel 147.237.72. 166 |aka.i df .i | drop First packet isn't SN drop 2
Sreaning Engine: TCP Invalid i i ssi

213.151. 32. 163 I srael 147. 237. 77. 243 |nobi l e. i of . i | 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
Sreanming BEngine: TCP Invalid i i ssi

77.138.188. 178 |France 147.237.72. 156 |anan. i df .| g =g Invalid segnent retransmssion. |y o 2
Ret ransm ssi on Packet dropped.

109. 253. 135. 247|I srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 2

5.22.134.183 I srael 147.237. 72. 156 |anan.i df .il Bad TCP sequence Invalid ACK nunber nonitor |2

46. 19. 85. 163 | srael 147.237.72. 166 |aka.idf il SYN Att ack SYN -> SYN-ACK -> RST noni t or 2

37.26.146.243 |Israel 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 2

72.173.128.245 |lLited Sates 147.237. 72. 156 |anan. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 2

2.54.104. 81 I srael 147.237.76.86 |navy.idf.il drop First packet isn't SN drop 2

) . . . Geo-1 ocat i on i nbound

187.61.122. 117 |RErazil 147.237.77.212|e.dover.idf.il  |Geo-| ocati on enf or cenent onf or coment drop 2

46. 19. 86. 195 I srael 147.237.77. 176 |natpash.idf.il  |Bad TCP sequence Invalid ACK nunber noni t or

85.130. 176. 102 |l srael 147.237.77. 216 |dover.i df .i 1 Bad TCP sequence Invalid ACK nunber alert
Sreaning BEngine: TGP Invalid i i ssi

80. 246. 133. 169 |Israel 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.

46. 19. 85. 85 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2

) . . . Geo-1 ocat i on i nbound

187.61.124.31 |Rrazil 147.237.77.212|e.dover.idf.il  |Geo-| ocati on enf or cenent onf or coment drop 2

79.178.28. 36 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 2

46.19.86.195  |Israel 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SINAK retransmt with different fop; o |2

w ndow scal e
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
2.53.0.23 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 89
82.102. 169. 113 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 27
109. 253. 214. 250]1 srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 6
37.59.227.227 |Fance 147.237.77. 176 |mat pash. i df . i | Mil ti pl e Unaut horized URL Access from 37.59. 227. 227 B ock 4
37.59.227.227 |France 147.237.77. 176 [nat pash. i df . i| |PHP Attenpt B ock 3
80. 246. 136. 181 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
37.59.227.227 |Fance 147.237.77. 176 |mat pash. i df . i | Mil tipl e Admin Bl ocki ng from 37.59. 227. 227 B ock 3
80.246.140. 41 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
88. 202. 218. 236 |United Ki ngdom |147.237. 72. 166 |aka. i df .i | m“;ﬁ‘giidﬁ?‘ijIﬁﬂhﬂfrgu:féomacw& asp B ock 2
81.218.241.25 |Israel 147.237.77.216|dover. i df . i | Mil ti pl e Wnaut hori zed URL Access from 81.218. 241. 25 B ock 2
80.74.107.118 [Israel 147.237.77. 216 |dover.i df .i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
212.199.118.19 |[lIsrael 147.237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to ww idf.il/inmages/ 1. he/ bott ontap. gi f Bl ock 1
81.218.241.25 |Israel 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to ww idf.il/sip_storage/files/8/5328.png |B ock 1
66.249.64.45  Israel 147. 237.72. 166 |aka. i df . i | ey aocess 1o appl 6- 2pp-si  6- a5506i at | on Bl ock 1
31.154. 101. 236 |l srael 147.237.72. 166 |aka. i df . i | SSL Uhtraceabl e Connection - (pen Mde None 1
176. 13. 246. 214 |l srael 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code B ock 1
80. 246. 136. 3 I srael 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod POST for ww aka. idf.il/nain/giyus/ news. aspx  |B ock 1
37.59.227.227 |France 147.237.77. 176 |mat pash. i df .i|  [Waut horized URL Access to waw cogat . i df. i /adnin. php Bl ock 1
66.249.76.70  |Israel 147.237.72. 156 |aman. i df . i | m“;r?:;' izdeﬁ iﬁmﬁeejsrr;d?i W gener al . aspx Bl ock 1
37.59.227.227 |France 147.237.77. 176 |mat pash. i df .i|  |Adnin B ocki ng B ock 1
194.90.99.193 |israel 147.237.77. 216 |dover . i df . i | Ml tipl e Uhaut hori zed URL Access from 194.90.99. 193 B ock 1
46.19. 86. 13 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
82.102. 169. 113 |l srael 147.237.0.19 |nadimatal .idf.i|SSL Wntraceabl e Gonnection - pen Mde None 1
66.249.79.59 | srael 147.237.77. 216 |dover . i df . i | e R e e 1o/ dover . aspx B ock 1
195. 62. 53. 168 :32::1”' on 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to gmai | . cond engi ne/ | og. t xt B ock 1
66.102.9.5 Wited Sates  |147.237.72. 166 |aka. i df .i | m“;:gii ;fé‘?l'ﬁmﬁzﬂgiﬁ sfi?remip. asix B ock 1
78. 46.21. 97 Ger many 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
207.46.13.109 |Wited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
66.102. 9.8 lhited Sates  |147.237.72. 166 |aka. i df .i | Distributed thauthorized Method for Known URL on B ock 1

wan aka. i df . i1/ mai n/ hone/ def aul t . aspx
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