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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
69. 30. 193. 252 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il bl ock-sp-traf 1 forward 2
142.54.174. 83 Lhited Sates 147.237.76. 30 hi nush.idf.il bl ock-sp-traf 1 forward 2
69. 30. 193. 250 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-traf 1 forward 2
183. 60. 48. 25 Chi na 147.237.76. 39 nobi | e. nei tav.idf.il JLM Under Attack Con_Tcp drop 1
198. 204. 255. 78 Lhited Sates 147.237.77.170 naar achot . i df . il bl ock-sp-traf 1 forvard 1
69. 30. 193. 250 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 forward 1
192.187. 101. 234 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il bl ock-sp-traf 1 forward 1
93. 174. 94. 235 Net her | ands 147.237.76. 38 e.e.neitav.idf.il B ack List dr op 1
211.155. 16. 154 Chi na 147.237.76. 38 e.eneitav.idf.il B ack List drop 1
173. 208. 198. 10 Lhited Sates 147.237.0.19 nadi matal .idf.il bl ock-sp-traf 1 f orvar d 1
192.187.118. 21 Lhited Sates 147.237.77. 226 W chanat z. aka. i df . i | bl ock-sp-traf 1 forvard 1
93. 174. 94. 235 Net her | ands 147.237.76. 176 test.ncore.idf.il B ack List drop 1
63. 141. 231. 198 Lhited Sates 147.237.0. 17 mny- kosher -kravi .idf . il bl ock-sp-traf 1 forward 1
173.208. 198. 10 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-traf 1 forward 1
69. 30. 193. 250 Lhited Sates 147.237.77. 235 svivaidf.il bl ock-sp-traf 1 forward 1
192. 187.118. 67 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-traf 1l forward 1
142.54.174. 82 Lhited Sates 147.237.72. 156 anan.idf.il bl ock-sp-traf 1 forvard 1
63. 141. 231. 211 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 f orvar d 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

179. 158. 81. 117 Brazil 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature
ET SCAN Behavi oral Uhusual 'y fast inbound Tel net Gonnecti ons,

Potential Scan or Brute Force

115.208.41. 75 |147.237.76.38 |China eeneitav.idf.il Fotential Scan or Brute Force 2
129 22595 78 |147. 237 77. 234 | i na el ag.i df i ET SCN\I Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 5
Potential Scan or Brute Force
109. 236.86.32  |147.237.76.42 |Netherlands  |refuah.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
222.187. 220. 241|147. 237. 76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
58.220.2.5 147. 237. 76. 202 [Chi na e halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
222.187. 220. 241|147. 237. 76. 44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
58.218. 200. 137 |147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
222.187. 220. 241|147. 237.76. 34 |thina yohal an. i df .| ET SCAN Potential SSH Scan 1
54.91.134.228 |147.237.72.166|Wited Sates |aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
222.187. 220. 241|147. 237. 0. 200 |Chi na . i df i | ET SCAN Potential SSH Scan 1
45,55, 3. 37 147.237.76. 176 |Lhited Sates |[test.ncore.idf.il ET SCAN Potential SSH Scan 1
204.42.253.136 |147.237.76.30 [lhited Sates [hinush.idf.il ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
45,55, 3,37 147.237.76.44 |Wited Sates |e.refuah.idf.il ET SCAN Potential SSH Scan 1
193. 201. 227. 81 [147.237.0.15 |lkraine kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
14.152.59. 11 147.237.76.39 |China nobi | e. nei tav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
109. 236. 86.32  |147. 237. 76. 148 |Net her | ands ggcent er . aka. i df .i | ET SCAN Potential WNC Scan 5900- 5920 1
222.187. 220. 241|147. 237. 76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
109. 236.86.32 |147.237.8.27 [Netherlands [e.nadimatal .idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
222.187. 220. 241|147. 237. 76. 86 |Chi na navy.idf.il ET SCAN Potential SSH Scan 1
58. 218. 200. 137 [147.237.76. 44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
222.187.220. 241|147. 237. 76. 42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
54.147.7. 228 147.237.0.17 |Wited Sates |[mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
222.187.220. 241|147. 237. 76. 31 |China nakchal . i df il ET SCAN Potential SSH Scan 1
45,55, 3,37 147.237.77.176 |Whited Sates |matpash.idf.il ET SCAN Potential SSH Scan 1
222.187.220.241|147.237.0.16 |China ny- kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
45,55, 3.37 147.237.76. 148 |lhited Sates [ggcenter.aka.idf.il ET SCAN Potential SSH Scan 1
193. 201. 227. 81 [147.237.76.30 |lkraine hi nush. i df . il ET SCAN Potential SSH Scan 1
30167 57 151|147 237, 76. 200 | i na oitan akaidh il ET SCN\I Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
177.185. 179. 222|147.237.8.50 |Brazil e.tikshuv.idf.il ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Connecti ons, 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country ‘Target Address |Ste Signature Action ‘Count
207. 46. 13. 85 Lhited Sates |147.237.77.216 |dover.idf.il drop SAMrule drop 197
203.104.11.21 |Australia 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 136
87.69.119. 111 |israel 147.237.77. 243 |robi L e. i of .| Streamng Engi ne: TCP Invalid segnent retransmssion. drop 20
Inval id Retransm ssion Packet dropped.
84.111.13. 47 I srael 147. 237.72. 166 |aka. i df .i | drop First packet isn't SWN drop 17
46.121.196. 242 |Israel 147.237.76.31 |nakchal .idf.il Streamng Engi ne: TP Invalid segnent retransmssion. drop 14
Inval i d Retransnission Packet dr opped.
46.19. 85. 157 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber noni tor |8
223.182.188. 176(India 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
46. 19. 85. 157 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Invalid ACK nunber alert 6
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
185.3.147.173 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni tor |4
185. 110. 108. 165|i srael 147.237.77. 243 |robi L e. i of .| Streamng Engi ne: TCP Invalid segnent retransmssion. drop 4
Inval id Retransm ssion Packet dropped.
54.82.56.247  |Wited Sates |147.237. 76. 147 |chi nuch. aka.i df .1 ge;i:r:t n?_i E:gt]' rgf OTrO;nent ;?Do\fezgznger?c“; ‘;fad'::t“ d’:‘;g‘pe o lorop 3
109. 253. 159. 240| sr ael 147. 237. 77. 216 |dover.i df .i | SYN At ack SYN -> SYN-ACK -> RST noni t or
84.111. 13. 47 I srael 147. 237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout alert
46.242.91. 219 gzz:;”ion 147. 237.77. 176 |nat pash. i df . i | drop First packet isn't SWN drop 2
176. 13. 228. 167 |l srael 147.237.72. 167 |ishuri maka.idf .i | SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 2
192.0.117.242 |wited Sates |[147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST moni tor |2
84.111.13. 47 I srael 147.237.72. 166 |aka.idf.il SYN Att ack SYN -> SYN- ACK -> Ti meout noni t or 2
51. 255. 162. 163 |France 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2
176.13. 228. 167 |Israel 147.237.72. 167 |ishwimakaidf.il  |Bad TCP sequence mﬁsrczl”eansm wehdifferent | onitor |2
84.111.13.47  [israel 147. 237.72. 166 |aka. i f . Bad TCP sequence mﬁsrc‘;ﬁ;ansm wthdifferent | onitor |2
109. 64. 61. 187 |l srael 147. 237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST moni tor |2
46. 19. 86. 188 I srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 2
37.26.146.174 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
46.19. 85. 157 I srael 147. 237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST moni tor |2
187.61.125.50 |Brazil 147.237.77. 212 |e. dover.idf .il Geo- 1 ocati on enf or cenent Geo-1 ocation inbound enforcenent |drop 2
37.26.148.254 |Israel 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST noni tor |1
137.226.113.7 |Germany 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST moni tor |1
184. 105. 247. 244|lnited Sates |[147.237.0.33 [idf.il drop drop 1
104. 237. 146. 151|lhited Sates |[147.237.77.179|e. nazi.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni tor |1
184.105.139.80 |[lhited Sates |147.237.0.17 ;nlnly kosher-kravi.1doyN At t ack SYN -> SYN-ACK -> RST nonitor |1
74.82.47.20 Lhited Sates [147.237.76.148|gqcenter.aka.idf.il drop drop 1
182.68.99.226 [india 147. 237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout moni tor |1
46. 19. 86. 20 I srael 147.237.76.31 [nakchal .idf.il Bad TCP sequence Inval i d ACK nunber moni tor |1
141. 226. 217. 250]1 srael 147.237. 72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber monitor |1
192.0.113.241 |whited Sates |[147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST moni tor |1
23.248.234.22 |Uited Sates [147.237.0.17 |V kosher-kravi - 1d1qyn At t ack SYN -> SYN-ACK - > Ti neout monitor |1
184. 105. 247. 214|Whited Sates [147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo-1 ocation inbound enforcenent |drop 1
183. 129. 160. 229|Chi na 147.237.77. 212 |e.dover.idf.il Geo- | ocati on enf or cenent Geo- | ocation i nbound enf orcenent |dr op 1
46. 19. 85. 90 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |1
139.162. 37. 147 |lWhited Sates [147.237.77.212|e.dover.idf.il Geo- | ocati on enf or cenent Geo-1 ocation inbound enforcenent |drop 1
184. 105. 247. 252|lhited Sates |[147.237.8.27 |e.nadimatal.idf.il Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf orcenent |drop 1
104. 237. 146. 151|Wnited Sates |[147.237.77.234|hal ag.idf.il SYN At tack SYN -> SYN-ACK -> Ti nmeout moni tor |1
184.105. 139.82 |Lhited Sates |147.237.8.28 |e.nobile-ks.idf.il Geo- | ocati on enf or cenent Geo-1 ocation inbound enforcenent |drop 1
77.126. 8. 86 I srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST moni tor |1
182.68.99.226 |India 147.237.72. 166 |aka. i df .| Bad TCP sequence mﬁﬁsggansm wthdifferent | onitor |1
46.19. 86. 116 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
172.247.82.206 |Lhited Sates [147.237.0.19 |nadimatal.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
23.248.237.25 |wnited Sates |147.237.0.200 |rdu.idf.il drop drop 1
118. 97. 145. 213 |l ndonesi a 147. 237. 77. 216 |dover.i df .i| SYN At tack SYN -> SYN-ACK -> RST moni tor |1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
176. 13. 246. 247 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 109
109. 253. 158. 131/l srael 147.237.0.19 |nadi matal . idf.il|Suspicious Response Code B ock 98
46.19. 86. 13 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock
77.138. 8. 147 France 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod PCST for waw aka. i df .il/mai n/ rabanut/f ag. aspx B ock
. . Paraneter Read Qnly Molation in
46.19.85.0 | srael 147.237.72.166 |aka. i df . i | waw aka, i df i |/ nai 1V sachar / regj strati onvi zar d/ regj st er . aspx None 1
. . . Mil tiple Uhtraceabl e SSL Sessi ons from 183. 129. 160. 229 ( Prot ocol
183. 129. 160. 229|Chi na 147.237.77.176 |mat pash. i df . i1 | 7 (SSL COW QLI ENT HELLO)) None 1
66. 249. 79. 37 I srael 147.237.77. 216 |dover . i df .i | Mil tipl e Unaut hori zed URL Access from 66. 249. 79. 37 B ock 1
. . Unhaut hori zed URL Access to
46.121.196.242 |israel 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p. st or agel fi | es/ 2/ 1682. doc B ock 1
66. 249. 64. 69 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to waw aka. i df . il/edimitheproj/heproj.asp Bl ock 1
. . . Mil tipl e Lhtraceabl e SS. Sessi ons from 183. 129. 160. 229 ( Prot ocol
183. 129. 160. 229|Chi na 147.237.77.216|dover. i df .i | viol ation (SSL CONN QLI ENT HELLO)) None 1
] . . . Unaut hori zed URL Access to
68.180.228. 44 |Wnited Sates |147.237.76.200|eitan. aka.idf.il v ei tan. aka. i df . i 1/t enpl at es/ shar ed user cont rol s/ header upper/ Bl ock 1
54. 82. 56. 247 Lhited Sates [147.237.76. 147 [chi nuch. aka. i df . i|Mal formed URL 54.90. 189. 128: 80 B ock 1
84.161.102. 130 |Ger many 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for ww aka. i df.il/mai n/ hone/ defaul t.aspx |B ock 1
66.249. 64. 124  |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to v aka. i df . il/yohal an/ mai n/ asp B ock 1
46.19. 86. 116 I srael 147.237.77. 216 |dover.idf .il Abnormal |y Long Request met hod B ock 1
. . . S Uhtraceabl e Gonnection - Protocol violation
183. 129. 160. 229|Chi na 147.237.77.233|atal .idf.il (SSL CONN LI ENT HELLO) None 1
68.180.229. 178 |lhited Sates [147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to waw navy. idf.il/! B ock 1
54. 82. 56. 247 Lhited Sates [147.237.76. 147 [chi nuch. aka. i df . i|NULL Character in Method B ock 1
2.53.2.47 | srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
66.249. 76. 108 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhauthori zed URL Access from 66. 249. 76. 108 B ock 1
46.19. 86. 116 I srael 147.237.77. 216 |dover . i df . i | Mal formed URL B ock 1
. : . . Mil tiple Lhtraceabl e SSL Sessi ons from 183. 129. 160. 229 ( Prot ocol
183. 129. 160. 229|Chi na 147.237.77.243|nobi l e. i df . i | viol ation (SS. GONN QLI ENT HELLO)) None 1
68.180.229.234 |lnited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to ww aka.idf.il/val tam B ock
66. 249. 64. 33 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 9687- he/ r ef uah. aspx [Bl ock
. . Unknown Paraneter docld in
31.168.104. 195 I srael 147.237.72. 166 [aka. i df . i | wwwn aka. i df . i |/ mai n/ gi yus/ yahash2017/ | obby. aspx None !
66.249.76.109 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 66. 249. 76. 109 B ock 1
46.19. 86. 116 | srael 147.237.77.216|dover. i df . i | Unknown HTTP Request Met hod 57f 475958f c8e401000 in URL Bl ock 1
74.101.116.50 |Lnited Sates |147.237.72.166|aka.idf.il Uhaut hori zed Method PCST for ww aka.idf.il/main/smalinisnmalimaspx |B ock 1
66. 249. 64. 36 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 8754- he/ r ef uah. aspx [Bl ock 1
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