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Attacker Address
195. 62. 53. 168

|Attacker Country
Russi an Federation

Target Address
147.237. 77. 234

hal ag.i df . i |

Signature
bl ock-sp-traf 1

Device Action
forward

Count

93. 174. 94. 235

Net her | ands

147.237.76. 147

chi nuch. aka.idf.il

B ack List

drop
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Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

58.220.2.5 147.237.76. 177 [Chi na ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
50. 254. 111. 193 [147.237. 77. 226 |United Sates  |wwn chanatz. aka.idf.il |[ET SCAN NVAP -sS w ndow 3072 1
46.229.223.8  |147.237.76. 147 ?;j:::t”ion chi nuch. aka. i df . i ET SCAN NVAP -sS wi ndow 1024 1
45,55, 3,37 147.237.77.212|thited Sates  |e dover.idf.il ET SCAN Potential SSH Scan 1
45,55, 3,37 147. 237. 76. 200 |Lhited S ates eitan aka.idf.il ET SCAN Potential SSH Scan 1
198.20.69.98 |147.237.72.14 |Uited Sates dover.idf.il (ol d) ET DRCP DBshield B ock Listed Source 1
45.55.3.37 147.237.8.14 |lhited Sates  |e.orchot.idf.il ET SCAN Potential SSH Scan 1
163. 172. 11. 244 147. 237. 76. 30 |Uni ted Ki ngdom |hi nush.idf.il ET SCAN NVAP -sS w ndow 1024 1
109. 236. 86. 32 |147. 237. 76. 201 |Net her | ands e.atal.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
62.210. 243. 100 [147.237.0.19 |France nedi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
58.220.2.5 147. 237. 76. 176 |Chi na test.ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
49. 50. 79. 18 147.237.77.178]|Indi a e. nat pash. i df . il ET SCAN NVAP -sS wi ndow 4096 1
46.172.91. 20 147 237 72. 166 | krai ne kaidh il ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
45,55, 3.37 147.237.76.202|hited Sates e halag.idf.il ET SCAN Potential SSH Scan 1
208. 100. 26. 228 |147.237.0.35 |Lhited Sates akavs. i df il ET SCAN NMAP -sS wi ndow 1024 1
45.55. 3. 37 147.237.72. 167 |thited Sates  |ishurimaka.idf.il ET SCAN Potential SSH Scan 1
183 7 11277 |147. 237 76. 202 |chi na el ag.i i1 ET SSAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
14.152.59.11 |147.237.77. 179 |Chi na e.mazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
109. 236. 86. 32 [147. 237. 76. 202 |Net her | ands e halagidf.il ET SCAN Potential VNC Scan 5900- 5920 1
62. 210. 243. 100 [147.237.0.35 |France akaws. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
Lhi ted . .
207. 46. 13. 85 147.237. 77. 216 [dover. i df .i | drop SAMrul e drop 382
Sates
46. 19. 86. 207 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber alert 6
46. 19. 86. 207 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
i S reaning Engi ne: TCP i i SSi
66.249.66.18  |ted 147.237.77. 243 |robi | e. i of .| M NG ENQI NE- 1L finvalid segnent retransmssion. Packet drop 3
Sates Inval i d Ret ransmissi on |dropped.
201.194.251.71 |Qosta Rca |[147.237.72. 156 |aman.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout monitor |2
183. 129. 160. 229|Chi na 147.237.76.39 |nobile.neitav.idf.il |SYN Atack SYN -> SYN-ACK -> RST noni t or
45.33. 124. 223 g‘;:: 147.237.8.28 |e.nobile-ks.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout monitor |1
141.212. 122. g8 | ted 147. 237. 76. 148 [gqcent er. aka. i df . i | dro dro 1
212.122.88 o . 287. 76. 148 [gapert er. aka o P P
139. 162. 160. 132 g‘;:: 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> Ti meout monitor |1
184. 105. 247. 243 LSqulatt:s 147.237.77. 234 |hal ag.idf . i SYN At t ack SYN -> SYN-ACK -> RST monitor |1
23.92. 20. 154 g‘;:: 147.237.8.45 |e.eitan.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout monitor |1
177.23.177. 146 |Brazil 147.237.72. 166 |aka. i df .il Header Rejection header rejection pattern found i n request nmonitor |1
139. 162. 246. 121 g‘;s: 147. 237.76. 200 |ei tan. aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout monitor |1
104. 237. 146. 151 g;gg 147.237.76. 196 |e.sviva.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout monitor |1
198. 58. 110. 199 g‘;s: 147.237.76.201|e. atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout monitor |1
45,33, 124. 223 g“'af(f;’ 147.237.77. 226 "‘:"Y“ chanatz. aka. 1df |ovn af t ack SYN -> SYN-ACK -> Ti meout monitor |1
Lhited ! L Geo- | ocati on o
184. 105. 139. 79 147.237.76. 197 |e. hi nush. i df . i1 Geo- | ocat i on i nbound enf or cenent drop 1
Sates enf or cenent
141.212. 122. 89 | ted 147. 237. 76. 148 [gqcent er. aka. i df . i | dro dro 1
21212289 |96 - 237.76. 148 ogeenter. aa o P P
Lhited . .
139.162. 160. 182|g 147. 237. 76. 148 |gqcenter. aka. i df . i | drop drop 1
216. 218. 206. 72 g“'af(f;’ 147.237.77. 216 |dover.idf .i SYN Att ack SYN -> SYN-ACK -> RST monitor |1
Lhited m ny- kosher - kravi . i .
74.82.47.61 Sates 147.237.0.17 | (7 SYN At t ack SYN -> SYN-ACK -> RST monitor |1
Lhited . .
184. 105. 247. 252 147.237. 76. 148 |gqcenter. aka. i df . i | drop drop 1
Sates
Lhited . .
23.289.31.132 o o 147.237.0.35 |akaws.idf.il drop drop 1
178. 79. 141. 130 E?';;gom 147.237.0.34 |tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout monitor |1
Lhi ted o Geo- | ocati on o
141. 212.122. 43 147.237.76.202|e.hal ag.idf.il Geo- | ocat i on i nbound enf or cenent drop 1
Sates enf or cenent
i Geo-| ocati on
137.116.71.170 Wi ted 147.237.8.28 |e.nobile-ks.idf.il Geo- | ocat i on i nbound enf or cenent drop 1
Sates enf or cenent
Lhited ) D Geo- | ocati on o
184.105. 139. 103 147.237.8.24 |e.lifestyle.idf.il Geo- | ocat i on i nbound enf or cenent drop 1
Sates enf or cenent
i Geo-| ocati on
141.212.122. 95 Wi ted 147.237.8.27 |e.nadimatal .idf.il Geo- | ocat i on i nbound enf or cenent drop 1
Sates enf or cenent
216. 218. 206. 102 g‘;s: 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST monitor |1
Lhited o Geo-| ocati on o
139. 162. 168. 200 147.237.76. 202 |e. hal ag.i df .il Geo-1 ocation i nbound enf or cenent drop 1
Sates enf or cenent
96. 250. 103. 91 g‘;s: 147.237.77. 216 |dover.idf .i SYN Attack SYN -> SYN-ACK -> RST monitor |1
192. 0. 86. 147 g“'af(f;’ 147.237.77. 216 |dover.idf .i SYN Att ack SYN -> SYN-ACK -> RST monitor |1
23.239. 31. 132 g‘;s: 147.237.77. 216 |dover.idf .i SYN Attack SYN -> SYN-ACK -> Ti neout monitor |1
i Geo-| ocati on
178.79. 141. 130 | t&d 147.237.0.200 |rdu.idf.il Geo-1 ocat i on i nbound enf or cenent drop 1
Ki ngdom enf or cenent
Lhi ted o Geo-| ocati on o
141. 212.122. 44 147.237.76.202|e.hal ag.idf .il Geo- | ocat i on i nbound enf or cenent drop 1
Sates enf or cenent
137.226.113.7 |cermany  [147.237.0.17 $n|y| kosher-kravi. i ovn At t ack SYN -> SYN-ACK -> RST moni tor |1
201.194.251.71 |@sta Rca |[147.237.72. 156 |anan.idf il Bad TCP sequence Ssca:gm retransmt with different window oo
184. 105. 139. 115 g;gg 147.237.72. 167 |i shurimaka. i df . i | SYN Att ack SYN -> SYN-ACK -> RST monitor |1
Lhited S -
174.106.51. 1 Sates 147.237.72. 166 |aka. i df .i | drop Frst packet isn't SN drop 1
139. 162. 168. 200 g;gg 147.237.77. 243 |nobi | e. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout monitor |1
216. 218. 206. 110 g‘;s: 147.237.77.233|atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST monitor |1
198. 58. 110. 199 g;gg 147.237.8.50 |e.tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout monitor |1
104. 237. 146. 151 g‘;s: 147.237.0.15  |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout monitor |1
Lhited . .
45.33.124.223  [o o 147.237.0.33 [idf.il drop drop 1
178.79. 141. 130 LKT';gegom 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout monitor |1
Lhi ted ) o Geo- 1 ocat i on o
141.212.122. 80 147.237.8.27 |e.nadimatal .idf.il Geo- | ocat i on i nbound enf or cenent drop 1
Sates enf or cenent
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Signature

Geo-1 ocati on
137.226.113.7 |Ger many 147.237.8.27 |e.nadimatal .idf.il Geo-1 ocation i nbound enf or cenent drop
enf or cenent
Non- conpl i ant TCP packets comng from
S reanming Engi ne: TCP i i
66.249. 64. 124 |Israel 147. 237.72. 166 |aka i df . i | 9 =g mitiple external sources vere detected. This |,
anoral y det ect ed may result frompotentia network configuration
pr obl em
184. 105. 247. 243 g“;tt:g 147.237.0.15 |kosher-kravi.idf.il  |SYN Attack SYN -> SYN-ACK -> RST noni t or
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Country Action
96.250.103.91 |Wnited Sates |147.237.77.216|dover.idf.il Paraneter Type Mol ation ct| 005Cont ent A acetbl der 13txt Bnai | in Bock |2
www i df . i 1 /1038- en/ dover . aspx
40.77.167.52 Uhited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock 1
201.194.251.71 |Gosta Rca 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Gonnection - Qpen Mde None
66. 249. 66. 19 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to waw atal .idf.il/nobile/ B ock
- . Unaut hori zed URL Access to
66. 249. 64. 9 I srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or urd asp/ showf o um asp B ock 1
66. 249. 76. 79 | srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ brot her s/ Bl ock 1
Illegal Byte Gode Character in URL /mvtza>cneuyanbHom caiite</ @>, C
Russi an . . 030aHHOM ANA 3TUX Lieneit
141.8.132.78 o ioation  |47-237-77.216|dover. i df. i <l p></ di v>#012#012#0124012#012</ di v>#0124012<t abl e Bock |1
cel | spaci ng=
. . Unhaut hori zed URL Access to
66.249.64.33  |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9694- he/ r ef uah. aspx B ock 1
66. 249. 76. 108 |1 srael 147.237.72. 166 |aka. i df . i | ?;aut hori zed URL Access to wwwu aka.idf.il/sip_storage/files/ 2/ nopw B ock 1
. nobi | e. nei tav. i df . i|ss. untraceabl e Gonnection - Protocol violation
183. 129. 160. 229|Chi na 147.237.76. 39 | (SSL_OONN LI ENT_HELLO) None 1
. . Unaut hori zed URL Access to
66.249.64.36  |Israel 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 994- 8898- he/ r ef uah. aspx B ock 1
66. 249. 76. 109 | srael 147.237.72. 166 |aka. i df . | T;’aut horized URL Access to waw aka.idf.il/sip_storage/files/ 2/ noipw B ock 1
Russi an . . . . )
195. 62. 53. 168 Federat i on 147. 237.77. 234 |hal ag. | df.il Unhaut hori zed URL Access to gnai | . condengi ne/ | og. t xt B ock 1
. . Unhaut hori zed URL Access to
66. 249. 64. 45 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 1661 i yus/ general / def aul t . asp Bl ock 1
66. 249. 79. 37 I srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i ngt op. asp B ock 1
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