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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
109. 67. 65. 154 | srael 147.237.77. 216 dover.idf.il B ack List drop 2
78.129.171. 175 Uni ted Ki ngdom 147.237. 76. 148 ggcenter.aka.idf.il |Back List drop 1
121.12.170. 153 Chi na 147.237. 0. 200 ndu.idf.il JLMPurple Gon Linit Tcp dr op 1
78.129.171. 175 Unhi ted Ki ngdom 147.237.76. 201 e ata.idf.il B ack List drop 1
95. 67. 136. 219 Russi an Federation 147.237.76. 177 ncore.idf.il | D QpenSSL- Hear t beat - ex1 dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der Per nit 2
163. 172. 32. 175 Ui ted Ki ngdom 147.237.77. 216 dover.idf.il [Cl000074: HITP. najestic bot Per nit 1
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|Top Attackers In |D|

Attacker Address

Target Address ‘

At acker
Gountry

Signature

Potential Scan or Brute Force

146.200.148.0 [147.237.77.74 LKJ?ir:;gom lawidf.il Tehila - Perl LWP wth fake user agent 2
146.200.148.0 [147.237.77.216 LK?i;gegom dover.idf.il Tehila - Perl LW with fake user agent 2
45.76.2.156 147.237.76.202|Whited Sates [e halag.idf.il ET SCAN Potential SSH Scan 1
206. 116. 149. 159|147. 237. 72. 167 |Canada ishurimaka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
45.76. 2. 156 147.237.72. 156 |Lhited Sates |aman.idf.il ET SCAN Potential SSH Scan 1
14.152.59. 11 147.237.0.17 |China mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
109. 236. 86. 32  |147.237.77.226[Netherl ands  |wan chanat z. aka.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
109. 236.86.32 |147.237.0.35 |Netherlands  |akaws.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
109.236.86.32 [147.237.0.19 |Netherlands  |nadimatal .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
52.57.110.155 |147.237.77.179|lhited Sates [e.nazi.idf.il ET SCAN NVAP -sS wi ndow 2048 1
52.57.110.155 |[147.237.77.179|Wited Sates |e.nazi.idf.il ET SCAN NVAP -f -sS 1
46. 249. 82. 10 147.237.77.205|Bul garia prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
208. 100. 26. 228 [147.237.76.86 [Lited Sates |navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
45.76.2. 156 147.237.76.198 |Lhited Sates |e.yohalan.idf.il ET SCAN Potential SSH Scan 1
14.152.59. 11 147.237.0.33 [China idf.il ET SCAN NMAP -sS wi ndow 1024 1
117, 168. 110, 2531147, 237. 72 217 |chi na cid il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
109. 236.86.32  |147.237.76.176 |Netherl ands  |test.ncore.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
109. 236.86.32 |147.237.0.34 |Netherlands  |tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
106. 75. 9. 82 147.237.8.28 |China e. nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
52.57.110.155 |[147.237.77.179|Wited Sates |e.nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.249. 82. 10 147.237.77. 205 |Bul gari a prishaidf.il ET SCAN NVAP -sS w ndow 3072 1
209, 126. 230. 71 |147. 237 76. 177 | ted Sates Incore.idh.il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
207.46. 13. 85 Lhited Sates |147.237.77. 216 |dover.idf.il dr op SAMrule drop 160
177.23.177. 146 |Brazil 147.237.72. 166 |aka. i df .| Header Rejection :‘;“;z;trej ection pattern found in oo |1s
Sreanming Engine: TGP Invalid i i ssi
66.249.64. 124 |Wnited Sates [147. 237. 72. 166 [aka. i of il 9 =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop
71.12.217.55 Lhited Sates |147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
113. 175. 215. 201 |\ et nam 147.237.72. 156 |aman.idf il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
Sreamng Engine: TCP Invalid i i ssi
2.53.11. 149 I srael 147.237.77. 243 |nubi | e.i df i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
5.102.240.11  |israel 147.237.77. 243 |nobi L e. i of .| 9 =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dropped.
66. 67. 69. 166 Lhited Sates |147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 2
. . SYNWAXK retransmt with .
95. 35.193.103 [l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence different vi ndow scal e monitor |2
217.132.37.229 |[Israel 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST noni t or
208.54.36.230 |Wited Sates |147.237.72. 166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or
95.35.193.103 |[lIsrael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or
45.56.74.212  |wited Sates [147.237.0. 16 I'W'kOSher'kraV"'df" SYN At t ack SYN -> SYN-ACK -> Timeout  |monitor |1
180. 97. 106. 37  |Chi na 147. 237. 77. 170 |naar achot . i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or
139. 162. 246. 121 |Uhited Sates [147. 237. 72. 156 |aman.i df . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
. o . Geo-1 ocati on i nbound
14.152.59. 11 Chi na 147.237.0.200 |rdu.idf.il Geo- | ocati on enf or cenent enf or cenent drop 1
137.226.113.7 |Germany 147. 237. 76. 200 |ei tan. aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1
184. 105. 139. 116|Wni ted Sates |147. 237. 77. 226 ‘AIMI"“ chanatz. aka. 1df o af t ack SYN -> SYN-ACK -> RST monitor |1
23.239.31.132 |lnited Sates |147.237. 77. 227 |e. hanaz. i df . i SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
139. 162. 160. 132|Wnited Sates [147.237.8.24 |e.lifestyle.idf.il  |Geo-1ocati on enf or cenent Sﬁ?o'rggi:]?n I nbound drop 1
216.218.206. 74 |lLited Sates [147.237.8.45 |e.eitan.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
45.56.74. 212 Lhited Sates |147.237.77. 121 |e.navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 1
180.97. 106. 161 |hi na 147.237.8.27 |emadimatal.idf.il  |Geo-1ocation enfor cenent Geo-I ocati on i nbound drop 1
enf or cenent
14.152.59.11  |china 147.237.8.28 |e.nobile-ks.idf.il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
141.212.122.86 |Uhited Sates |147.237.0.34 [tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
137.226.113.7 |Germany 147.237.77. 226 | "} chamatz. aka. i df |oyn af t ack SYN -> SYN-ACK -> RST monitor |1
198.58.110. 199 |Uhited Sates |147.237.76. 34 |yohal an.idf.il drop drop 1
23.239.31.132 |lnited Sates [147.237.77.235|sviva. idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
180. 97. 106. 37  |Chi na 147.237.0.19 |nadimatal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
139. 162. 160. 132|Wni ted Sates |147. 237. 7. 212 [e. dover i f .1 Geo- | ocati on enf or cenent Sﬁ?o'rggi:]?n I nbound drop 1
104. 237. 146. 151 |Uhited Sates |147. 237. 76. 199 [e. nakchal .i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 1
46. 19. 85. 187 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber alert 1
180. 97. 106. 161 |hi na 147.237.77. 227 |e. hanaz. i of . i1 Geo- | ocati on enf or cenent Ceo-I ocati on i nbound drop 1
enf or cenent
14.152.59. 11 Chi na 147.237.8.45 |e.eitan.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212.122.87 |Uited Sates [147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
139. 162. 37. 147 |Wited Sates |147. 237. 76. 199 |e. nakchal .i df .1 Geo- | ocati on enf or cement gﬁ?;)'rggi'mon I nbound drop 1
45.33.124.223 [lhited Sates [147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
. s . Geo-1 ocati on i nbound
180. 97.106.37 |China 147.237.8.14 |e.orchot.idf.il Ceo- 1 ocati on enf or cenent onf or coment drop 1
5.102.195.208 |[lsrael 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 1
139. 162. 168. 200|Lhited Sates |147.237.0.19 [nadi matal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 1
46. 19. 85. 187 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d AGK nunber noni t or 1
180. 97. 106. 162 |Chi na 147. 237. 76. 147 [chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1
23.92.20. 154 Lhited Sates |147.237.76. 177 |ncore.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
141.212.122.87 |Uited Sates |147.237.77.179 |e.nazi .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
139. 162. 37. 147 |Wited Sates |147. 237. 76. 202 |e. hal ag.idf .1 Geo- | ocati on enf or cenent (:;?o'rgZi'nf” I nbound drop 1
73.153.73.3 Lhited Sates |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
45.33.124.223 [Whited Sates [147.237.77.61 |e.cogat.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 1
180.97.106.37 |onina 147. 237. 76. 197 |e. hinush. i df . | Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
139. 162. 168. 200|United Sates |147. 237. 76. 197 |e. hi nush. i df . i Geo- | ocati on enf or cenent Geo-locati on i nbound drop 1

enf or cenent
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|Top Attackers In V\AF|

Devi ce

A tacker

count ry ‘Target Address |[Site Sgnature Acti on ‘Oount
68.180.229. 178 |Lhited Sates |147.237.77.216|dover. i df.il|Paraneter Type Vol ati on PageNumin v i df . il/1393-en/ dover. aspx Bl ock 1
66.249.76.77 [Israel 147.237.72.166|aka. i df . i| |Wnauthorized URL Access to 147.237.72. 166/ chamat z B ock 1
66. 249. 64. 33 | srael 147.237.76. 42 |refuah. i df. i|unaut hori zed URL Access to 147.237.76. 42/ 994- 8688- he/ r ef uah. aspx B ock 1
66.249.76.112 |lsrael 147.237.72.166|aka. i df .i| |Wauthorized URL Access to waw aka. i df.il/nobil e/ mai n/ gi yus/ general . aspx  |B ock 1
66.249.64.41  |[Israel 147.237.72.166 |aka. i df . i | 1D4S7t rzigilftf;_ ng;?zrljszﬁdorﬁ /:;;j’ssi;va or um asp Bl ock 1
66.249.79.37 |Israel 147.237.77. 216 |dover . i df . i [|Unaut hori zed LR Access to waw i df. il /aman/ B ock 1
66. 249. 66. 23 | srael 147.237.77.233|atal .idf.i| |Uauthorized URL Access to 147.237.77. 233/ 1401- he/ at al . aspx B ock 1
66.249.79.38 |Israel 147.237.77. 216 |dover . i df . i [|unaut hori zed URL Access to waw i df.il/english/history/born2. htm B ock 1
66.249.76.61 |Israel 147.237.72. 166 [aka. i df . i | |Wnauthorized LRL Access to aka.idf.il/sip storage/files/7/ Nopws B ock 1
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