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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action [Count |
77.127.16.111 | srael 147.237. 76. 86 navy.idf.il B ack List drop 1
115. 239. 251. 250 Chi na 147.237.72. 14 dover.idf.il (ol d) JLMPurple Gon Limt_Tcp drop 1
71.6.216. 54 Lhited Sates 147.237. 76. 147 chi nuch. aka.i df . il B ack List drop 1
71.6.216. 56 Lhited Sates 147.237.76. 177 ncore.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |S gnat ure Devi ce Action |Oount
69. 30. 198. 242 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP: naj estic bot Per nit 182
69. 30. 198. 242 Lhited Sates 147.237.72. 166 aka.idf.il C1000074: HTTP. maj estic bot Per nirt 4

69. 30. 198. 242 Lhited Sates 147.237.77.74 lawidf.il C1000074: HTTP. naj estic bot Permt 4

62. 210. 247. 125 France 147. 237. 72. 166 aka.idf.il C1000074: HITP: naj estic bot Per nit 2
74.111.27. 177 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HTTP. maj estic bot Per nirt 2

69. 30. 198. 242 Lhited Sates 147.237.0. 34 tikshuv.idf.il C1000074: HTTP. naj estic bot Per nirt 2

51. 254, 32. 82 France 147.237.77. 216 dover.idf.il C1000074: HITP: naj estic bot Per nit 2
51. 254. 32. 82 France 147.237.77. 176 nat pash. i df . i | C1000074: HTTP: naj estic bot Permit 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
91.121.221. 160 |147.237.77.216|Fance dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
62.210. 243.100 |[147.237.76. 148 |France ggcenter. aka. i df . il ET SCAN NMAP -sS wi ndow 1024 1
200. 48.200.59  [147.237.76.30 [Peru hi nush. i df . i | ET SCAN NVAP -sS w ndow 1024 1
58.218. 200. 137 [147.237.76. 177 |China ncore.idf.il ET SCAN Potential SSH Scan 1
180. 150. 177. 188(147. 237.8.14 |China e.orchot.idf.il ET SCAN NVAP -sS wi ndow 1024 1
58. 218. 200. 137 [147.237.76.31 [China nakchal . i df.il ET SCAN Potential SSH Scan 1
163. 172. 169. 150[147. 237. 76. 201 E?i;;gom e.atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
58.218.200. 137 |147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
109. 86. 228. 105 |147. 237. 76. 198 |krai ne e.yohal an.idf.il ET SCAN Potential SSH Scan 1
50.116.123.33 [147.237.76.202|Wnited Sates |e halag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
109. 86. 228. 105 [147.237.0.34 |lkraine ti kshuv. i df.il ET SCAN Potential SSH Scan 1
14.152.59. 11 147. 237. 76. 148 [Chi na ggcenter. aka.idf . il ET SCAN NVAP -sS w ndow 1024 1
109. 48.117. 38 |147. 237. 72. 166 |Fort ugal aka.idf.il ET SCAN Potential SSH Scan 1
12.139. 34. 20 147.237.72.217 |Whited Sates |e.idf.il ET SCAN NVAP -sS w ndow 3072 1
12.139. 34. 20 147.237.72.217 |Whited Sates |e.idf.il ET SCAN NVAP -f -sS 1
929 77 254105 |147. 237 0.35 |chi na akavs. i df il ET SOAN Behavi or al Lhusugl ly fast Ternminal Server Traffic, 1
Potential Scan or Infection
62.210. 243. 100 [147.237. 76. 196 |France e.svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
200. 48.200.59 |147.237.76.30 |[Peru hi nush. i df i | ET SCAN NMAP -sS wi ndow 3072 1
58.218. 200. 137 |147.237. 76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
191.12. 213. 135 |147.237. 76. 147 |Brazi chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
58.218. 200. 137 [147.237. 76. 148 |Chi na ggcenter. aka.idf.il ET SCAN Potential SSH Scan 1
180. 109. 151. 1031147, 237. 77 170 |chi na vaarachot i df i | ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
58. 218. 200. 137 [147.237.0.33 [China idf.il ET SCAN Potential SSH Scan 1
109. 236.86.32 |147.237.0.17 [Netherlands  |mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
54. 147. 8. 50 147.237.77. 216 |Whited Sates |dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
109. 86. 228. 105 [147.237.76. 42 |lkraine refuah.idf.il ET SCAN Potential SSH Scan 1
50.116.123.33 |147.237.76.197 |Uhited Sates |e himush.idf.il ET SCAN NVAP -sS wi ndow 1024 1
109. 86. 228. 105 [147.237.0.19 |lkraine nadi matal .idf.il ET SCAN Potential SSH Scan 1
14.152.59. 11 147.237.0.16 [China ny-kosher-kravi.idf.il  |ET SCAN NVAP -sS wi ndow 1024 1
93.193.5. 16 147.237.76.86 |Ger many navy.idf.il ET SCAN Potential SSH Scan 1
12.139. 34. 20 147.237.72.217 |Whited Sates |e.idf.il ET SCAN NVAP -sS w ndow 2048 1
66.249.76.118 |147.237.72.166 |Lhited Sates |aka idf.il SERVER APAO_E Apac.he mod_ssl - non- S8 connection to SS. 1
port denial of service attenpt
208. 100. 26. 228 |147.237.76. 176 |Lhited Sates |test.ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address [Ste Signature Action ‘Count
107.167.113.70 |Uhited Sates |147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST moni t or 23
155. 254. 215. 27 |Bahrain 147.237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 13
. . . SYNWAXK retransmt with .
69.30.198.242 [Lhited Sates [147.237.77. 216 [dover.idf.il Bad TCP sequence different vi ndow scal e monitor |7
2.53.20. 234 I srael 147.237.72. 166 |aka. i df . i1 SYN Attack SYN -> SYN-ACK -> RST moni t or
221.113.5.6 Japan 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
84.229. 90. 98 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
. . SYNtAK retransmt wth A
5.29. 6. 156 | srael 147.237.72. 166 |aka.i df . il Bad TCP sequence di fferent i ndow scal e noni t or 4
46. 19. 86. 153 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Invalid ACK nunber alert
46. 19. 86. 153 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
74.73.20. 33 Lhited Sates [147.237.72. 167 |i shurimaka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or
46.19. 86. 46 I srael 147. 237.77. 226 :"”‘WCham’tZ'aka' 'dh-1 lBad TGP sequence Invalid ACK nunber monitor (3
Sreaming Engine: TGP Invalid i i ssi
46.19.85.115  |israel 147. 237.77. 243 |obi l e. i f . i 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
46. 19. 85. 241 | srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or
50.116.39.165 |Wited Sates |147.237.0.17 ?’inl”'kOSher'kra""'d SYN At t ack SYN -> SYN-ACK -> RST monitor |2
Sreanming BEngine: TCP Invalid i i ssi
131.253.27.25 |[Wiited Sates |147.237.76.200 |eitan. aka idf. il g =g Invalid segnent retransmssion. g, 2
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
77.138.46.133  |France 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 Invalid segnent retransmssion. |, ., 2
Ret r ansni ssi on Packet dropped.
50.116.39. 165 |lLhited Sates [147.237.76.39 |nobile neitav.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
69.30.198.242 |lnited Sates [147.237.77.216|dover.idf.il Bad TCP sequence Invalid ACK nunber moni t or 2
2.53.52. 154 | srael 147.237.72. 166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 2
137.226.113.7 |Germany 147.237.77. 234 |hal ag.idf .i SYN Attack SYN -> SYN-ACK -> RST noni t or 1
85.65.228.111 |[Israel 147.237.72. 166 |aka. i df . i1 Bad TCP sequence Invalid ACK nunber alert 1
183. 129. 160. 229|Chi na 147.237.77. 170 |maar achot . i df . i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
60.30.198.242 |United Sates |147.237.72. 166 |aka i df il Bad TCP sequence SINWACK retransmt with monitor |1
different w ndow scal e
180. 97. 106. 162 |Chi na 147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or
2.53.138.171 | srael 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or
109. 66. 164. 186 |l sr ael 147. 237.72. 166 |aka i of . i Bad TCP sequence SINFACK retransnit Wi th moni tor |1
different w ndow scal e
183. 129. 160. 229|Chi na 147.237.77.235|sviva.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
183. 129. 160. 229|Chi na 147.237.76. 176 |test.ncore.idf .i SYN Attack SYN -> SYN-ACK -> RST noni t or 1
180. 97.106. 37  |China 147.237.77. 234 |hal ag.i df .i | SYN Attack SYN -> SYN-ACK -> RST moni t or 1
5.29. 74. 163 | srael 147.237.72. 166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
141.212.122.38 |wited Sates [147.237. 76. 197 [e. hi nush. i df .| Geo- | ocati on enf or cenent Sﬁfo'rggi:]f” I nbound drop 1
85. 65.228.111 |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d AGK nunber moni tor |1
183. 129. 160. 229|Chi na 147.237.77. 212 |e. dover. i df .1 Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
69.30.198.242 |lLhited States |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACGK nunber aert 1
180. 97. 106. 162 |Chi na 147.237.8.24 |elifestyle idf.il Geo- | ocati on enf or cenent Geo-Iocati on i nbound drop 1
enf or cenent
180.97.106.37 |onina 147.237.8.28 |e.nobile-ks.idf.il Geo- | ocati on enf or cenent Geo-l ocati on i nbound drop 1
enf or cenent
2.53.144. 37 | srael 147.237.72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
185.32.179. 121 |Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
183. 129. 160. 229|Chi na 147.237.76. 177 |ncore.idf .i | SYN Attack SYN -> SYN-ACK -> RST moni t or 1
180.97. 106. 161 |ni na 147.237.8.50 |e.tikshuv.idf.il Geo- 1 ocati on enf or cenent Geo-Iocati on i nbound drop 1
enf or cenent
141.212.122.39 |wited Sates [147.237. 76. 197 [e. hi nush. i df . i| Geo- | ocati on enf or cenent Geo-l ocati on i nbound drop 1
enf or cenent
85. 210. 138. 250 LKTI;gegom 147.237.77. 216 [dover.idf il SYN Att ack SYN -> SYN-ACK -> RST moni t or 1
183. 129. 160. 229|Chi na 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
180. 97. 106. 162 |Chi na 147.237.76.34 |yohal an.idf.il drop drop 1
180. 97.106. 37 |Chi na 147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
2.53.184. 168 I srael 147.237.72. 166 |aka. i df . i1 Bad TCP sequence Invalid ACK nunber aert 1
137.116.71. 170 |Wwited Sates |147.237.8.27 |e.madimatal.idf.il  |Geo-1ocation enf or cenent i?;;lrggilmon I nbound drop 1
79.180. 203. 40 |l srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or
183. 129. 160. 229|Chi na 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST moni t or
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A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
86.247.50. 205  |France 147. 237.72. 166 |aka. i df . i | m;:(guit;q iﬁr}a;ihn%ozrs d“g;ﬂ??.;g;xmom UL on Bl ock 2
46.19. 86. 77 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to wwu refua. atal .idf.il/1325-he/ refuah. aspx) |B ock 1
183. 129. 160. 229|Chi na 147.237.77.234|hal ag. i df . il Distributed Ml forned UR Bl ock 1
183. 129. 160. 229|Chi na 147.237.77.74 [lawidf.il Oistributed Mal fornmed LRL B ock 1
66. 249. 76. 77 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ edi ni yoman/ yonan. asp |B ock 1
183. 129. 160. 229|Chi na 147.237.77.235|sviva. i df . il Mul ti pl e Unknown HTTP Request Met hod from 183. 129. 160. 229 B ock 1
183. 129. 160. 229|Chi na 147.237.77. 170 |n@ar achot . i df . i [|[Mil ti pl e Unknown HTTP Request Method from 183. 129. 160. 229 B ock 1
84.94. 67. 133 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
66.102. 9. 8 Wited Sates  [147.237.72. 166 |aka. i df . i | Dstr buted tau ot zed d'\e‘:;:‘l’?';‘s’;xmo“” UL on Bl ock 1
183. 129. 160. 229|Chi na 147.237.77.234|hal ag. i df . il Distributed Unknown HTTP Request Met hod B ock

183. 129. 160. 229|Chi na 147.237.77.74 [lawidf.il D stributed Unknown HTTP Request Met hod Bl ock
66.249.93.69 I srael 147.237.77. 234 |hal ag. i df . i | i;f r2|3t7)Ut7(;d237:];23:;2?151%/?{5?5; 1(.)2:;i . Bl ock 1
183. 129. 160. 229|Chi na 147.237.77. 216 |dover . i df . i | Ml for med HTTP Header Line 1 B ock 1
66. 249. 64. 124 | srael 147. 237.72. 166 |aka. i df . i | ;Jgaut horized URL Access to waw aka.idf.il/sip_storage/files/ 2/ nopw B ock 1
183. 129. 160. 229|Chi na 147.237.77.234|hal ag. i df . il Mil tiple Milforned HTTP Header Line from 183.129. 160. 229 B ock 1
183. 129. 160. 229|Chi na 147.237.77.74 |lawidf.il Ml forned HTTP Header Line 1 B ock 1
69. 114. 98. 99 Lhited Sates 147.237.72.166 |aka. i df . i | Unaut hori zed Method PCST for waw aka. i df . il/mai n/ sachar B ock 1
2.53.9. 234 I srael 147.237.77.234|hal ag. i df . i | Lhaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/ bul | et 1. gi f |Bl ock 1
183. 129. 160. 229|Chi na 147.237.77. 216 |dover . i df . i | Mal formed LRL B ock 1
106.38. 241. 106 |Chi na 147.237.76.86 |navy.idf.il %&&ﬁ?ﬂ&%ﬁiﬁg - Protocol violation None 1
66. 249. 66. 23 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 994-8517-he/ atal . aspx |B ock 1
183. 129. 160. 229|Chi na 147.237.77.235|sviva.i df . i | Mil tiple Nal formed HTTP Header Line from 183. 129. 160. 229 Bl ock 1
183. 129. 160. 229|Chi na 147.237.77. 170 |n@ar achot . i df . i [|Mil ti pl e Mal formed HTTP Header Line from 183. 129. 160. 229 B ock 1
77.139.207.13 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for www aka.idf.il/main/rabanut/fag. aspx |B ock 1
46. 4. 74. 42 Ger many 147.237.72. 166 |aka. i df . i | m“atkr:ir;ﬁ? /l\tfgtht?ec:sll—lszgjr;/%ref it asp Bl ock 1
183. 129. 160. 229|Chi na 147.237.77. 216 |dover . i df . i | Unknown HTTP Request Method test in LR B ock 1
176. 195. 108. 25 :3::;’} o 147.237.72. 166 |aka. i df . i | m“;?;’_rii dzf? I'ﬁ:a:"r’:grﬁ; ;r?irot ansuer. aspx Bl ock 1
66.249.75. 149 I srael 147.237.76.86 [navy.idf. il mu;er\]\?;.lizdiéillﬁefrcprzf:s/t;har ed/ user cont r ol s/ header upper / Bl ock !
183. 129. 160. 229|Chi na 147.237.77.235|sviva. i df .i | Ml tiple Malformed URL from 183. 129. 160. 229 Bl ock 1
183. 129. 160. 229|Chi na 147.237.77. 170 |n@ar achot . i df . i [|[Mil ti pl e Ml formed URL from 183. 129. 160. 229 B ock 1
80. 1. 254. 176 Uni ted Ki ngdom [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to www i df . il/894-en/i df gdover. aspx B ock 1
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