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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
109. 86. 228. 105 Lkr ai ne 147.237. 76. 200 eitan. aka.idf.il JLM Under At tack_Con_Tcp drop 2
93. 174. 94. 235 Net her | ands 147.237. 76. 148 ggcenter.aka. idf.il |Back List drop 1
191. 96. 249. 116 Gile 147.237. 76. 38 eeneitav.idf.il B ack List drop 1
191. 96. 249. 116 Chile 147.237.76. 199 e.nakchal .idf.il B ack List drop 1
124.224.188. 78 Chi na 147.237.76. 148 gogcenter.aka. idf.il |Back List drop 1
78.129.171. 175 Uhi t ed Ki ngdom 147.237. 76. 30 hi nush. i df . i | B ack List drop 1
185.94.111. 1 Russi an Federation 147.237.76. 177 ncore.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry rget Address |Site Sgnature Devi ce Action |Count
51. 254, 215. 143 France 147.237.72.166 |aka.idf.il C1000074: HITP:. naj estic bot Per mit 3
5.9.111.70 Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. maj estic bot Per nit 2
51. 254. 32. 82 France 147.237.77.176  |natpash.idf.il C1000074: HTTP. naj estic bot Per it 1
51. 254, 32. 82 France 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot Per mit 1
71. 6. 158. 166 Lhited Sates 147.237.0. 16 ny- kosher-kravi .idf.il 13840: TLS (penSSL Heartbeat Packet Bl ock 1
74.111.27. 177 Lhited Sates 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot Per it 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
46.120.122. 219 |147.237.72. 166 (I srael akaidf.il Xenu Link S euth User Agent 2
91. 10. 53. 89 147. 237. 77. 243 |Ger many nobi | e.idf.il ET SCAN Potential SSH Scan 2
179. 101. 199. 49 |147.237. 77. 212 |Brazi e. dover.idf.il ET SCAN Potential SSH Scan 1
5. 255. 90. 133 147. 237. 72. 167 |Net her | ands i shurimaka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 10. 53. 89 147.237.77. 74 |Ger many lawidf.il ET SCAN Potential SSH Scan 1
177.161.166.2 |147.237.8.14 |Bazil e.orchot.idf.il ET SCAN Potential SSH Scan 1
91.10. 53. 89 147. 237. 76. 200 |Ger many eitan aka.idf.il ET SCAN Potential SSH Scan 1
114. 26.106. 130 [147.237.0.34 |Taiwan tikshuv.idf.il ET SCAN Potential SSH Scan 1
91. 10. 53. 89 147. 237. 76. 176 |Ger many test.ncore.idf.il ET SCAN Potential SSH Scan 1
109. 48.117.38  |147. 237. 76. 197 |Fort ugal e. himush. i df il ET SCAN Potential SSH Scan 1
91. 10. 53. 89 147. 237.76. 42 |Ger many refuah.idf.il ET SCAN Potential SSH Scan 1
925 77 254,105 |147. 237 0.35  |ni na kv, i df il ET SCAN Behavi or al Lhusugl ly fast Terminal Server Traffic, 1
Potential Scan or Infection
93.174.93.210 [147.237.76.31 |[Netherlands nakchal . i df . i1 ET SCAN NMAP -sS wi ndow 1024 1
91. 10. 53. 89 147.237.76.31 |Ger many nakchal . i df . il ET SCAN Potential SSH Scan 1
209. 126. 230. 71 [147.237.77.74 |Wited Sates lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 10. 53. 89 147. 237. 77. 235 |Ger many svivaidf.il ET SCAN Potential SSH Scan 1
191. 31. 134. 126 |147.237.8.24 |Razil elifestyleidf.il ET SCAN Potential SSH Scan 1
72.202.128.190 [147.237.76.176|Whited Sates test.ncore.idf.il ET SCAN Potential SSH Scan 1
91. 10. 53. 89 147.237. 77. 212 |Ger many e. dover.idf.il ET SCAN Potential SSH Scan 1
191. 30. 123. 62  |147.237.76.30 |Brazil hi nush. i df . il ET SCAN Potential SSH Scan 1
46.161.40.17  |147.237.0.34 Eég:::t”im ti kshuv. i of . i ET SCAN NVAP -sS wi ndow 1024 1
91. 10. 53. 89 147. 237.77. 179 |Ger many e.nazi.idf.il ET SCAN Potential SSH Scan 1
179. 174. 207. 104|147. 237. 76. 196 |Brazi | e.svivaidf.il ET SCAN Potential SSH Scan 1
91.10. 53. 89 147. 237.77. 121 |Ger many e.navy.idf.il ET SCAN Potential SSH Scan 1
177.213. 145. 32 (147.237.76.31 |Brazil nakchal . i df. il ET SCAN Potential SSH Scan 1
91. 10. 53. 89 147.237.77. 61 |Ger many e.cogat.idf.il ET SCAN Potential SSH Scan 1
114. 26. 106. 130 |147. 237. 77. 212 |Tai wan e. dover.idf.il ET SCAN Potential SSH Scan 1
91. 10. 53. 89 147. 237. 76. 198 |Ger many e.yohal an.idf.il ET SCAN Potential SSH Scan 1
109. 48.117. 38  |147. 237. 76. 199 |Fort ugal e. nakchal .idf.il ET SCAN Potential SSH Scan 1
91.10. 53. 89 147. 237. 76. 44 |Ger many e.refuah.idf.il ET SCAN Potential SSH Scan 1
93.193.6.171 147. 237.76. 44 |Ger many e.refuah.idf.il ET SCAN Potential SSH Scan 1
91. 10. 53. 89 147.237.76. 34 |Ger many yohal an. i df .il ET SCAN Potential SSH Scan 1
217.23.6.58 147.237.76. 42 |Nether| ands refuah.idf.il ET SGAN Behavi or al Lhusugl ly fast Termnal Server Traffic, 1
Potential Scan or Infection
91. 10. 53. 89 147.237.76.30 |Ger many hi nush. i df . il ET SCAN Potential SSH Scan 1
208. 100. 26. 228 |[147.237.76.176|lited Sates test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 10. 53. 89 147. 237. 77. 233 |Ger many atal.idf.il ET SCAN Potential SSH Scan 1
191. 30. 194. 213 |147.237.8.46 |Bazil e. chinuch.idf.il ET SCAN Potential SSH Scan 1
46.229.223.8  |147.237.77.61 Eég:::t”im e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91. 10. 53. 89 147. 237. 77. 205 |Ger many prisha idf.il ET SCAN Potential SSH Scan 1
180. 150. 177. 188|147. 237. 8. 45 |Chi na eeitanidf.il ET SCAN NVAP -sS w ndow 1024 1
46.161.40.17  |147.237.0.16 gg::;”ion ny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
91. 10. 53. 89 147. 237. 77. 176 |Ger many mat pash. i df .i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
141.0.14. 74 Eur ope 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 76
87.69.119. 111 | srael 147. 237, 77. 243 |nobi l e.i df . i | Streamng Engi ne: TCP Invalid segnent retransmssi on. drop 40
I nval i d Retransm ssion Packet dr opped.
154.121.251.88 |Ageria 147. 237.77. 216 |dover . i df .i | Bad TCP sequence mﬁ;‘: reansm wthditferent | oonitor |11
154.121.251.88 |Ageria 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 9
154.121.251.88 |Ageria 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 9
66. 102. 9. 145 Lhited Sates |147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
46. 19. 86. 150 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber moni tor |7
79.176. 142. 209 |[lsrael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber monitor |7
46. 19. 86. 150 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 86. 150 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber moni tor |6
46. 19. 86. 150 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 6
5.29.182.51 I srael 147. 237. 72. 156 |anan.i df .i Bad TCP sequence monitor |5
2.53.140. 83 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 5
66.249.93.79  |Europe 147.237.76. 200 |ei tan. aka i of il Streamng Engi ne: TP Invalid segment retransmssi on. drop 4
Inval i d Retransmission Packet dr opped.
109. 253. 218. 78 |l srael 147. 237. 72. 156 |anan. i df .i SYN At tack SYN -> SYN-ACK -> RST moni tor |3
5.29.182.51 | srael 147.237. 72. 156 |anan.i df . il drop Frst packet isn't SN drop 3
109. 253. 219. 116l srael 147.237.77. 216 |dover.i df . i1 SYN At tack SYN -> SYN-ACK -> RST moni tor |3
5.29.182.51 I srael 147.237.72. 156 |anan.i df .il Bad TCP sequence Inval i d ACK nunber nonitor 3
2.53.135. 53 I'srael 147. 237.77. 243 |nobi l e i f . i Streamng Engi ne: TCP Invalid segnent retransmssion. drop 3
I nval i d Retransnission Packet dropped.
5.29.182.51 | srael 147. 237. 72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
2.122.243. 211 LK?ir::gom 147.237. 77. 216 |dover.i df .il Bad TCP sequence Invalid ACK nunber monitor |2
50. 87. 144. 145 |United Sates |147. 237. 77. 216 |dover. i df i drop First packet isn't SWN drop
46. 19. 85. 30 | srael 147. 237. 72. 166 [aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST noni t or
93.172.134.58 |Israel 147.237.77. 243 |nobil e. i of . Streamng Engi ne: TCP Invalid segnent retransmssion. drop 2
I nval i d Retransnission Packet dropped.
79.176.18.110 |Israel 147.237. 72. 166 [aka.i df .i Bad TCP sequence Invalid ACK nunber moni tor |2
52.16.5.197 Ireland 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 2
46.19. 85. 109 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
5.29.182.51 I srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Invalid ACK nunber aert 2
2.55.184.98 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |2
46.19. 86. 13 I srael 147. 237. 77. 216 |dover.i df . i1 SYN Attack SYN -> SYN-ACK -> RST moni tor |2
46.19.86.153  |Israel 147.237.77. 233 |atal i of i Bl ock HTTP Non Conpl i ant isigre?a:izga?ﬁrr;’;g detected: 111ed onitor |2
109. 226. 40. 40 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
77.125.78.137 |Israel 147. 237. 77. 216 |dover.i df .i | drop First packet isn't SWN drop 2
46. 120. 46. 195 I srael 147.237.72. 156 |anan. i df . i | SYN At t ack SYN -> SYN ACK -> Ti meout noni t or 1
154, 121. 251. 88 |Ageria 147.237. 77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber noni t or 1
14.152.59. 11 Chi na 147.237.0.35 |akaws.idf.il drop drop 1
139. 162. 37. 147 |lhited Sates |147. 237. 76. 147 |chi nuch. aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
183. 129. 160. 229|Chi na 147.237.76. 198 |e. yohal an.idf . il Geo- | ocati on enf or cenent Geo-1 ocation inbound enf orcenent |drop 1
180. 97. 106. 37  [Chi na 147.237.0.34 [tikshuv.idf.il SYN At tack SYN -> SYN-ACK -> RST moni tor |1
141.212.122.86 |lhited Sates |147. 237.0. 17 ;nlnly kosher-kravi . 1d |qyn| At t ack SYN -> SYN-ACK -> RST monitor |1
14.152.59. 11 Chi na 147.237.0.16  |ny-kosher-kravi.idf.il |[SYN At tack SYN -> SYN-ACK -> RST noni t or 1
77.138.172.134 |France 147. 237. 72. 156 |anan.i df .i SYN At tack SYN -> SYN-ACK -> RST moni tor |1
180. 97. 106. 162 |Chi na 147.237.76.196 |e.sviva.idf.il Geo- | ocati on enf or cenent Geo-| ocati on inbound enf orcenent [drop 1
154.121.251.88 |Ageria 147. 237. 77. 216 |dover.i df . i1 SYN At tack SYN -> SYN-ACK -> Ti neout alert 1
192.0.118.178 |wnited Sates |147. 237. 77. 216 |dover. i df i SYN At tack SYN -> SYN-ACK -> RST moni tor |1
2.55.184.98 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber alert 1
70.119.94. 185 |Lnited Sates |147. 237. 72. 167 |i shuri maka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST moni tor |1
180. 97.106. 37 |Chi na 147.237. 76. 148 |ggcent er. aka. i df . i | drop drop 1
141.212.122.86 |Wited Sates |147. 237, 77. 226" Chamatz. aka Tdf- T layny a¢ t ack SYN -> SYN-ACK -> RST monitor |1
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A tacker

Devi ce

wan aka. i df . i |/ mai n/ hone/ def aul t . aspx

country Target Address |Site Sgnature Action ‘Count

2.53.143.22 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 29
2.55.56.73 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 25
2.53. 0. 240 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 6
2.53.155.206 |lsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
66.249.76. 112 |Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 66. 249, 76. 112 B ock 2
109. 253. 204. 61 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
5.29.75.9 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
92.19. 40. 44 LKJi"intgegom 147.237.72.166 |aka. i df . i | m;;(sult defd. iﬂa#;ihn‘;rhioﬁ? dﬁ;ﬁfg;’;}(mo‘m L on Bl ock 1
46.19.86.153 |[Israel 147.237.77.233|atal . i df . il Mal formed LRL B ock 1
66.249.79.59 | srael 147.237. 77. 216 [dover . i df . i | e e oar- e/ dover . aspx B ock 1
66.249.64.30 |Israel 147.237.76.42 |refuah.idf.il Wnaut hori zed URL Access to 147. 237. 76. 42/ 994- 8935- he/ r ef uah. aspx  |B ock 1
109. 67. 33. 155 |Israel 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to www navy.idf.il/size220x0/ si p_st or age B ock 1
66.249.76. 112 [l srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to www aka.idf.il/ishurini_blank Bl ock 1
46.19.86.153 |Israel 147.237.77.233|atal .idf .il Ml tiple Ml formed URL from 46. 19. 86. 153 B ock 1
68.180.229. 178 |Lhited Sates |147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin waw i df.il/1381- he/ dover. aspx B ock 1
66.249.64.33 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 1644- he/ r ef uah. aspx B ock 1
66.249.76.114 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 66. 249. 76. 114 B ock 1
46. 19. 86. 153 | srael 147.237.77.233|atal .idf.il Mul ti pl e Unknown HTTP Request Method from 46. 19. 86. 153 B ock 1
68.180. 229. 178 [Lhited Sates |147.237.77. 216 |dover. i df .i | mult ;?ri'liiinmzfgﬁ;égl ser cont ol s/ header upper Bl ock 1
66. 249 76. 106 |1 srael 147. 237.72. 166 |aka. i df . i | 1Lh5aut horized URL Access to waw aka.idf.il/sip_storage/files/ 2/ nopw B ock 1
2.55.135.107 |Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237. 76. 42/ styl el shared/ t ext . css B ock 1
203.41.222.1 |Asstralia 147.237. 72. 166 [aka. i df . i | Dstributed thauthori zed tethod for Knomn LRL on Bl ock 1
66.249.76. 114 |lsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df.il/sip_storage/files/7/ nopw9 |B ock 1
46.19.86.153 |Israel 147.237.77.233|atal .idf .il Unknown HTTP Request Met hod wser in URL B ock 1
68.180.231. 60 [Lnited Sates |147.237.77. 176 |mat pash. i df . i | ma?:g:rt pe M /Oéﬂ;f’ﬁeﬁgzgt@aisgx Bl ock 1
66. 249. 76. 108 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wwv aka. idf.il/sip_storage/files/2/ nopws |B ock
203.41.222.1 |Australia 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method PCBT for waw aka.idf.il/ishurim B ock
66.249.76. 118 |l srael 147.237.72. 166 |aka. i df . i | i‘sg&ac\'\?ﬂ&%]fi&g Protocol violation None 1
66.102. 9. 2 Wited Sates |147.237.72.166|aka. i df .i| Distributed thauthori zed Mthod for Known LRL on Bl ock 1
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