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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
203. 87. 133. 140 Phi | i ppi nes 147.237.77. 216 dover.idf.il |TCP handshake viol ation, first packet not syn drop 5
93.174. 93. 210 Net her | ands 147.237.76. 31 nakchal .idf.il|bl ock-sp-trafl f orward 2
176. 31. 215. 221 France 147.237.76. 42 refuah.idf.il |Back List drop 1
64.94.1.186 Lhited Sates 147.237.76. 31 nakchal .i df.il|B ack List drop 1
78.129.171. 175 Uni ted Ki ngdom 147.237.76. 42 refuah.idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgna1 ure Devi ce Action |Oount
208. 110. 85. 74 Lhited Sates 147. 237. 76. 200 eitan. aka.idf.il CL000074: HTTP. naj estic bot Per mit 4
208. 110. 85. 74 Lhited Sates 147.237.77. 74 lawidf.il C1000074: HITP. maj estic bot Per nit 4
208. 110. 85. 74 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HTTP. maj estic bot Per nirt 3
199. 58. 86. 206 Lhited Sates 147.237.77. 216 dover.idf.il CL000074: HTTP. naj estic bot Per mit 2
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|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature

182.44.86.38 [147.237.8.45 |China eeitanidf.il ET SCAN Potential SSH Scan 2
140. 250. 71. 42 |147. 237. 76. 198 |Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 2
140. 250. 71. 42 |147.237.0.16 |China ny-kosher-kravi .idf.il |ET SCAN Potential SSH Scan 2
192 230, 216. 60 |147. 237 8. 27 |chi na o radimatal idf i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 5
Potential Scan or Brute Force
140. 250. 71. 42 |147.237.76.38 |China eengitav.idf.il ET SCAN Potential SSH Scan 2
182.44.86.38 |147.237. 77.233|Chi na atal.idf.il ET SCAN Potential SSH Scan 2
182. 44.86.38 [147.237. 77. 205 |Chi na prishaidf.il ET SCAN Potential SSH Scan 2
2.55. 39. 152 147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
140. 250. 71. 42 |147. 237. 76. 200 |Chi na eitan. aka idf.il ET SCAN Potential SSH Scan 1
183.60.48.25 |147.237.76.31 |China nakchal . i df .i ET SCAN Potential SSH Scan 1
140. 250. 71. 42 |147.237.8.14 |China e orchot.idf.il ET SCAN Potential SSH Scan 1
183.60.48.25 |147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
140. 250. 71. 42 |147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
182.44.86.38 [147.237.8.24 |China elifestyle.idf.il ET SCAN Potential SSH Scan 1
140. 250. 71. 42 |147.237. 76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
182.44.86.38 |147.237.77.234|Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
182.44.86.38 |147.237.0.35 |China akavs. i df . il ET SCAN Potential SSH Scan 1
140. 250. 71. 42 |147.237.76. 44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
182.44.86.38 |147.237.77.216|Chi na dover.idf.il ET SCAN Potential SSH Scan 1
180. 213. 5. 205 |147.237.76. 44 |China erefuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
182. 44.86.38 |147.237.77. 176 |Chi na nat pash. i df . i | ET SCAN Potential SSH Scan 1
163. 172. 11. 244 |147. 237. 76. 30 %irf;gom hi nush. i df il ET SCAN NMAP -sS wi ndow 4096 1
208. 100. 26. 228 [147.237.8.50 |lhited Sates |e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
94.102. 48.195 |147.237.8.46 |Netherlands e.chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
182.44.86.38 |147.237.77.121|Chi na e navy.idf.il ET SCAN Potential SSH Scan 1
140. 250. 71. 42 |147.237.76.30 |China hi nush. i df . i | ET SCAN Potential SSH Scan 1
198.20.69. 74 [147.237.77.19 |Wited Sates |[lawforumidf.il ET DRCP Dshield B ock Listed Source 1
66.249.83.83  |147.237.77.226|lhited Sates |wawn chamatz. aka.idf.il |ET SCAN NVAP -sA (2) 1
140. 250. 71. 42 |147.237.77. 176 |Chi na nat pash. i df . i | ET SCAN Potential SSH Scan 1
182. 44.86.38 |147.237. 76. 201 |Chi na eatal.idf.il ET SCAN Potential SSH Scan 1
140. 250. 71. 42 |147.237.72. 167 |hi na i shuri maka.idf.il ET SCAN Potential SSH Scan 1
183.60.48.25 |147.237. 76. 176 |Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
46.120. 122. 219 (147. 237. 72. 166 I srael aka.idf.il Xenu Link Seuth User Agent 1
140. 250. 71. 42 |147.237.77.61 |China e.cogat.idf.il ET SCAN Potential SSH Scan 1
140. 250. 71. 42 |147.237.8.46 |China e. chinuch.idf.il ET SCAN Potential SSH Scan 1
182. 44.86.38 [147.237.76.38 |China eeneitav.idf.il ET SCAN Potential SSH Scan 1
183.60.48.25 [147.237.76.42 |hina refuah.idf.il ET SCAN Potential SSH Scan 1
14.152.59.11 |147.237.77.227|Chi na e. hanaz. i df .il ET SCAN NVAP -sS w ndow 1024 1
140. 250. 71. 42 |147. 237. 76. 201 |Chi na eatal.idf.il ET SCAN Potential SSH Scan 1
140. 250. 71. 42 |147.237.8.27 |China e.nadimatal .idf.il ET SCAN Potential SSH Scan 1
182.44.86.38 |147.237. 72. 156 |Chi na anan. i df.il ET SCAN Potential SSH Scan 1
140. 250. 71. 42 |147. 237. 76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
183.60.48.25 [147.237.0.35 |China akavs. i df .il ET SCAN Potential SSH Scan 1
140. 250. 71. 42 |147.237.0.200 |Chi na rdu. i df il ET SCAN Potential SSH Scan 1
182.44.86.38 [147.237.8.28 |China €. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
140. 250. 71. 42 |147. 237. 76. 196 |hi na e.svivaidf.il ET SCAN Potential SSH Scan 1
182.44.86.38 |147.237. 77. 243|Chi na nobi | e.idf il ET SCAN Potential SSH Scan 1
182. 44.86.38 [147.237.0.200 |China rdu. i df il ET SCAN Potential SSH Scan 1
140. 250. 71. 42 |147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
140. 250. 71. 42 |147. 237. 76. 148 |Chi na ggcenter. aka. i df . il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
87.69.119.111 | srael 147.237.77. 243 |mobi e i o i1 |2 €M NG Engine: TCP Invalid Jinvalid segnent retransmission. Packet |y 40
Ret r ansni ssi on dr opped.
141. 226. 162. 169|i srael 147237, 77, 243 |mbil e i i1 | €AM NG Engi ne: TQP Inval id finvalid segnent retransmssi on. Packet drop 30
Ret r ansni ssi on dr opped.
46. 19. 86. 72 I srael 147.237.76.42 |retuan.icr il | €A ng Engl ne: TCP Invalid finvalid segnent retransnission. Packet drop 14
Ret r ansni ssi on dr opped.
46. 19. 85. 38 I srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |10
85. 186. 64. 60 Romani a 147.237.72. 166 |aka.i df .i | drop First packet isn't SYN drop 7
105. 104. 67. 164 |Ageria 147.237.77. 176 |matpash.idf .il |[SYN Att ack SYN -> SYN-ACK -> RST monitor |6
85. 186. 64. 60 Rormani a 147.237.72. 166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 5
46.19. 85. 114 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 5
46.19. 85. 114 I srael 147. 237. 77. 216 |dover.i f .i | Bad TCP sequence Inval i d AGK nunber nonitor |5
46. 19. 85. 215 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Inval i d ACK nunber monitor |5
46.19. 85. 114 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 4
195. 239. 16. 40 :Z:::Inl on 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 4
197. 165. 175. 231 |Hgypt 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or 4
46.19. 85. 114 I srael 147.237.76.42 |refuah.idf.il |[Bad TCP sequence Inval i d ACK nunber noni t or
195. 239. 16. 53 gz:;;r: on 147.237.77.74 |lawidf.il drop First packet isn't SN drop 4
197. 165. 175. 231 |Egypt 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
66.102. 9. 145 Lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop
197. 165. 175. 231 |Egypt 147.237.76.86 |navy.idf.il Bad TCP sequence mﬁﬁ]’(;cztl rea”S”“ w th different monitor |3
66. 102. 9. 147 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
176. 228. 162. 27 |l srael 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or
109. 253. 207. 1041 srael 147.237.72. 166 |aka.i df .| Streaning Engi ne: TCP Invalid finvalid segnent retransnission. Packet drop 3
Ret r ansni ssi on dr opped.
66. 102. 9. 149 Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop
46. 19. 85. 215 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert
65.55. 210117 |Uited Sates [147. 237 76. 200 |eitan aka. i . 1| | S2M NG Engi ne: TGP Inval i invalid seqnent retransmssion. Pecket |y 2
Ret r ansni ssi on dr opped.
79.176.78.200 |[lIsrael 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber monitor |2
46.116.73.218 |Israel 147.237.72. 166 |aka.i df .i | drop First packet isn't SN drop 2
46. 19. 85. 233 | srael 147.237.72. 166 |aka.idf il SYN Attack SYN - > SYN-ACK -> Ti nmeout noni t or 2
109. 253. 194. 205|l srael 147.237.72. 166 |aka.idf. il dr op First packet isn't SYN drop 2
197. 165. 175. 231 |Egypt 147.237.76.86 |navy.idf.il Bad TCP sequence monitor |2
109. 253. 195. 25 |Israel 147.237.72. 166 |aka. i df .i | drop Frst packet isn't SYN drop 2
46. 19. 86. 56 | srael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |2
187.61.122. 107 |Brazil 147.237.77.212|e.dover.idf.il |Geo-1 ocati on enfor cenent Geo- 1 ocati on i nbound enf or cenent drop 2
84.111.208. 130 |lsrael 147.237.72. 166 |aka.idf il SYN Att ack SYN - > SYN-ACK -> Ti meout noni t or 2
197. 165. 175. 231 |Hgypt 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber aert 2
93.172.125.46 |[Israel 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout monitor |2
46.255.9. 6 Czech Republ i c |147.237.76.202|e.halag.idf.il |Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 2
46. 19. 85. 249 I 'srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Inval i d ACK nunber monitor |2
5.28.136.5 I srael 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> RST monitor |2
154.121.251.88 |Ageria 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SmwAae el reansm with different moni tor |2
46.19. 86. 154 I srael 147. 237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni tor |2
37.142.10. 32 I srael 147. 237. 72. 166 |aka.i of .i | Bad TCP sequence Inval i d ACK nunber monitor |1
180. 97. 106. 37  |Chi na 147.237.76. 198 |e. yohal an.i df .iI|Geo- | ocat i on enf or cenent Geo-| ocati on i nbound enf or cenent drop 1
141.212.122. 95 |[Uhited Sates |147.237.76.202|e.halag.idf.il |Geo-| ocati on enf or cenent Geo-1 ocation i nbound enf or cerent drop 1
46. 19. 85. 254 I srael 147.237. 77. 216 |dover.i df . i1 Bad TCP sequence Invalid ACK nunber nonitor |1
109. 253. 217. 172|l srael 147.237.77. 243 |nobi le.idf .il drop First packet isn't SYN drop 1
03.174.93.210 |Netherlands  |147.237.76.31 |nokehal idr.il || Samng Engine: TCP TCP segrrent out of maxi mumallowed |, ) 1
Segrent Limt Enforcenent sequence. Packet dropped.
183. 129. 160. 229|Chi na 147.237.76.31 |nakchal .idf.il |drop SAMrule drop 1
37.26.147.144 |Israel 147.237.76.42 |refuah.idf.il [SYN Attack SYN -> SYN-ACK -> RST noni t or
156. 216. 221. 184|Egypt 147. 237. 77. 170 |naar achot . i df . i [[SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
2.53.143.22 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 68
. . . Parameter Type Mol ati on NewPassword in
185. 120. 126. 20 |l srael 147.237.77.243|nobi l e.i df . i | nobi | e, i df . | / sachar / changepassvor d B ock 13
164.138. 124. 20 |Israel 147.237.72. 166 |aka. i df . i | Whaut hor i zed Met hod HEAD f or B ock 6
wwy aka. i df . i | / mai n/ gi yus/ gener al . aspx
176.13.17.5 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 6
: . . Unaut hori zed Met hod HEAD f or
192. 0. 80. 107 Lhited Sates  [147.237.72.166|aka.idf . il ww aka. i of .11 /el tany prati nipi rteychayal / Bl ock 2
. . Unaut hori zed Met hod PCST for
103. 24. 0. 53 Hong Kong 147.237.72.166|aka. i df . i | wiw aka. i df . i |/ mai v r abanut / gener al . aspx Bl ock 2
. . Unaut hori zed URL Access to
66. 249. 64. 41 | srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ si p st orage/ 1 es/ 6/ 71716. pf Bl ock 1
. ] . Unaut hori zed URL Access to
220.181. 108. 114|Chi na 147.237.76.86 navy. | df.il viwv navy. i df . il /sip storage/fil es/ 3/ si ze338x0/ 1613. j pg B ock !
_ ny- kosher-kravi . i df . i _ o
157. 55. 39. 12 Lhited Sates 147.237.0. 16 | Unaut hori zed URL Access to waw ny- kosher-kravi.idf.il/ B ock 1
78. 159. 92. 65 Pol and 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to www i df . il|/894-en/ dover . aspx/ Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 76. 77 I srael 147.237.72. 166 [aka. i df . i | 147.237.72. 166/ si p st orage/ i1 es/ 9/ 69739, plf Bl ock 1
Russi an . . Uhaut hori zed Met hod PCST for
188. 32. 55. 182 er ati on 147.237.72. 166 [aka. i df . i | v aka. i df i 1/ mai n/ home/ def aul t . aspx Bl ock 1
85. 186. 64. 60 Rormani a 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mvde None 1
77.138.168. 236 |France 147.237. 72. 166 |aka. i df . i | tnaut hor i zed Method POST for B ock 1
wan aka. i df . i |/ mai n/ gi yus/ news. aspx
. . Unaut hori zed URL Access to
66. 249. 64. 43 I srael 147.237.72. 166 |[aka. i df . i | 147.237.72. 166/ si p st orage/ | es/ 6/ 69056. pf B ock 1
84.109. 1. 247 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . Unaut hori zed URL Access to
66. 249. 76. 79 I srael 147.237.72. 166 [aka. i df . i | 147.237. 72. 166/ si p st or age/ | es/ 9/ 69429, plf Bl ock 1
. . Unaut hori zed Met hod HEAD f or
46.120.122.219 |Israel 147.237.72. 166 |aka. i df . i | Wi aka, i df i1/ t es/ hone/ def aul t . asp Bl ock 1
. ] . Unaut hori zed URL Access to
88.202.218. 238 |lhited Kingdom(147.237.77.234|hal ag.idf.il 147. 237. 77, 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
77.138.237.146 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCST for www aka. i df . i1/ giyus/| eshakot / B ock 1
. . . Uhaut hori zed URL Access to
66. 249. 65. 8 I srael 147.237.0.19 |[nadimatal .idf.il nadi matal i cf i1/ appl e app-si t e-associ at i on Bl ock 1
: - . . Unaut hori zed URL Access to
173.231. 185. 150|Wited Sates  |147.237.0.19 |nadimatal .idf.il 147 237.0. 19/ adni n/ | 180/ r eadne.  xt Bl ock 1
84.111.171.47 |lsrael 147.237.76.42 |refuah.idf.il PHP Attenpt B ock 1
. . Unaut hori zed URL Access to
66. 249. 76. 81 I srael 147.237.72. 166 [aka. i df . i | 147.237.72. 166/ si p st orage/ i1 es/ 1/ 71551 pf Bl ock 1
. . Uhaut hori zed URL Access to
66.249.64.33  [Israel 147.237.76.42 [refuah.idf.il 147. 237, 76. 42/ 994~ 8948- he/ r ef uah. aspx Bl ock 1
204.79.180.46 [lhited Sates 147.237.72. 166 [aka. i df . i | Lhaut hori zed Met hod PCST for wwy aka.idf.il/ishurinnain/ B ock
77.139.73.203 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for vww aka. i df.il/ml uini B ock
66. 249. 66. 162  |Israel 147. 237.77. 216 |dover . i df . i | Whauthori zed LR Access to B ock 1
vy i df . i | / appl e- app- si t e-associ at i on
84.111.171. 47 |[israel 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to waw refua. atal .idf.il/wp-1ogin php [B ock 1
70.95.87.121  |wnited Sates  |147.237.72. 166 |aka. i df .i | Distributed tnauthorized Method for Known URL on B ock 1
wan aka. i df . i |/ mai n/ hone/ def aul t . aspx
. . Unaut hori zed URL Access to
66.249.64.36  |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9641- he/ r ef uah. aspx Bl ock 1
217.132.46.202 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
109. 65. 138. 174 |l srael 147.237.77. 170 [maar achot . i df . i | Lhaut hori zed URL Access to maarachot.idf.il/pdf/files/ Bl ock 1
77.139.204. 46 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for ww aka. i df.il/main/kapat z/ B ock 1
. . Uhaut hori zed URL Access to
66. 249. 66. 202  Israel 147.237.77. 216 (dover. i df . il 147.237.77. 216/ 1133- 21974~ he/ i df gdover . aspx Bl ock 1
84.229. 25. 19 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Request Content Type text/ping B ock 1
) wwv. chamat z. aka. i df )
71. 6. 165. 200 Lhited Sates 147.237.77. 226 Uhaut hori zed URL Access to 147.237.77. 226/ robot s. t xt Bl ock 1
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