10-04-2016-23:04:02 to 10-05-2016-00:04:02

@
1"PT SwNn L)

Ov IDF Under Attack

www.gov.il Da.||y Report

|Top Targets |

M nadimatal .idf.il

M dover.idf.il

M mobi le.idf.il

B aka idf.il
Nuréber M anan.idf.il
Att acks M navy.idf.il

I ishurimaka.idf.i
B chi nuch. aka. i df . i

eitan. aka.idf.il
M refuah.idf.il

Top Tar get

[Top Attackers |

M 212. 76.101. 151
2.53.39. 39

I 93.174.93. 210
91. 209. 51. 22

W 84. 108. 152. 128

M 37. 26. 146. 242

[ 2.53.28.113

M 141.0.13.88
141.8.132. 78

MW 109.64.2.11

Nunber
(6]
At acks

Top Attackers



10-04-2016-23:04:02 to 10-05-2016-00:04:02

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
83. 249. 181. 44 Sweden 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 19

95. 86. 100. 91 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 4
93.174. 93. 210 Net her | ands 147.237.0. 19 nadi matal .idf.il |bl ock-sp-trafl forward 2
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack forward 2

93. 174. 93. 210 Net her | ands 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 forward 2
93.174. 93. 210 Net her | ands 147.237. 76. 147 chi nuch. aka.idf.il |bl ock-sp-trafl forward 2
71.6.216. 61 Lhited Sates 147.237.76. 198 e.yohalan.idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry Target Address |Site ‘Sgnaiure Devi ce Action |Oount
91. 209. 51. 22 Wkrai ne 147.237.77. 216 dover.idf.il |CL000074: HITP. najestic bot Per nit 22
141.8.132.78 Russi an Federation 147.237.77. 216 dover.idf.il ]1090: HITP. 11S .asp Source Code Read Per it 8

91. 209. 51. 22 kr ai ne 147.237.72. 166 aka.idf.il C1000074: HTTP. naj estic bot Per nirt

51. 254. 129. 90 France 147.237.77. 216 dover.idf.il |CL000074: HITP. najestic bot Per nit
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|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature
ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,

115. 220. 0. 234 |147. 237. 76. 202 |Chi na e.halag.idf.il Fotential Scan or Brute Force 2
62.210.97.79  |147.237.72. 166 |France aka.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
46.229.223.8 [147.237.76.39 ':;Zg::t”ion nobi | e.neitav.idf.il  [ET SCAN NVAP -sS wi ndow 1024 1
195. 154. 53. 146 [147.237.0.15 |France kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
14.152.59.11 |147.237.72.14 |China dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
114. 112. 83. 142 |147. 237. 76. 147 |Chi na chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
78.108.178.14 [147.237.8.27 |Czech Republic |e. nadi matal.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 |147.237.77. 176 |Chi na mat pash. i df .i ET SCAN Potential VNC Scan 5800- 5820 1
211.149.222.5 |147.237.8.50 [China e tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61.240. 144. 65 |147.237.76. 201 |Chi na e.atal.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
211.149.222.5 |147.237.8.24 [China elifestyleidf.il ET SCAN NMAP -sS w ndow 1024 1
61.240. 144. 65 |[147.237.76.30 |China hi nush. i df . i | ET SCAN Potential WNC Scan 5800- 5820 1
195. 154. 53. 146 [147. 237. 77. 179 |France e.nazi.idf.il ET SCAN Potential SSH Scan 1
61.240. 144. 65 |[147.237.8.45 |[China e.eitanidf.il ET SCAN Potential VNC Scan 5800- 5820 1
195. 154. 53. 146 [147.237.0.34 |France tikshuv.idf.il ET SCAN Potential SSH Scan 1
61.240. 144. 65 |147.237.0.16 [China ny-kosher-kravi.idf.il [ET SCAN Potential VNC Scan 5800- 5820 1
195. 154. 53. 146 |147.237.0.19 |Fance madi matal .idf.il ET SCAN Potential SSH Scan 1
14.152.59.11  |147.237. 76. 202 |Chi na e halag.idf.il ET SCAN NMVAP -sS wi ndow 1024 1
94.102.48.195 |147.237.8.50 |Netherlands e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61.240. 144. 65 |[147.237.77.170|Chi na nmaar achot . i df . i | ET SCAN Potential VNC Scan 5800- 5820 1
211.149.222.5 |147.237.8.27 [China emadimatal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
61. 240. 144. 65 |147.237.76. 148 |Chi na ggcenter. aka. i df .il ET SCAN Potential VWVNC Scan 5800- 5820 1
208. 100. 26. 228 [147. 237. 72. 217 |United Sates eidf.il ET SCAN NMAP -sS w ndow 1024 1
61.240. 144. 65 [147.237.8.46 |China e. chinuch.idf.il ET SCAN Potential WNC Scan 5800- 5820 1
195, 154. 53. 146 |147. 237.8.24 |Rrance elifestyleidf.il ET SCAN Potential SSH Scan 1
61.240. 144. 65 |[147.237.0.200 [China . i df il ET SCAN Potential VNC Scan 5800- 5820 1
195. 154. 53. 146 [147.237.0.33 |France idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

At acker

Devi ce

ountry Target Address |Ste Signature Action ‘Count

Sreaming Engine: TGP Invalid i i SSi

2.53.39. 39 I'srael 147. 237.77. 243 |nobi l e. i f i 9 =g Invalid segnent retransmssion. Packet |, 33
Ret r ansm ssi on dr opped.

141.0.13. 88 Nor way 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 18
Sreaning Engine: TGP Invalid i i SSi

2.53.28.113  |Israel 147.237.77. 243 |robi | e. i of . i1 g =g nvalid segnent retransmssion. Packet |, 15
Ret r ansm ssi on dr opped.
Sreaning BEngine: TGP Invalid i i ssi

84. 108. 152. 128 |l srael 147.237.77. 243 |mbile.i o i1 9 =g Invalid segnent retransmssion. Packet |, 14
Ret r ansm ssi on dr opped.

109.64.2.11 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SN drop 12

176. 13.12. 110 |(Israel 147.237.72. 166 |aka. i df.il dr op Frst packet isn't SN drop 9
Sreanming Engine: TGP Invalid i i ssi

46.19.86.93  |Israel 147. 237. 77. 243 |robi 1 e, i of . i | 9 =g Invalid segnent retransmssion. Packet |, 9
Ret r ansni ssi on dr opped.
Sreaming Engine: TP Invalid i i SSi

79.176. 129. 137 |I srael 147. 237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. Packet |, 8
Ret r ansm ssi on dr opped.

141.8.132.78 |ssian 147.237. 77. 216 |dover. i df .i | drop First packet isn't SN drop 8

.8.132. Federati on .237.77. Lidf.

45.59. 183. 79 5' byai”rip;:b 147.237.77. 216 |dover.i df . i | SYN Att ack SYN -> SYN-ACK -> RST monitor |7

37.26. 146. 242 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

213. 57. 150. 242 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or

109. 64. 90. 108 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Sreanming Engine: TQP Invalid i i ssi

79.177.43.26  |israel 147. 237. 77. 243 |robi 1 e, i of . i | 9 =g Invalid segnent retransmssion. Packet |, 6
Ret r ansni ssi on dr opped.

79.177. 148. 166 || srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout monitor |6

83.249.181. 44 |[Sweden 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5

212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4

83.130. 85. 135 |lsrael 147.237.72. 156 |anan. i df .i| SYN Attack SYN -> SYN-ACK -> RST monitor |4
Sreaning BEngine: TGP Invalid i i ssi

46.117. 195. 229 |I srael 147.237.77. 243 |mbile.i o i1 9 =g Invalid segnent retransmssion. Packet |, 4
Ret r ansm ssi on dr opped.

37.26.146. 242 |lsrael 147.237.77. 216 |dover. i df .i Bad TCP sequence I nval i d ACK nunber monitor |3

5.22.134.107 |Israel 147.237.72. 166 |aka. i of .i | Bad TCP sequence Inval i d ACK nunber monitor |3

79.176.10. 214 |l srael 147.237.76. 42 |refuah.idf.il SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 3

2.54.193.178 |lsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout monitor |3
S reaning Engi ne: TCP i

93.174.93.210 |Net herl ands 147.237.72. 166 |aka i df .1 9 =9 TCP segnent out of maximumalloved|, 3
Segnent Limt Enforcenent sequence. Packet dropped.
Sreanming BEngine: TCP Invalid i i Ssi

2.53.18.206  |Israel 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. Packet |, 3
Ret r ansm ssi on dr opped.

82.81.105.30 |Israel 147.237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> RST mnitor |3

185. 27. 106. 109 |l srael 147.237.72. 167 |i shuri maka.i df . i l{dr op First packet isn't SYN drop 3

95. 86. 100. 91 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3

5.22.134.100 |Israel 147.237.72. 166 |aka. i of .i | Bad TCP sequence Inval i d ACK nunber mnitor |3
S reaming Engi ne: TCP i

93.174.93.210 |Netherl ands 147. 237. 76. 147 |chi nuch. aka. i df . | g =g TCP segrent out of naxi numalloved |, 3
Segnent Limt Enforcenent sequence. Packet dropped.
Sreaming Engine: TGP Invalid i i SSi

2.53.169.149 |Israel 147. 237.77. 243 |nobi l e. i f . i 9 =g Invalid segnent retransmssion. Packet |\, 3
Ret r ansm ssi on dr opped.

93.174.93.210 |Netherlands 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or

38.111.147.86 |Lhited Sates 147. 237. 77. 216 |dover . i df . i | dr op drop

80. 246. 138. 247 |I srael 147.237.72. 166 |aka. i of .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or
Sreanming Engine: TGP Invalid i i ssi

199.30. 24. 223 |Wnited Sates  |147.237.76. 200 |ei tan. aka.i df . i | 9 =9 Invalid segnent retransmssion. Packet |, 2
Ret r ansni ssi on dr opped.

173. 252. 90. 240 |Lnited Sates 147. 237. 77. 216 |dover.i df .i | dr op First packet isn't SN drop 2

37.26. 146. 242 |lsrael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 2

185. 27.107. 81 |l srael 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST moni tor |2

87.69.134.14 |Israel 147.237.77. 176 |nat pash. i of . i | Bad TCP sequence Inval i d ACK nunber alert 2

o SYNtAXK retransnmit with different )

37.26.146. 242 |Israel 147. 237. 77. 216 |dover . i df . i | Bad TCP sequence wi ndow scal e mnitor |2

87.69.134.14 |lsrael 147.237.77. 176 |nat pash. i df .i | Bad TCP sequence Inval i d ACK nunber monitor |2

46.4.116.197 |Ger many 147.237.72. 166 |aka. i of .i | drop SMrule drop 2

5.22.134.95 I srael 147.237.0.34 |tikshw.idf.il  |Bad TCP sequence I'nval i d AGK nunber nonitor |2

79.182.82.206 |lsrael 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST monitor |2

93.174.93. 210 |Netherl ands 147. 237. 76. 147 |chinuch. aka. i df . i [|Bad TCP sequence Invalid ACK nunber noni t or 2
Sreaning Engine: TGP Invalid i i ssi

207.46.13.167 |Wited Sates  |147.237.76.86 |nawy.idf.il 9 =9 Invalid segnent retransmssion. Packet |, 2
Ret r ansni ssi on dr opped.

77.138.179.55 |France 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout monitor |2

46. 19. 85. 91 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber moni tor |1

109. 253. 201. 86 |l srael 147.237.72. 166 |aka. i df . i | SYN Att ack SYN -> SYN-ACK -> RST moni tor |1

212.143. 142. 44 |I srael 147. 237.77. 216 |dover.i df .i | dr op First packet isn't SN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
212.76.101. 151 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 170
2.53.39. 39 I srael 147.237.77. 243 |nobi l e. i df . i | Dstributed Suspicious Response Code B ock 8
84.108.152. 128 |[Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 5
178. 137. 149. 141 |Wkrai ne 147.237.72. 166 |aka. i df . i | Distributed thauthorized Mthod for Known LRL on Bl ock 4
v aka. i df . i |/ mai n/ har edi ni gener al . aspx
37.26.146.242 |[Israel 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock
2.53.28.113 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock
46.117.195. 229 |Israel 147.237.0.19 |nmadimatal .idf.il|Dstributed Suspicious Response Gode B ock
- . Unaut hori zed Met hod PCBT for
77.139.65.137 |France 147.237.72. 166 |aka. i df . i | v aka. i df i |/ rmai v har edi i gener al . aspx B ock 2
213.57.150. 242 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 2
85. 250. 164. 136 |l srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wawidf.il/https: /wawidf.il/ B ock
66.249. 64. 151 |l srael 147.237.76.86 |navy.idf.il Paraneter Type Mol ation catld in www navy.idf.il/navy/articles. aspx B ock
. . Parameter Read Qnly Molation in
213.151. 46. 241 |Israel 147.237.72. 166 |aka. i df . i | aka. i .11/ nai v sachar/ regi st rati orvi zar i regj ster . aspx None 1
176. 13. 20. 39 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock
66.102.9.2 Lhited Sates 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 66.102. 9. 2 B ock
207. 46. 13. 46 Lhited Sates 147.237.0.19 |madi matal .idf.il|Uauthorized URL Access to nadi matal .idf.il/robots. txt Bl ock 1
Russi an . - Unhaut hori zed URL Access to
93. 158. 152. 52 Federation 147.237.77. 216 dover . i df . i | v i df . i |/ english/organi zati on/ honef ront/fag/ 5. stm Bl ock !
66.249. 66. 197 |l srael 147.237.77.216|dover . i df .i | Unhaut hori zed URL Access to 147.237.77. 216/ 1150- he/ dover . aspx B ock 1
] - . Unaut hori zed Met hod HEAD for
45.33.79. 110 Lhited Sates 147.237.72.166 |aka. i df . i | v aka. i of i 1/ el tanv prat i i pi rt eyer ual B ock 1
. . . Unaut hori zed URL Access to
176. 13. 20. 39 I srael 147.237.77. 243 |nobi l e. i df . i | nobi | e, i o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1071 B ock 1
79. 176. 68. 22 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df . i |/ mai n/ sachar/ undefi ned B ock 1
] . . Unaut hori zed Met hod PCST for
66.102.9.5 Wited Sates  [147.237.72.166|aka.idf.il v aka. | df i |/ mai v i yus/ si t enap. aspx B ock 1
207. 46.13. 46 Lhited Sates 147.237.77.233|atal .idf.il Uhaut hori zed LRL Access to atal .idf.il/tenpl ates/ contactus/ B ock 1
93.174.93.210 |Net herl ands 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to www. f uni nat i on. cond B ock 1
66. 249. 76. 72 I srael 147.237.72. 156 [anan. i df . i | Unaut hori zed URL Access to www anan. i df.il/minodiin/general .aspx |B ock 1
46.19. 86. 115 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Uaut hori zed URL Access to wwu chi nuch. aka. i df .il/404. htm B ock 1
. - . D stributed Unauthorized Method for Known URL on
176. 98. 73. 65 krai ne 147.237.72. 166 |aka. i df . i | v aka. i df . |/ rmai 1/ har edi i gener al . aspx B ock 1
79.183.56. 75 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df.il/main/giyus/null B ock 1
: : Uhaut hori zed LRL Access to
66. 249. 64. 36 I srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994~ 8906- he/ r ef uah. aspx Bl ock 1
2.53. 169. 149 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
109. 65. 189. 39  |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
] . . Paraneter Type Mol ati on PageNumin
68.180.231.60  |United Sates  |147.237.77. 176 |matpash. idf i1 [0 00 0" 601 het cogat . asp Bl ock 1
66.249. 64. 148 |l srael 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df.il/navy/ navy/ general .aspx |B ock 1
2.53.174.1 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl el shared/ r eset . css B ock 1
. . Unaut hori zed Met hod HEAD for
148. 251. 179. 145|Ger many 147.237.72. 166 |aka. i df . i | ww aka. i o i1/ brot her s/ ski ral def aul t. asp Bl ock 1
P . Unaut hori zed Met hod HEAD for
77.125.75.51 I srael 147.237.72. 166 |aka. i df .i | wiw aka, i df . i | / mai n/ hone/ def aul t . aspx Bl ock 1
46.117.195. 229 |Israel 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 1
185.27.105.92 |Israel 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
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