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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Signature

Device Action

195. 62. 53. 168 Russi an Federation 147.237.0. 17 m ny- kosher -kravi .i df . il bl ock-sp-traf 1 forward 2
185.94.111. 1 Russi an Federation 147.237.76. 44 e.refuah.idf.il B ack List drop 1
71.6.216. 36 Lhited Sates 147.237.76. 201 e atal.idf.il B ack List drop 1
89. 248. 172. 16 Net her | ands 147, 237.76. 196 e.sviva.idf.il B ack List drop 1
93. 174. 94. 235 Net her | ands 147.237. 76. 200 eitan. aka.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgna1ure Devi ce Action |Count
178. 154. 189. 204 Russi an Feder ati on 147.237.77. 216 dover.idf.il [1090: HITP. 11S .asp Source Qode Read Per mit 2
37.9.122. 201 Russi an Federation 147.237.77. 216 dover.idf.il [1090: HITP. 11S .asp Source Code Read Per nit 2
89. 98. 142. 25 Net her | ands 147.237.72. 166 aka.idf.il C1000074: HTTP. naj estic bot Per nit 2
178. 154. 189. 201 Russi an Feder ati on 147.237.77. 216 dover.idf.il [1090: HITP. 11S .asp Source Qode Read Per mit 2
178. 154. 189. 202 Russi an Federation 147.237.77. 216 dover.idf.il [1090: HITP. 11S .asp Source Code Read Per nit 2
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry Signature

117. 21. 248. 87 147. 237. 76. 39 Chi na nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
117. 21. 248. 87 147.237.0. 16 Chi na ny- kosher - kravi . i df.il ET SCAN Potential SSH Scan 1
88. 249. 106. 23 147. 237.77. 243 Tur key nobi | e.idf.il ET SCAN NVAP -sS w ndow 1024 1
66. 240. 213. 93 147. 237.76. 177 Lhited Sates ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
58. 218. 200. 137 147.237.77. 216 Chi na dover.idf.il ET SCAN Potential SSH Scan 1
209. 126. 230. 71 147.237.77. 235 Lhited Sates sviva.idf.il ET SCAN NMAP -sS wi ndow 1024 1
58. 218. 200. 137 147. 237. 76. 197 Chi na e. hinush. i df.il ET SCAN Potential SSH Scan 1
183. 129. 160. 229 147.237.77. 235 Chi na sviva idf.il ET SCAN Potential SSH Scan 1
46.229.223. 8 147.237.76. 177 Russi an Federati on ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
117. 21. 248. 87 147.237.77. 179 Chi na e.nazi.idf.il ET SCAN Potential SSH Scan 1
117. 21. 248. 87 147.237.76. 42 Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
117. 21. 248. 87 147.237.0. 17 Chi na mny- kosher -kravi . i df il ET SCAN Potential SSH Scan 1
93. 174. 93. 210 147. 237.76. 42 Net her | ands refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
84.109. 147. 146 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
66. 240. 213. 93 147.237.0.19 Lhited Sates madi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
217.23.6.58 147.237.77. 233 Net her | ands atal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
58. 218. 200. 137 147. 237. 76. 200 Chi na eitan aka. idf.il ET SCAN Potential SSH Scan 1
208. 100. 26. 228 147. 237.76. 196 Lhited Sates e.sviva.idf.il ET SCAN NMAP -sS wi ndow 1024 1
50. 245. 143. 138 147. 237.76. 38 Lhited Sates eeneitav.idf .il ET SCAN NMAP -sS wi ndow 1024 1
183. 129. 160. 229 147.237.77. 226 Chi na wn charmat z. aka. i df . i | ET SCAN Potential SSH Scan 1
46.117.113. 54 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP DO stributed Portscan 1
117. 21. 248. 87 147. 237. 76. 197 Chi na e. hinush. i df .il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address ‘Ste ‘Slgnature Action ‘Count
Sreaning Bngine: TQP Invalid i i SSi
77.126. 4. 39 I'srael 147.237.77. 243 |nobi l e, i f . 9 =g Invalid segnent retransmssion. Packet . 36
Ret r ansm ssi on dr opped.
Sreaning Engine: TGP Invalid i i ssi
2.53.54. 220 I srael 147. 237. 77. 243 |robi 1 e i of . i | 9 =g Invalid segnent retransmssion. Packet . 30
Ret r ansmi ssi on dr opped.
Sreaning Bngine: TQP Invalid i i SSi
2.55.39. 152 I srael 147. 237. 76. 200 |ei tan. aka. i df . i g =g Invalid segnent retransmssion. Packet ., 30
Ret r ansm ssi on dr opped.
Sreaning Engine: TGP Invalid i i ssi
141. 226. 162. 169|i srael 147. 237. 77. 243 |robi 1 e i of . i | 9 =g Invalid segnent retransmssion. Packet . 30
Ret r ansmi ssi on dr opped.
176.13.12.110 [Israel 147.237.72. 166 |aka idf.il  |Bad TOP sequence SYNCAGK retransmt with different monitor |14
w ndow scal e
134.134.139. 76 [nited Sates [147.237.77. 216 [dover.idf.il [drop First packet isn't SYN drop 14
46.19. 86. 78 | srael 147.237.77. 176 |matpash.i of .i | |dr op First packet isn't SN drop 12
Sreaning BEngine: TCP Invalid i i ssi
46.19. 86. 93 I'srael 147. 237.77. 243 |mobi l e. i i 9 =9 Invalid segnent retransmssion. Packet 12
Ret r ansm ssi on dr opped.
Sreaning Engine: TGP Invalid i i ssi
2.53.28. 113 I'sr ael 147.237.77. 243 |nobi l e.i df .1 9 =g Invalid segnent retransmssion. Packet . 12
Ret ransm ssi on dr opped.
176.13.12.110 |Israel 147.237.72. 166 [aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout noni tor |12
. . SYNWACK retransmt wth different .
109. 65. 105. 153 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence wi ndow scal monitor |10
85.65.186. 245 I srael 147.237.77. 234 |nal ag.icf.il  [Bad TCP sequence ?nge”ansmt wWith different wndow —ooyitor |10
Sreaning Engine: TGP Invalid i i ssi
80. 246. 140. 219 |Israel 147. 237. 77. 243 |robi 1 e i of . i | 9 =g Invalid segnent retransmssion. Packet . 9
Ret r ansmi ssi on dr opped.
176.13.12.110 |Israel 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> Ti neout alert 9
i Sreaning BEngine: TCP Invalid i i ssi
2.122. 243,211 |Wted 147. 237.77. 216 |dover . i of . | 9 =g Invalid segnent retransmssion. Packet 8
Ki ngdom Ret ransm ssi on dr opped.
reaming BEngine: TCP Invali i i ssi
2.53.169. 92 I'srael 147.237.77. 243 |t e i o1 | AMNG Engine: TP Invalid finvalid segnent retransmssion. Packet |, o, 6
Ret ransm ssi on dr opped.
Sreaning BEngine: TCP Invalid i i ssi
2.53.26.126  |Israel 147.237.77. 243 |mubile.i o i1 9 =g Invalid segnent retransmssion. Packet 6
Ret r ansm ssi on dr opped.
46. 19. 86. 2 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 6
Sreaning BEngine: TCP Invalid i i ssi
109. 253. 130. 43 |l srael 147. 237.77. 243 |obi l e. i i 9 =9 Invalid segnent retransmssion. Packet 6
Ret r ansm ssi on dr opped.
46.19.86. 2 I srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or
2.55.148. 12 I srael 147. 237. 72. 156 |anan. i df . i SYN Attack SYN -> SYN-ACK -> RST nmoni t or
C e SYNVACK retransmt wth different .
46.19. 86. 158 I srael 147.237.77. 176 |matpash.idf .i1 |Bad TCP sequence i ndow scal e nonitor |6
reaming BEngine: TCP Invali i i ssi
2.55.148. 12 I srael 147, 237.76. 200 |ei tan. aka i o {1 | SN Engine: TP Invalid invalid segnent retransnission. Packet drop 6
Ret ransm ssi on dr opped.
Sreaning BEngine: TCP Invalid i i ssi
109. 253. 208. 107 I sr ael 147.237.77. 243 |mubile.i o i1 9 =g Invalid segnent retransmssion. Packet . 6
Ret r ansm ssi on dr opped.
46.19. 86. 78 I srael 147.237.77. 176 |natpash.idf.il |SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 5
. . SYNPAXK retransmit with different .
46. 19. 86. 78 I srael 147.237.77. 176 [matpash.idf .il |Bad TCP sequence i ndow scal e noni t or 5
46.19.86.78 I srael 147.237.77. 216 |dover.icf.il [Bad TCP sequence SINACK retransmt wth di fferent monitor |5
w ndow scal e
181.92.98.158 |Argentina 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 4
93. 86. 75. 231 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4
Sreaning BEngine: TCP Invalid i i ssi
79. 180. 220. 108 |Israel 147. 237.76. 200 |ei tan. aka. i df . i 9 =9 Invalid segnent retransmssion. Packet 4
Ret r ansm ssi on dr opped.
Sreaning Engine: TGP Invalid i i ssi
93.212. 141. 177 |Ger many 147. 237.76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. Packet . 4
Ret ransm ssi on dr opped.
Sreaning BEngine: TCP Invalid i i ssi
89.139.116.35 |Israel 147. 237.76. 200 |ei tan. aka. i df . i 9 =9 Invalid segnent retransmssion. Packet 4
Ret r ansm ssi on dr opped.
109. 88.99. 146  |Bel gi um 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
46.19. 85. 108 I srael 147.237.77. 216 |dover.idf.il |[Bad TCP sequence Invalid ACK nunber noni t or
Sreaning BEngine: TCP Invalid i i ssi
80. 246. 139. 199 || srael 147.237.77. 243 |mubile.i o i1 9 =g Invalid segnent retransmssion. Packet . 3
Ret r ansm ssi on dr opped.
Sreaning Engine: TGP Invalid i i SSi
2.53.129.200 | srael 147.237.77. 243 |nobi l e. i f . i 9 =g Invalid segnent retransmssion. Packet . 3
Ret ransm ssi on dr opped.
176.13.12.110 |(Israel 147.237.72. 166 |aka.i df . il drop First packet isn't SN drop
109. 65. 55. 126 |l srael 147.237. 72. 156 |anan.i df .i | drop First packet isn't SN drop
Sreaning BEngine: TCP Invalid i i SSi
37.26.147.181 | srael 147.237.77. 243 |nobi l e. i df . i 9 =g Invalid segnent retransmssion. Packet 3
Ret r ansm ssi on dr opped.
46.121.235.90 [israel 147.237. 72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST monitor |3
185.3.147.185 |Israel 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 3
84.109. 116. 7 | srael 147.237.72. 166 |aka. i df.il dr op Frst packet isn't SN drop 3
185. 3. 147. 185  |Israel 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or 3
2.53.151. 45 I srael 147.237.72. 166 |aka.idf .il SYN At ack SYN -> SYN-ACK -> RST noni t or 3
5.102.241.211 |israel 147.237.72. 166 |aka. i f .i | SYN Att ack SYN -> SYN-ACK -> RST nonitor |3
Streanmi ng Engi ne: TCP Segnent i
61. 216. 2. 15 Tai wan 147.237.77. 216 |dover.icf.il | . 9 B9 9 TCP segnent out of maxi mmalloved | 3
Limt Enforcenent sequence. Packet dropped.
141. 226.218. 22 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
79.177.159.45 |lIsrael 147.237. 72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or
5.22.134.89 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or
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A tacker
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Attacker Address Qount ry ‘Target Address [Site Sgnature Acti on ‘Count
84.108.232.212 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 56
37.26.148.132 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 32
37.26.148.219 [Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 29
37.26.148.180 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 26
37.26.148.241 |Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspici ous Response Code B ock 3
37.26.146.160 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
46. 19. 86. 93 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.53.28.113 I srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Code B ock 3
37.26.148.204 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
82.166. 240. 201 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
77.139. 45. 87 France 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 77.139. 45. 87 B ock 2
80. 246. 140. 58 [Israel 147.237.72. 156 [aman. i df . i | Dstributed Suspici ous Response Code B ock 2
46. 19. 86. 93 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 2
80. 246. 140. 219 |l srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspicious Response Code B ock 2
178. 154. 189. 201 :3::;’} o |147.237.77.216|dover i df .i m ircijfb_“itﬁdnebh\s?‘t’te?(;;fiegh/ﬁ rfcaifs on Bock |1
2.53.26. 54 I srael 147.237.72. 166 |aka. i df . i | '()L'rif;' ' i?“a;egfinz:a;:;;fgog;cﬁi/ fm’j W kapat 2/ r esi012 Bock |1
201. 175. 132. 121|Mexi co 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
61.216. 2. 15 Tai wan 147. 237.77. 216 |dover . i df . i | i‘sggﬁﬂfEﬁqmﬂ“ﬂ - Protocol vidlation None |1
37.26.148.145 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter catl in vww aka.idf.il/main/giyus/ general . aspx None 1
109. 253. 130. 43 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response CGode B ock 1
80. 246. 139. 199 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
24.158.118.76 |nited Sates [147.237.76.86 |navy.idf.il Ill1egal Byte Gde Character in Header Nane B ock 1
66. 249. 66. 234 I srael 147.237.77.74 |lawidf.il mﬂt:\z:' ffl /L?‘pfs‘ic(;zze;ﬁ | es/ 1/ 1381, paf Bock |1
178. 154. 189. 202 gz::;”i o [147-287.77. 216 dover i df i | \m{t ! (ijfb.“itle/dneﬂ?‘t’g'ce’:gffgh/ﬁ :C:sifs on Bock |1
87. 69. 79. 97 I'srael 147.237.72. 166 |aka. i df . i | Wnknown Parameter __VI BASTATEENCRYPTED in None |1

v aka. i df . i |/ mai n/ sachar/ nai | box. aspx

77.139. 111. 145 |France 147.237.72. 166 |aka. i df . i | Distributed Wnaut horized Method for Known LR. on Bock |1
v aka. i df . i |/ mai n/ snal i md snal | m aspx

66.102. 9. 2 Wited Sates |147.237.72. 166 |aka. i df . i | Wnautt hor i zed Method PCBT for Bock |1
v aka. i df . i |/ mai n/ gi yus/ si t enap. aspx

) . . . Uhaut hori zed URL Access to
207. 46.13.58 Lhited Sates |147.237.76.200|eitan. aka.idf.il i tan. aka. i of i |/t enpl at es/ shar ed/ user cont rol s/ header pper/ B ock 1

141.8.132.78 RJSIS:;ni on 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df . i/ newsite/english/nain. stn& B ock 1

Illegal Byte Gode Character in Mt hod
[[HOTT[[#O]1[[#O]][[#19]] Al B~ ¢2+ 94H GB[ [#16] ] [[#7]] 1, AAGSS, 6
A [#30]] © [ [#25] ]12+VcKvue E[ [ #16]] - Y2 $Lur 8u2 ! QUf: [[#1] ] A% [ [ #12
1] cl[#28]] Bede [ [#29]]“ Byl [#2]] U [#25]]

24.158.118.76 |lhited Sates [147.237.76.86 |navy.idf.il B ock 1

66. 249. 76. 77 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
178. 154. 189. 204 F“Sf;;”i on 147.237.77. 216 |dover. i df . i | Lhaut hori zed URL Access to ww i df. i1/ nevsite/ engl i sh/ nai n. asp. Bock |1
37.26.148.145 |Israel 147.237.72. 166 |aka. i df . i | Uhknown Paraneter ¢ in ww aka.idf.il/main/giyus/ general . aspx None 1
Russi an . - D stributed Unaut hori zed Method for Known URL on
91. 78. 222. 207 e ot i on 147.237.72. 166 |aka. i df . i | vaw aka. i df i 1/ nai 1/ gi yus/ pni of ansver . aspx B ock 1
2.53.169. 92 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response CGode B ock 1
. . Unaut hori zed Met hod PCBT for
79.179. 107. 249 |Israel 147.237.72. 166 |aka. i df . i | v aka, i df i |/ mai n/ gi yus/ yahash2017/ | obby. aspx Bl ock 1
. . Unaut hori zed URL Access to
66.249.64.30  [Israel 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 994~ 8766- he/ r ef uah. aspx Bock |1
143.202.57.50 |Brazil 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to ww i df.il/english/videos B ock 1
24.158.118.76 |lhited Sates [147.237.76.86 |navy.idf.il Il1egal HITP \ersion B ock 1
68.180.229.178 |lnited Sates [147.237.77.216|dover.idf.il Paranet er Type Mol ati on PageNumin vww i df.il/1283-en/dover. aspx |B ock 1
185. 120. 125. 67 |l srael 147.237.72.167i shurimaka. i df .i| |Wtraceabl e SSL Sessions: Qpen Mde None 1
46.117. 4. 111 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
37.26.148.145 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter ca in ww aka. i df.il/mai n/ gi yus/ general . aspx None 1
93.212.141.177 |Ger many 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCBT for ww aka. i df . i|/mai n/ sachar Bl ock 1
www. chamat z. aka. i i
5.102.195.97  |israel 147.237.77.226| . . Wnaut hori zed URL Access to Bock |1
df.il waw, chamat z. aka. i df . i |/t enpl at es/ honepage/ honepage. aspx
79.182.132. 121 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None 1
66. 249. 66. 15 I srael 147.237.77.243|nobi | e.i df . i | Uhaut hori zed URL Access to nobile.idf.il/appl e-app-site-association |B ock 1
157. 55. 39. 92 Lhited Sates |147.237.72.166|aka.idf.il Unknown Parangter docid in aka.idf.il/chi nuch/niktzoa/ def aul t. asp None 1

NULL Character in Method

, [[#O1T[[#O]1 [[#0]] [[#19]] Al B~ ¢+ 94H OB[ [#16] ] [[#7]]*, AAXGSS, 6
AL[#30]]© [ [#25] ] 2 +VcKyiie E] [ #16] ] - ¥ $Lur 882 | OUf: [ [ #1]] A% [ [ #12
11 c[[#28]]Boede [ [#29]]*«ByU[[#2]] U [#25]]

77.138.26.183 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for waw aka. i df.il/main/rabanut/fag. aspx |B ock 1
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24.158.118.76 |lnited Sates [147.237.76.86 |navy.idf.il B ock 1




