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|Top Attackers | n DDoS- Def ence |

10-04-2016-21:04:09 to 10-04-2016-22:04:09

Attacker Address |Attacker Country |Target Address  |Site |Signature  |Device Action  |Count |
93.174. 93. 210 Net her | ands 147.237. 76. 39 nobi | e. nei tav.idf.il bl ock-sp-traf 1 forward 2
93.174. 93. 210 Net her | ands 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 forward 2
195. 62. 53. 168 Russi an Federation 147.237.77. 170 naar achot . i df.i | bl ock-sp-traf 1 forvard 2
93.174. 93. 210 Net her | ands 147.237.76. 30 hi nush.idf.il bl ock-sp-traf 1 forward 2
209. 126. 136. 2 Lhited Sates 147.237.76. 177 ncore.idf.il B ack Li st drop 1
50. 116. 39. 165 Lhited Sates 147.237. 76. 38 eeneitav.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
162. 210. 196. 97 Lhited Sates 147.237.77. 216 dover.idf.il |Cl000074: HTTP. majestic bot Per mit 2
162. 210. 196. 97 Lhited Sates 147.237.72. 166 aka.idf.il C1000074: HITP. naj estic bot Per nit 2

123.126. 68. 119 Chi na 147.237.72. 166 aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Permit 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 154. 39. 188 |147.237.76. 44 |France e.refuah.idf.il ET SCAN Potential SSH Scan 2
62.210. 124. 129 |147.237.77. 216 |France dover . idf.il ET WEB SERVER Fake ogl ebot UA 1 | nbound 2
146.200. 148.0 |147.237.77.74 |United Ki ngdom|lawidf.il Tehila - Perl LWP wth fake user agent 2
117.102. 89. 209 |147. 237. 77. 212 |I ndonesi a e.dover.idf.il ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
202. 65. 138. 2 147.237.77. 178 |Indi a e. mat pash. i df .i| ET SCAN NVAP -sS wi ndow 1024 1
106. 120. 209. 155|147. 237. 77. 243 |Chi na nobi | e.idf.il ET SCAN NVAP -f -sS 1
195. 154. 39. 188 |147. 237. 77. 205 |France prisha.idf.il ET SCAN Potential SSH Scan 1
84.54.72.35 147, 237. 77. 170 |Uzbeki st an n@ar achot . i df . i | ET SCAN NVAP -sA (2) 1
195. 154. 39. 188 |147.237.76. 34 |France yohal an. i df.il ET SCAN Potential SSH Scan 1
62.150. 255. 205 [147.237.77. 212 [Kuvai t e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
195. 154. 39. 188 |147.237. 72. 217 |France eidf.il ET SCAN Potential SSH Scan 1
54.147.7.228 147.237.72. 166 |Lnited Sates akaidf.il ET SCAN NMAP -sS wi ndow 1024 1
195. 154. 39. 188 |147.237.72. 14 |France dover.idf.il(old) ET SCAN Potential SSH Scan 1
46.229.223.8  |147.237.77. 226 ?éj:i;’}m v charat z. aka. i df i1 [ET SCAN NVAP -sS wi ndow 1024 1
218. 205. 151. 198(147. 237. 77. 243 |Chi na nobi | e.idf.il ET SCAN NVAP -f -sS 1
195. 154. 39. 188 [147.237.0.19 |Rance nedi matal .idf.il ET SCAN Potential SSH Scan 1
211.149.222.5 |147.237.77.226|Chi na waw chanat z. aka. i df .i 1 [ET SCAN NVAP -sS w ndow 1024 1
46.229.223.8  |147.237.72.217 gj::;”ion eid.il ET SCAN NVAP -sS wi ndow 1024 1
209. 126. 230. 71 (147.237.8.14 |Uited Sates e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
106. 120. 209. 155|147. 237. 77. 243 [Chi na nobi | e.idf.il ET SCAN NMAP -sS wi ndow 2048 1
198. 20. 69. 74 147.237.76. 147 |Whited Sates  |chinuch. aka.idf.il ET DRCP Dshield B ock Listed Source 1
91.138.208.87 |[147.237.72. 167 |G eece i shuri maka.idf.il ET SCAN Potential SSH Scan 1
195. 154. 39. 188 |147.237. 77. 121 |France e navy.idf.il ET SCAN Potential SSH Scan 1
81.27.85.27 147. 237. 76. 196 |Uni ted Ki ngdom |e.sviva.idf.il ET SCAN Potential SSH Scan 1
195. 154, 39. 188 |147.237.76.39 |France nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
62. 150. 255. 205 [147.237. 77. 212 |Kuwai t e.dover.idf.il ET SCAN NMAP -sS wi ndow 2048 1
195. 154. 39. 188 |147.237.76.30 |France hi nush. i df . i 1 ET SCAN Potential SSH Scan 1
62. 150. 255. 205 [147.237. 77. 212 [Kuvai t e. dover.idf.il ET SCAN NVAP -f -sS 1
195. 154. 39. 188 |147. 237. 72. 167 |France i shurimaka.idf.il ET SCAN Potential SSH Scan 1
49 73.103. 244|147 237 0.16 |cni na ry-Kosher-kravi i df. i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
218. 205. 151. 198147. 237. 77. 243 |Chi na nobi | e.idf.il ET SCAN NVAP -sS w ndow 2048 1
195. 154. 39. 188 |147.237.0.200 [France . i df i | ET SCAN Potential SSH Scan 1
46.229.223.8  |147.237.77.212 ?ég:;;”im e dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
211.149.222.5 |147.237.77.234|hina hal ag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
163. 172. 169. 150[147. 237. 76. 39 [United Ki ngdom |nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 1024 1
211.149.222.5 |147.237.77.216|Chi na dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry

‘Signature

Target Address ‘ Ste

79.183.75.130 |Israel 147.237.72.156 |anan.icf.il |Bad TCP sequence SINRAK retransmt wth different | oo |57
w ndow scal e

79.183.75.130 |lIsrael 147.237.72.156 [aman.idf.il |SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 54

79.183.75.130 |[lIsrael 147.237.72.156 |aman.idf.il |SYN At t ack SYN -> SYN-ACK -> Ti neout alert 34
Sreamng Engine: TCP Invalid i i ssi

77.126.58.14  |israel 147. 237.77. 243 |mwbi l e, i f . 9 =g Invalid segnent retransmssion. |, 30
Ret r ansni ssi on Packet dropped.
Sreanming BEngine: TCP Invalid i i ssi

2.53. 54. 220 I'sr ael 147. 237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. g 30
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

109. 253. 197. 58 |l srael 147. 237.77. 243 |mwbi l e, i f . 9 =g Invalid segent retransmssion. . 18
Ret r ansni ssi on Packet dropped.

46.117.82. 49 I srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 18

46.117. 82. 49 | srael 147.237.76.86 |navy.idf.il |dr op First packet isn't SN drop 16
Sreamng Engine: TCP Invalid i i ssi

5.22.134.111  |israel 147.237.77. 243 |nubi l e.i df .i 9 =9 Invalid segnent retransmssion. g 15
Ret r ansni ssi on Packet dropped.

176.58.71. 162 | SStin an Territory. | 47 937, 77. 216 |dover.idf.i1 |dr op First packet ismt SWN dr op 12

Qcecupi ed

46. 19. 85. 200 I srael 147.237.77. 216 |dover.idf.i| |Bad TCP sequence Invalid ACK nunber noni t or 7

46.19. 85. 42 I srael 147.237.0.34 [tikshw.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 7

46. 19. 85. 91 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 7

46. 19. 85. 200 I srael 147.237.77. 216 |dover.idf.i| |Bad TCP sequence Invalid ACK nunber aert 6

46.19. 85. 42 I srael 147.237.0.34 [tikshw.idf.i|Bad TCP sequence Inval i d ACK nunber alert 6
Sreanming Engine: TGP Invalid i i ssi

217.132.154. 40 |Israel 147. 237. 77. 243 |robi l e i of . | 9 =g Invalid segnent retransmssion. | 6
Ret r ansn ssi on Packet dropped.

185. 89. 217. 227 |Net herl ands 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 6

46. 19. 85. 91 I srael 147.237.77. 216 |dover.idf.i|1 |Bad TCP sequence Invalid ACK nunber alert 6

197.37.9. 215 Egypt 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 6

46.19. 85. 217 I srael 147.237.0.34 [tikshw.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreanming Engine: TGP Invalid i i ssi

2.55.152.145  |israel 147.237.77. 243 |robi | e. i o .i | 9 =g Imvalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.

109. 253. 137. 201 ]I srael 147.237.72. 166 [aka.idf.il |SYN Att ack SYN -> SYN-ACK -> RST noni t or 6

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 5

46.116. 2. 110 I srael 147.237.77.74 [lawidf.il |SYN Att ack SYN -> SYN-ACK -> RST noni t or 5

2. 55. 149. 30 I srael 147.237.72. 166 [aka.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 5

46. 19. 86. 219 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Inval i d ACK nunber alert 5

46.19. 86. 219 I srael 147.237.77. 216 |dover.idf.i| |Bad TCP sequence Invalid ACK nunber noni t or 5

141. 0. 15. 218 Nor way 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 4

185. 3. 147.196 |l srael 147.237.72. 166 |aka.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 4

109.66.58.1  [Israel 147.237.76.42 |refuah.idf.il|Bad TOP sequence S retransmt with different monitor |4

w ndow scal e

197.37.9. 215 Egypt 147.237.77. 216 |dover.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 4

2.55.131. 223 | srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SN drop 4

46. 19. 86. 93 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 4

185. 89. 217. 232 |Net herl ands 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 4

46. 19. 86. 216 I srael 147.237.72.166 |aka.idf.il |SYN At t ack SYN -> SYN-ACK -> RST noni t or 4

212.29.252.81 |[Israel 147.237. 72. 156 [amen.idf.il [dr op First packet isn't SWN drop 4

46. 19. 85. 133 I srael 147.237.76.86 |navy.idf.il |Bad TCP sequence Inval i d ACK nunber nonitor |4

185. 32.179. 193 |Israel 147.237.72.166 |aka.idf.il |SYN At t ack SYN -> SYN-ACK -> RST noni t or 4

79.176.29.241 |[Israel 147.237.72.166 [aka. idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 3

197.37.9. 215 Egypt 147.237.77. 216 |dover.idf.il |SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 3

109. 253. 134. 117l srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SN drop 3

46.19. 85. 217 I srael 147.237.0.34 |tikshw.idf.i|Bad TCP sequence Invalid ACK nunber alert 3

46. 19. 85. 133 I srael 147.237.76.86 |navy.idf.il |Bad TCP sequence Inval i d ACK nunber alert 3

46. 19. 86. 102 I srael 147.237.72.166 |aka.idf.il |SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
Sreamng Engine: TCP Invalid i i ssi

80. 246. 139. 109 I srael 147.237.77. 243 |nubi 1 e.i df .i 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.

2.55.11.176 I srael 147.237.72. 166 [aka.idf.il |SYN Att ack SYN -> SYN-ACK -> RST noni t or 2

185. 89. 217. 231 |Netherl ands 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 2

87.69. 122. 69 | srael 147.237.77. 216 |dover.idf.il [dr op Frst packet isn't SYN drop 2

2.53.14. 197 I srael 147.237.72. 166 [aka.idf.il |SYN Att ack SYN -> SYN-ACK -> RST noni t or 2

185. 89. 217. 226 |Net herl ands 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
37.26.146.184 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 211
176. 13.249. 190 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 151
37.26.148.172 |[israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 67
116. 24. 250. 26  |China 147.237.76.200|ei tan. aka. i df . i | [Mil tipl e Uhaut hori zed URL Access from 116. 24. 250. 26 B ock 17
176.13.15.140 |lIsrael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized URL Access from 176. 13. 15. 140 B ock 7
116. 24. 250. 26  |Chi na 147.237.76.200|ei tan. aka. i df . i | |Ostributed PHP Attenpt B ock 6
77.127.13.99 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 4
31.154.81.54 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
. . Unaut hori zed Met hod PCST for
77.139.103. 104 |France 147.237.72. 166 |aka. i df . i | vaw aka. i df i |/ @i r/ gi yus/ pni of ansver . aspx B ock 3
37.26.148.215 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
37.26.149. 147 |[israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
109. 253. 145. 117|1 sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
212.179. 227. 221l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
87. 68. 46. 85 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
80. 246. 139. 109 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
46. 19. 85. 239 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 2
46.117.70.132 [l srael 147.237.72. 166 |aka. i df . i | Lhknown Par aneter Sear chParamin v aka. i df . i |/ nai n/ sachar/ None 2
85. 65. 186. 245 [l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx Bl ock 1
66. 249. 76. 74 | srael 147.237.72. 156 |anan. i df . i | Unaut hori zed URL Access to waw anan. i df.il/robots. txt B ock 1
195. 62. 53. 168 F“Sf;;”i on 147.237.77. 170 |nmar achot . i df . i | |Lhaut hori zed LR Access to gmail . com engi ne/ | og. t xt B ock 1
46. 19. 85. 91 | srael 147.237.77.216|dover. i df .i | I1l1egal HITP \ersion B ock
84.111.171.47 |Israel 147.237.72. 166 |aka. i df . i | PHP At tenpt B ock 1
. . Unaut hori zed Met hod PCST for
77.138.193.58 |France 147.237.72. 166 |aka. i df . i | v aka, i o i |/ mai v snal i sl | m aspx B ock 1
66.102.9.8 Lhited Sates 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for waww aka. i df.il/mai n/ gi yus/ sitemap. aspx |B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
85. 65. 202. 69 I srael 147.237.72. 166 [aka.i df . i | aka. i o . i |/ nai vy sachar/ nai | box. aspx None 1
79.176.51.236  |Israel 147.237.72. 166 |aka. i df . i | Unknown Paranet er __VI ENSTATEENCRYPTED i n None 1
wn aka. i df . i |/ mai n/ sachar/ mai | box. aspx
66. 249. 76. 75 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
46.19. 85. 91 I srael 147.237.77.216|dover.i df .i | Mal formed URL asp. net _sessi oni d=qt | h0345ydf j 4c45h4bj n255 Bl ock 1
84.111.171.47 |lsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to ww aka. i df.il/wp-1ogin. php B ock 1
77.138.238.180 |France 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 77.138.238.180 [B ock 1
. . Uhaut hori zed URL Access to
66.249.64.33  [Israel 147.237.76.42 [refuah.idf.il 147. 237, 76. 42/ 994~ 8769- he/ r ef uah. aspx Bl ock 1
. . Unaut hori zed URL Access to
79.177.212. 248 |[Israel 147.237.72. 166 [aka. i df . i | wiww aka, i o . i 1/ i v gi yus/ ki osk/ ki osk. aspx’ B ock 1
68.180.229.178 [lnited Sates 147.237.77.216|dover.i df .i | Paranet er Type Mol ati on PageNumin waw i df.il/1398-en/dover. aspx  |B ock 1
. . Unaut hori zed Met hod HEAD for
217.132.53.67 |Israel 147.237.72. 166 |aka. i df . i | v aka. i o i |/ nai v sachar | def aul t . asp B ock 1
116. 24. 250. 26  |Chi na 147.237.76.200|ei t an. aka. i df . i | [Uhaut hori zed Method HEAD for wa eitan. aka.idf.il/ None 1
. . Unknown HTTP Request Method 19%C32; in URL
46.19. 85. 91 I srael 147.237.77. 216 |dover.idf . il asp. net_sessi oni d=qt | h0345ydf | 4c45hdbj n255 B ock 1
84.111.171. 47 |[israel 147.237.77.74 [lawidf.il PHP Att enpt B ock
2.55. 152. 145 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Gode B ock
77.138.238.180 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCBT for www aka. idf.il/main/snalini B ock 1
. . Unaut hori zed URL Access to
66.249.64.36  |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994~ 9238- he/ r ef uah. aspx Bl ock 1
192.118.78.57 |Israel 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to ww idf.il/rul es. abe B ock 1
. . . Unaut hori zed Met hod PCST for
93. 78. 230. 27 kr ai ne 147.237.72. 166 [aka. i df . i | v aka. i df i |/ i n/ kapat 2/ cont act Us. asp B ock 1
217.132.154. 40 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response CGode B ock 1
116. 24. 250.26  |Chi na 147.237.76.200|ei tan. aka. i df . i | |Whaut hori zed URL Access to ww ei tan. aka.idf.il/index. asp B ock 1
31.154.81.2 I srael 147.237.77.216|dover.i df .i | O stributed Unauthorized LRL Access on wwidf.il/https:/wwidf.il/ [B ock 1
84.111.171.47 |[israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to www | aw i df.il/wp-1ogin. php Bl ock 1
. . Unaut hori zed Met hod PCST for
77.139. 45. 87 France 147.237.72. 166 |aka. i df . i | vaww aka. i df i 1/ rai v i yus/ yahash/ sheel on. aspx B ock 1
66.249. 66. 197 |l srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock 1
193. 43. 246. 250 |Israel 147.237.72. 166 |aka. i df .i | thaut hori zed Method HEAD for Bl ock 1
wwy aka. i df . i |/ gi yus/ mani | ot/ m kt zoot /
84.95.112.107 [Israel 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to wawidf.il/https:/vwwidf.il/ B ock 1
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