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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |[Site |Signature |Device Action  |Count |
185.94.111. 1 Russi an Federation 147.237. 76. 148 gacenter. aka. i df.il B ack List drop 1
194.177.16. 3 | srael 147.237.76. 86 navy.idf.il B ack List drop 1
119. 41. 216. 165 Chi na 147.237.77.121 e.navy.idf.il Invalid TGP H ags dr op 1
119. 41. 216. 165 Chi na 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry ‘Target Address |Site |Sgnature Devi ce Action |Oount |

81.243. 26. 28 Bel gi um 147.237.77.170 |nmaarachot.idf.i| [18160: HITP. Qitroni Likely Miicious Tor Proxy Qookie Bl ock 1
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|Top Attackers In |D|

‘ Target Address

A tacker
Gountry

Signature

46. 19. 85. 61 147.237.77. 216 |I srael dover.idf.il PQLI CY- OTHER TCP packet with urgent flag attenpt 48
84.108. 214. 219 |147. 237. 72. 166 |l srael aka.idf.il Xenu Link Seuth User Agent 4
84.108. 214. 219 |147. 237. 77. 216 I srael dover.idf.il Xenu Link Seuth User Agent 3
91.201.236.50 [147.237.77.234|krai ne hal ag.idf.il ET SCAN NMAP -sS wi ndow 4096 1
62. 210. 243. 100 |147.237.0.15 |France kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
62. 150. 255. 205 |147. 237. 76. 148 |Kuvai t gacenter.aka.idf.il [ET SCAN NVAP -sS w ndow 1024 1
209. 126. 230. 71 [147. 237. 77. 121 |Lhited Sates |e.navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
54. 147. 8. 50 147.237.76.199 |lhited Sates |e nakchal.idf.il [ET SCAN NVAP -sS w ndow 1024 1
180. 213. 5. 205 [147.237.76.39 [China nobi | e.nei tav.idf.i |[ET SCAN NMAP -sS wi ndow 1024 1
144,48 2,130 147 237 77 74 Lawidh il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
40.114.15.49 |147.237.76.197 |Lhited Sates |e. himush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102. 48. 195 |[147.237.72. 217 [Net her| ands e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
5.29.167.187  |147.237.72. 166 I srael aka.idf.il ET SCAN NVAP -sA (2) 1
91.201.236.50 |147.237.77.234|krai ne hal ag.idf.il ET SCAN Potential SSH Scan 1
91.201.236.50 |147.237.77.234|krai ne hal ag.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
62. 150. 255. 205 [147. 237. 76. 148 |Kuvai t gocenter. aka.idf.il |ET SCAN NVAP -sS wi ndow 2048 1
209. 126. 230. 71 [147.237. 77. 212 |Wited Sates |e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
62. 150. 255. 205 |147. 237. 76. 148 |[Kuvai t gocenter. aka.idf.il |ET SCAN NVAP -f -sS 1
208. 100. 26. 228 |147. 237. 72. 166 |Lhited Sates |aka idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.172.91.21  |147.237.76. 177 |krai ne ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
180. 213. 5. 205 |147.237.76. 34 |[China yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
42.112.28.187 |147.237.76.176 |V et nam test.ncore.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
130. 103, 83, 134 |147. 237 76,30 |Uted b s i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Ki ngdom Potential Scan or Brute Force
8.37.225.135 |147.237.77.216|lhited Sates |dover.idf.il portscan: TCP O stributed Portscan 1
94.102. 48.195 |147.237.72. 166 [Net her | ands aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
79.181.211.125 |Israel 147.237.77.233 |atal i df . Bad TCP sequence mdﬁvrsa;aslnlt wth dfferent moni tor  |187
109. 66. 58. 1 I'srael 147.237.76.42 |refuah.idf.il  |Bad TCP sequence Vsu.\(':dﬁr;”;”lt wth different moni tor |32
77.125.21.0 I'srael 147.237.76. 200 [eitan. aka i o i1 [ 3 NG Engine: TP Tvalid - fimal id segnent retransmssi on. drop 30
Ret r ansni ssi on Packet dropped.
8.37.225. 135 Lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SYN drop 25
46. 19. 86. 119 | srael 147.237.76.42 |refuah.idf.il drop Frst packet isn't SN drop 23
46. 19. 85. 20 I srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 23
185.120. 124. 87 |l srael 147.237.72. 167 |i shuri maka.i of . i [dr op First packet isn't SYN drop 10
46.19. 86. 19 I srael 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or 10
66.102. 9. 159 Lhited Sates |147.237.0.34 |tikshuv.idf.il dr op First packet isn't SN drop 8
79.178. 27. 63 | srael 147.237.72. 167 |i shuri maka.i of . i [dr op First packet isn't SYN drop 7
46.19. 85.1 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nvali d ACK nunber noni t or 6
141. 226. 161. 226! srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or 6
2.55.148. 101 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 6
2.53.40. 103 I srael 147 237.76. 200 |ei tan. aka i df i1 || Sam g Engine: TCP Invalid  finvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 86. 89 | srael 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
46.19.85.1 I 'srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert
46.19. 86. 19 I'srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence mdﬁvrsa;aslnlt wWth dfferent moni tor |6
46.19.86.159  |Israel 147. 237.76. 200 [ei tan aka i .11 || S3M NG ENgine: TP Invalid —finvalid segnent retransmissi on. drop 6
Ret r ansni ssi on Packet dr opped.
110. 168. 203. 25 |Thai | and 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber noni t or
52.64.53.229  |Australia 147.237.76.31 |nakchal.idf.il  [drop SAMrul e drop
46.19. 86. 19 I srael 147.237.76.42 |refuah.idf.il  |Bad TCP sequence V?':dﬁr;”;'it wth different dert 5
46. 19. 85. 137 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
174.89.234.10 |canada 147, 237, 76. 200 |ei tan. aka i of i1 || €M NG Engine: TCP Invalid  finvalid segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dr opped.
46.19. 86. 85 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 86. 197 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
139. 162. 216. 112|lhited Sates [147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN drop
199.30.16. 186 |Uited Sates |147. 237, 76. 200 [eitan akaich. i1 | A NG Engine: TP Invalid invalid segnent retransmssion drop 4
Ret r ansni ssi on Packet dropped.
46. 19. 86. 76 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 4
197. 48. 191. 242 |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
46. 19. 86. 81 I srael 147.237.0.34 [tikshw.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 4
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
46.19. 85. 137 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 4
46. 19. 86. 85 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid ACK nunber aert 4
51.255.47.108 |France 147.237.72. 166 |aka.i df i SYN At tack SYN -> SYN-ACK -> RST noni t or 4
79.181.254. 211 |Israel 147.237.72. 166 |aka. i df i SYN At tack SYN -> SYN-ACK -> RST noni t or 3
89. 138. 93. 188 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 3
213.8.204. 44 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 3
46.19. 86. 197 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 3
109. 253. 212. 232|l srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
46.19. 85. 70 | srael 147.237.72.166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
46. 19. 85. 217 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or 3
207.46.13.116  |Uited Sates |147.237. 7. 243 |mwiteiar i1 |2 €@M NG Engine: TP Invalid  Jinvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
80. 246. 136. 220 |l srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SYN drop 3
5.22.134.75 I srael 147.237. 72. 156 |anan. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 3
31.210.186.35 |[Israel 147.237.72. 156 |anan. i of . i | Bad TCP sequence I'nval i d ACK nunber noni t or 3
5.22.134. 99 I 'srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber noni t or 3
79.181. 254. 211 |l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 3
37.46.38. 97 I srael 147, 237.77. 243 |rvit e i1 | ©AMNG Bngine: TGP Invalid - invalid segnent retransmissi on. drop 2
Ret r ansni ssi on Packet dropped.
37.26.146.191 |Israel 147.237.72. 166 |aka. i df .i SYN At tack SYN -> SYN-ACK -> Ti neout noni t or
46.19. 86. 19 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
116. 24. 250.26  |China 147.237.77. 176 [mat pash. i df .il |Miltiple Wnauthorized UR. Access from 116.24. 250. 26 Bl ock 30
2.53. 155. 247 I srael 147.237.77. 170 |n@ar achot . i df . i | [Mil ti pl e Unaut hori zed URL Access from 2. 53. 155. 247 B ock 19
116. 24. 250. 26  |Chi na 147.237.77. 216 |dover . i df . i | Ml tipl e Unaut hori zed URL Access from 116. 24. 250. 26 B ock 17
116. 24. 250. 26  |China 147.237.77. 176 |mat pash. i df . i | PHP Attenpt Bl ock 11
46. 19. 86. 205 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
79.177.37.124 |israel 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code B ock
116. 24. 250. 26  |China 147.237.77.216|dover. i df . i | PHP Attenpt Bl ock
62. 122. 180. 137 RJSf;;”i o 147. 237.77. 216 |dover . i df . i | Parameter Type Mol ation lang in wawi df.i1/1398-en/ dover . aspx Bock |5
62.122. 180. 137 RJSIS:;ni on 147.237.77. 176 |nat pash. i df . i|  |Paraneter Type Miol ati on PageNumin waw cogat . i df.il/2113-en/ cogat . aspx |B ock 4
80. 246. 136. 148 |l srael 147.237.0.19 |nadi matal .idf. i |Suspici ous Response Code B ock 3
2.53.49. 42 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 3
82.166. 240. 201 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
46. 19. 86. 10 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.53.143.22 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 2
77.138.165.207 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for v aka. idf.il/mluind B ock 2
37.142.182.251 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 2
46.120. 113. 100 |Israel 147.237.72. 156 |anan. i df . i | Ml tipl e Unhaut horized URL Access from 46.120. 113. 100 B ock 2
. . . Unaut hori zed URL Access to
46.19.85. 74 I srael 147.237.77. 243 [nobi | €. i df . T nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1362 Bl ock 2
2.53.55. 47 I srael 147.237.77.243|nobi | e. i df . i | Ml tipl e Unaut horized URL Access from 2. 53, 55. 47 B ock 2
. . . Unaut hori zed URL Access to
2. 53.55. 47 | srael 147.237.77. 243|mobi | e. i df . i | nobi | e.idf.il/categorytenpl ates/|istchilddocunent s/ 1431 Bl ock !
NULL Character in Method
. ; : L [[#011[[#0] ] [[#0]][[#19]]A[ BU * ¢2+ 9 C[ [#16] ] [[#7]]+*, AAXSSS, 6/ [ #
73.232.44.60  |Wited Sates [147.237.76.86 |[navy.idf.il 30]]© [ [ #25] ] ® £VCKviis E] [ #16] ] - ¥ SLur 8021 L [ [ #1]] A% [ [#12]] o[ [#28] | B °K 1
1 Egede[[#29]] "= Bya[ [#2] ] U [#25] |
66.249.66.177 |lIsrael 147.237.77.216|dover . i df . i | Mil tipl e Uhaut horized URL Access from 66.249. 66. 177 B ock 1
46.120. 113. 100 |Israel 147.237.72. 166 [aka. i df . i | Unaut hor i zed Method HEAD for waw aka. i df . i | / mai n/ hore/ def aul t . aspx B ock 1
109. 253. 218. 17 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
. . Uhknown Paraneter ctl 00$ct | 00$cphMai n$cphSachar $ct109 in
79.180. 36. 35 I srael 147.237.72. 166 |aka. i df . i | ww aka. i df . i | / i v sachar / paysl i ps. aspx None 1
. . Unknown Paraneter asmin
5.22.134.99 I srael 147.237.72. 166 |aka. i df . i | v aka, i df i |/ mai n/ gi yus/ yahash2017/ | obby. aspx None 1
73.232. 44. 60 Lhited Sates |147.237.76.86 |navy.idf.il Abnormal |y Long Request et hod Bl ock 1
116. 24.250. 26 |Chi na 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw i df.il/index. asp B ock 1
66. 249. 64. 30 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
. ] D stributed Lhaut horized URL Access on
109. 66. 58. 1 I srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah, aspx B ock 1
46. 19. 86. 19 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl el shared/ text . css B ock 1
66.249. 66.242 [Israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to ww | aw i df.il/164-3447- he B ock 1
. . Unaut hori zed Met hod HEAD for
79.183. 39. 16 | srael 147.237.72.166 |aka. i df . i | w aka. i df . i |/ i n/ gi yus/ ki osk/ ki osk. aspx B ock 1
73.232. 44. 60 Lhited Sates |147.237.76.86 |navy.idf.il Illegal Byte Qode Character in Header Nane B ock 1
176.13. 0. 189 I srael 147.237.77. 176 |nat pash. i df . i]  |Unauthori zed URL Access to wan cogat . idf.il/894-ar B ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 41 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ si p st or agel {1 es/ 9/ 71579. pf B ock 1
109. 66. 150. 241 |l srael 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to waw i df.il/tenpl ates/tenpl at econtrol s/ generic/ |B ock 1
77.139.180.13 |France 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to wwwy anman. i df.il/favicon.ico Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ si p. st oragel {1 es/ 4/ 69314. pf B ock 1
62.122.180. 137 stﬁ::ﬂ on 147.237.77. 176 |mat pash. i df . i|  [Paraneter Type Volation lang in v cogat.idf.il/2113-en/ cogat . aspx Bl ock 1
40.77. 167. 66 Lhited Sates [147.237.72.166 |aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock 1
Illegal Byte (de Character in Mthod
. . - L[#0) ] [[#0) ] [[#0]] [ [#19])]A[ BU " ¢2+ 9aH CB[ [ #16] ] [ [#7] ]+, AAXGSS, 6/ [ #
73.232.44.60 Lhited Sates [147.237.76.86 [navy.idf.il 30] ] © [ [#25]] 2 £VeKvile B [ #16] ] - % $Lur 802 | QUf: [ [ #1] ] A% [ [ #12]] ¢[ [ #28] Bl ock 1
1 Bggd- [ [#29]] "~ Bya[[#2] ] U [#25] |
185.27.105.85 |Israel 147. 237.72. 166 |aka. i df . i | thknown Paraneter __VI EVETATEENCGRYPTED in - None |1
wwv aka. i df . i |/ mai n/ sachar/ request paysl i pexpl anat i on. aspx
- - Unaut hori zed URL Access to
66.249. 64. 145 [l srael 147.237.76.86 |navy.idf.il v navy. i df i |/t enpl at es/ t enpl at econt rol s/ i nks/ undef i ned B ock 1
109. 253. 140. 241 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
2.53.155. 247 I srael 147.237.77. 170 |mmar achot . i df . i | [Uhaut hori zed UR. Access to maarachot.idf.il/pdf/files/6/112306. pd B ock 1
. . Unaut hori zed URL Access to
66. 249. 76. 79 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ si p st oragel {1 es/ 9/ 71549, plf B ock 1
73.232. 44. 60 Lhited Sates |147.237.76.86 |navy.idf.il I1legal HITP \ersion Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 65. 20 | srael 147.237.72.166 |aka. i df . i | 147. 237.72. 166/ si p_st or age/ fi | es/ 9/ 69409. pdf B ock 1
46.120.113. 100 |[lIsrael 147.237.72.156 |anan. i df . i | Unaut hori zed URL Access to waw anan. i df.il/robots. txt Bl ock 1
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