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10-04-2016-18:04:01 to 10-04-2016-19:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
52.16. 5. 197 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
85. 250. 214. 228 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
46.19. 86. 166 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
93. 174.93. 210 Net her | ands 147.237.72. 167 i shurimaka.idf.il |bl ock-sp-trafl forward 2
93. 174. 93. 210 Net her | ands 147.237. 76. 86 navy.idf.il bl ock-sp-traf 1 forward 2
93.172. 104. 68 | srael 147.237. 76. 147 chinuch. aka.idf.il |B ack List drop 1
185.94.111. 1 Russi an Federation 147.237.76. 31 nakchal .idf.il B ack List drop 1
185.94.111. 1 Russi an Federation 147.237.76. 201 e atal.idf.il B ack List drop 1
77.124.7.15 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
183. 60. 48. 25 Chi na 147. 237. 0. 200 . i off i | JLMPurple Con Linit Tcp drop 1




10-04-2016-18:04:01 to 10-04-2016-19:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnalure Devi ce Action ‘Count
173. 234. 153. 122 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP: naj estic bot Per nit 125
173. 234. 153. 122 Lhited Sates 147.237.77. 74 lawidf.il C1000074: HITP. maj estic bot Per it 4
173. 234. 153. 122 Lhited Sates 147. 237. 72. 166 aka.idf.il C1000074: HITP. maj estic bot Per nirt 2

62. 210. 250. 212 France 147.237.77. 216 dover.idf.il C1000074: HITP: naj estic bot Per nit 2
198. 245. 49. 215 Canada 147. 237.76. 42 refuah.idf.il C1000074: HITP. maj estic bot Per it 2

91. 209. 51. 22 kr ai ne 147. 237. 72. 166 aka.idf.il C1000074: HITP. maj estic bot Per nirt 2
198. 245. 49. 215 Canada 147.237.77. 216 dover.idf.il C1000074: HITP: naj estic bot Per nit 2




10-04-2016-18:04:01 to 10-04-2016-19:04:01

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature
ET SCAN Behavi oral Uhusual 'y fast inbound Tel net Gonnecti ons,

180. 250. 191. 154|147. 237. 77. 176 || ndonesi a nat pash. i df . i | Fotential Scan or Brute Force 1
91.201.236.50 |147.237.72.14 |raine dover.idf.il (ol d) ET DRCP Spamhaus DRCP Listed Traffic | nbound 1
128.199.41.16 |147.237.72.166 |Netherl ands  |[aka.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
58.218. 200. 137 |147.237.76.44 |China e.refuah idf.il ET SCAN Potential SSH Scan 1
109. 236. 86. 32 |147. 237. 77. 243 |Net her | ands nobi | e.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
58.218. 200. 137 [147.237.0.33 [China idf.il ET SCAN Potential SSH Scan 1
109. 236. 86. 32  |147.237. 76. 177 [Net her | ands ncore.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
54.147.7.228 147.237.76.201|Wited Sates [e.atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
220.233.79.180 |[147.237.77.179|Australia e.nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
109. 236.86.32 |147.237.72.217 |Netherlands  |e.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
208. 100. 26. 228 |[147.237.72.166|lited Sates |aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
23.91.75. 231 147.237.76.198|hited Sates |e yohalan.idf.il ET SCAN NVAP -sS w ndow 1024 1
109. 236.86.32  |147.237.72.156 |Netherlands  [anan.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
195. 154. 53. 146 |147.237.76.31 |Fance nakchal . i df il ET SCAN Potential SSH Scan 1
23.91.75. 231 147.237.76.44 |wnited Sates |e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102.48.195 |[147.237.76.39 [Netherlands |nobile neitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
195. 154. 53. 146 |147.237.0.35 |Fance akavs. i df . il ET SCAN Potential SSH Scan 1
91.201.236.50 |147.237.72.14 |kraine dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 4096 1
183. 129. 160. 229|147. 237. 76. 201 |Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1
91.201.236.50 |147.237.72.14 |raine dover.idf.il (ol d) ET SCAN NVAP -f -sS 1
163.172.129. 15 |147.237. 76. 198 E?ir:;gom e.yohal an.idf.il ET SCAN NMAP -sS wi ndow 1024 1
58. 218. 200. 137 |147.237. 76. 148 |Chi na gacenter. aka.i df . il ET SCAN Potential SSH Scan 1
113.23.54.240 |147.237.77.176|M et nam nat pash. i df .i | ET SCAN NVAP -sS wi ndow 3072 1
58.218.200. 137 [147.237.0.35 |China akavs. i df il ET SCAN Potential SSH Scan 1
109. 236. 86. 32  |147.237.77.226[Netherl ands  |wan chanat z. aka.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
58.218. 200. 137 |147.237.0.17 |China mny-kosher-kravi .idf.il |[ET SCAN Potential SSH Scan 1
109. 236.86.32 [147.237.76.31 |Netherlands  |nakchal .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
217.23.6.58 147.237.72. 217 [Netherlands ~ |e.idf.il ET SCAN NVAP -sS wi ndow 1024 1
40.114. 15. 49 147.237.76.86 [lLhited Sates [navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
109. 236. 86. 32  |147. 237. 72. 167 |Net her | ands i shuri maka.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
195. 154. 53. 146 [147.237.77. 170 |France naar achot . i df . i | ET SCAN Potential SSH Scan 1
23.91.75. 231 147.237.76.86 |Lhited Sates [navy.idf.il ET SDAN Behavi or al Lhusugl ly fast Termnal Server Traffic, 1
Potential Scan or Infection
104. 128. 144. 131|147. 237. 77.19 |Canada | awforumidf.il ET SCAN NMAP -sS wi ndow 3072 1
195. 154. 53. 146 |147.237. 72. 166 |France aka.idf.il ET SCAN Potential SSH Scan 1
5. 255. 90. 133 147.237.76. 202 |Netherl ands  |e.hal ag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
93.174.93.210 [147.237.77.170|Netherlands  |nmmarachot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
195. 154. 53. 146 |147.237.0.15 |Fance kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
91.201.236.50 |147.237.72.14 |kraine dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 2048 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Devi ce

Country

Sreaning Engine: TGP Invalid

Invali d segnent retransnissi on. Packet

Action

‘Count

85. 65. 4. 85 I srael 147.237. 77. 243 |nobi l e.i of .i | - drop 40
Ret r ansni ssi on dr opped.

83.130. 246.83 |lsrael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 34

107. 167. 109. 199|United Sates [147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST nonitor |19

46. 19. 86. 235 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber monitor |16

176. 13. 3. 158 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10

79. 176. 4. 236 I srael 147.237.72. 167 [ishurimaka.idf.il |SYN At t ack SYN -> SYN-ACK -> RST nonitor |10

213.57.221.76 |Israel 147.237.72. 166 |aka i df .i | Bad TCP sequence monitor |10

176.13. 3. 158 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber alert 10

176.13. 3. 158 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 10

46.19. 86. 235 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber aert 10

46. 19. 86. 28 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or

79.176. 4. 236 | srael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TCP Invalid i i ssi

77.126.58.14  |israel 147. 237.77. 243 |mobi l e. i f . i 9 =9 Invalid segnent retransmssion. Packet |, 6
Ret r ansni ssi on dr opped.

80.246.133.65 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence ig;e”ansmt with different wndow | oitor |6
Sreaning Engine: TGP Invalid i i ssi

46.116.65.231 | srael 147. 237.77. 243 |mobi l e. i f . i 9 =9 Invalid segnent retransmssion. Packet |, 6
Ret r ansni ssi on dr opped.

213.57.221.76 |lIsrael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor |5

31.210. 186. 54 | srael 147.237.0.15 |kosher-kravi.idf.illdr op Frst packet isn't SN drop 5

217.132.33.43 |[lIsrael 147.237.77. 176 |nat pash. i df . i | SYN At t ack SYN -> SYN-ACK -> RST monitor |5

213.57.221.76 | srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SYN drop 5

193. 239. 221. 230|Swtzerland  [147.237.77.74 |lawidi.il Bad TCP sequence ig;e”ansmt with different wndow | oivor |5

213.57.221.76 |lIsrael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber alert 5

109. 67.52.204  |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence ig;e”ansm” with different wndow | ivor |5

213.57.221.76 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber moni tor |5

109. 253. 196. 65 |Israel 147. 237. 77. 216 |dover i df i Bad TCP sequence SINAK retransmt with different — ooniior  |a

wi ndow scal e

85. 65. 203. 32 I srael 147.237.72. 166 |aka. i df il SYN At t ack SYN -> SYN-ACK -> RST monitor |4
Sreaming Engine: TCP Invalid i i ssi

199.30.25.125 |wnited Sates |147. 237. 76. 200 |ei tan. aka. i df . il 9 =9 Invalid segnent retransmssion. Packet |, ., 4
Ret r ansni ssi on dropped.
Sreaning Engine: TCP Invalid i i SSi

131.253.27.172 |wited Sates |147. 237. 76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. Packet |, 4
Ret r ansni ssi on dr opped.

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

91.202.128.7 krai ne 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or

84.108.96.164 |l srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber alert
S reamng Engi ne: TCP i

93.174.93.210 [Netherlands [147. 237.72. 167 |i shuri maka.i df . 9 =g TCP segnent out of naxi mumal[oved . 3
Segnent Lint Enforcenent sequence. Packet dropped.

79.177.33.178 |Israel 147.237.72. 156 |aman. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or

141. 226. 218. 17 |lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or

84.108.96.164 |l srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber noni t or
Sreaning Engine: TCP Invalid i i SSi

46.19.85.143  |Israel 147.237.77. 243 |nobi l e. i of . | 9 =g Invalid segnent retransmssion. Packet |, . 3
Ret r ansni ssi on dr opped.
Sreaming Engine: TCP Invalid i i ssi

77.125.65.145 |Israel 147.237. 77. 243 |robi 1 e i df . i | 9 =9 Invalid segnent retransmssion. Packet |, ., 3
Ret r ansni ssi on dropped.

91.202.128.7 kr ai ne 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 3

109. 253. 196. 65 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2

93.174.93.210 |Netherlands [147.237.72.167ishurimaka idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 2

177.74.154.97 |Brazil 147.237.77. 212 |e. dover.idf .il Geo-| ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 2

192. 115.83.5 I srael 147.237.77. 170 |naarachot . idf.il |Bad TCP sequence Invalid ACK nunber moni tor |2

176. 13. 15. 45 I srael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |2

5.22.134. 203 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2

85. 64. 45. 73 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber moni tor |2

37.26.148.134 |[lIsrael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |2
Vb Server Enforcenent HTTP Deni

104. 197. 229. 243|Uited Sates |147. 237. 77. 216 |dover. i df . i , Véb Servers S ow Denial - of rej ect 2
Mol ation Service

109. 253. 212. 61 |l srael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or

37.26.148.195 [Israel 147.237. 72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or

77.138.141.202 [France 147.237.77. 233 |atal i df .i Bad TCP sequence S retransmt with different wndow | ooyior |2

5.22.134. 168 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |2
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
176. 13. 20. 47 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 21
84.109.102.53 |[Israel 147.237.72. 166 |aka. i df . i | Mul ti pl e Unknown HTTP Request Method from 84.109. 102. 53 B ock 19
77.125.65.145 |israel 147.237.77. 243 |nobi | e. i df . i | nﬂ;ﬂt?&f_?f, Cu;‘eggrcﬁim;esn et | ddocunent </ 1362 B ock 11
5.22.134. 165 I srael 147.237.76.31 |nakchal .idf.il D stributed Unaut hori zed HTTP Met hod B ock 4
79.178.82.100 |[Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code B ock 4
46. 19. 86. 166 I srael 147.237.0.19 |nadimatal .idf.il O stribut ed Suspici ous Response CGode B ock 3
2.53.153. 108 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
185. 120. 125. 131 ]I srael 147.237.72. 156 [anan. i df . i | D stributed Suspicious Response Code B ock 2
67.245.1.115 Uhited Sates [147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to waw i df.il/1133-he/ B ock 1
66.249. 64. 118 | srael 147. 237.72. 156 |anan. i df . i | thaut hori zed URL Access to B ock 1

wwn aman. i df . i | / appl e- app- si t e-associ ati on

Unaut hori zed URL Access to www i df.il/1133-17275-he/ N YIND DN

173.234. 153. 122|thited Sates |147.237. 77. 216 |dover. i df . i | aspx. TIOPIN M5 MMM AYARA AN0 NNON Wby 7 Bl ock 1

37.142.9. 207 I srael 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1

80.246.136.91 |[Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
. . Uhaut hori zed URL Access to

66. 249. 76. 79 I srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ si p. st or agel {1 es/ 6/ 71566. pdf B ock 1
. . Unaut hori zed URL Access to

66.249.64.33  |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8974- he/ r ef uah. aspx Bl ock 1

94.230.86.149 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/894-he/ dover. aspx B ock 1

68.224. 169. 101 |Wnited Sates [147. 237. 72. 166 |aka. i df . i | Wnauit hor | zed Method PCBT for B ock 1

wan aka. i df . i |/ nai n/ gi yus/ pni ot answer . aspx
66. 249. 66. 23 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
- kosher - kravi . i df i
66.249.76.80 [ srael 147.237.0.16 | Y Wnaut hori zed LRL Access to B ock 1

il wn ny- kosher-kravi .idf.il/tenpl ates/|ogi n/logi n. aspx

. . Uhaut hori zed URL Access to
66. 249. 64. 41 | srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ si p st oragel {1 es/ 5/ 71575. pf B ock 1

Unknown Paraneter _ VI EASTATEENCRYPTED i n

94.230.86.149 |lIsrael 147.237.72. 166 |aka. i df . i | vow aka. i df . i |/ nai v sachar/ nai | box. aspx None 1
5.22.134. 165 I srael 147.237.76.31 |nakchal .idf.il Ml tipl e Unaut horized URL Access from5. 22. 134. 165 B ock 1
66. 249. 66. 26 I srael 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock
46.116.65.231 [Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock
84.109.102.53 |Israel 147.237.72. 166 |aka. i df . i | Wnknown HTTP Request Method undefined in URL B ock 1

wn aka. i df . i1/ mai n/ gi yus/ api / api / pr of essi ondescri pti on/ 5797

. . Uhaut hori zed URL Access to
66. 249. 76. 81 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ si p_st or agel {1 | es/ 6/ 70476. pf B ock 1

. . Uhaut hori zed URL Access to
66. 249. 64. 43 | srael 147.237.72.166 |aka. i df . i | 147. 237. 72. 166/ si p st oragel {1 es/ 1/ 71761 pf B ock 1

Uhknown Par anet er ct| 00$ct | 00$cphMai n$cphSachar $ct | 55 in

94.230.86.149 |[Israel 147.237.72. 166 |aka. i df . i | oS ) . None 1
ww aka. i df . i | / mai n/ sachar/ paysl i ps. aspx
5.22.134. 165 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to nakhal .idf.il/sip_storagel/files/ 2/ B ock 1
77.138.141.202 |France 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to 147.237.77.233/ favi con.ico B ock 1
. . Uhaut hori zed URL Access to
66.249.66.210 |Israel 147.237.77. 216 |dover.idf . il 147. 237.77. 216/ 1133- 17802- he/ dover . aspx Bl ock 1
66. 102. 8. 158 Uhited Sates |147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to waw i df . il/1008- he/ +navnenu. gc+ B ock 1
204.79.180.112 |tnited Sates [147. 237. 72. 166 |aka. i df . i | Whaut hor i zed Method POST for B ock 1
wawn aka. i df . i |/ ml ui ndtenpl at es/ hone. asp
. . Uhaut hori zed URL Access to
2.53.145. 196 I sr ael 147.237.77.234|hal ag. i df . il 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f Bl ock 1
84.111.171.47 |lIsrael 147.237.77. 170 |maar achot . i df . i | PHP Att enpt B ock 1
67.245.1.115 Lhited Sates |147.237. 77. 216 |dover . i df . i | D stributed Unaut hori zed HTTP Met hod B ock 1
. . Uhaut hori zed URL Access to
66. 249. 64. 45 I srael 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ si p. st or agel {1 es/ 5/ 69385. pdf B ock 1
157.55.39. 104 |UWited Sates |147.237. 72. 156 |[anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots. txt B ock 1
5.29.181. 69 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwu aka.idf.il/main/ B ock
66. 249. 76. 77 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 66.249. 76. 77 B ock
. . Uhaut hori zed URL Access to
66.249.64.30  |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9724- he/ r ef uah. aspx Bl ock 1
: . . D stributed Whaut hori zed Met hod for Known URL on
204.79.180.226 |[Lnited Sates |147.237.72.166|aka.idf.il vw aka. i dff . i 1/ mai n/ hone/ def aul t . aspx B ock 1
84.111.171.47 |lIsrael 147.237.77. 170 |maar achot . i df . i | Lhaut hori zed URL Access to maarachot . idf.il/wp-1ogin. php B ock 1
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