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10-04-2016-17:04:00 to 10-04-2016-18:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
46.31. 103. 71 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 7
8. 37.225.224 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under _Attack_Con Htp drop 3
93.174. 93. 210 Net her | ands 147.237.77. 235 sviva.idf.il bl ock-sp-traf 1 forward 2
93. 174.93. 210 Net her | ands 147.237.77.170 naar achot . i df .il bl ock-sp-traf 1 forward 2
221.229.172.116 Chi na 147.237.76. 31 nakchal . i df il JLM Under Attack_Con Tcp drop 1
104. 168. 149. 208 Lhited Sates 147.237.76. 30 hi nush. i df .i | B ack List drop 1
104. 168. 149. 208 Lhited Sates 147.237.76. 201 e atal.idf.il B ack List drop 1
128. 242. 249. 13 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1




10-04-2016-17:04:00 to 10-04-2016-18:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnalure Devi ce Action |Oount
62. 210. 148. 247 France 147.237.77. 176 nat pash. i df . i | C1000074: HTTP: naj estic bot Permit 2
85. 14. 244. 113 Ger many 147.237. 72. 166 aka.idf.il C1000074: HTTP. naj estic bot Per nit 1
193. 111. 140. 106 Ger many 147.237.72. 166 aka.idf.il C1000074: HITP. naj estic bot Per it 1




10-04-2016-17:04:00 to 10-04-2016-18:04:00

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gount ry |Ste |Signature |Count |
23.91.75.231 147.237.77.233 |Wited Sates atal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
121. 46. 102. 39 147.237.76.199 |India e.nakchal .idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
109. 236. 86. 32 147.237.77.227 |Netherl ands e. hanaz. i df .i| ET SCAN Potential VWNC Scan 5900- 5920 1
109. 236. 86. 32 147.237.77.19 Net her | ands lawforumidf.il ET SCAN Potential WNC Scan 5900- 5920 1
109. 236. 86. 32 147.237.76.39  [Netherl ands nobi le.neitav.idf.il |[ET SCAN Potential VNC Scan 5900- 5920 1
109. 236. 86. 32 147.237.8. 28 Net her | ands e. nobi | e-ks.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
109. 236. 86. 32 147.237.8.14 Net her | ands e.orchot.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
221.229.172.116 [147.237.0.34 Chi na tikshuv.idf.il ET SCAN Potential SSH Scan 1
54. 242. 146. 163 147. 237.76. 34 Lhited Sates yohal an. i df .il ET SCAN NVAP -sS wi ndow 1024 1
188.136.237.251 [147.237.76.177 |iran, Islanic Republic of |ncore.idf.il ET SCAN NMVAP -sS wi ndow 4096 1
23.91.75. 231 147.237.77.234 |Wited Sates hal ag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
121. 223. 248. 67 147.237.76.34 |Austraia yohal an. i df .il ET SCAN NVAP -sS wi ndow 1024 1
109. 236. 86. 32 147.237.77.234 |Netherl ands hal ag.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
109. 236. 86. 32 147.237.77.170 |Net her| ands naar achot . i of . i | ET SCAN Potential WNC Scan 5900- 5920 1
109. 236. 86. 32 147.237.76.147 |Netherl ands chi nuch. aka. i df .i | ET SCAN Potential VWNC Scan 5900- 5920 1
109. 236. 86. 32 147.237.76. 34 Net her | ands yohal an. i df . i1 ET SCAN Potential WNC Scan 5900- 5920 1
109. 236. 86. 32 147.237.8. 24 Net her | ands elifestyleidf.il ET SCAN Potential WNC Scan 5900- 5920 1
109. 236. 86. 32 147.237.0. 33 Net her | ands idf.il ET SCAN NMAP -sS wi ndow 1024 1
221.229.172.116 |147.237.0.33 Chi na idf.il ET SCAN Potential SSH Scan 1
54.147.7.228 147.237.77.19 |Wited Sates lawforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
188. 136.237.251 [147.237.76.177 |iran, Islanic Republic of |ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1




10-04-2016-17:04:00 to 10-04-2016-18:04:00

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |[Ste Signature Acti on ‘Count
8. 37.225.224 Lhited Sates |147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 454
8.37.225. 224 Lhited Sates |147. 237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 62
46.31. 103. 71 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 49
5.22.134.99 I srael 147.237.77. 234 |hal ag.i df . il Bad TCP sequence Inval i d ACK nunber moni tor |30
85. 65. 4. 85 I srael 147.237.77. 243 |nubi | e.i df .i Streamng Engi ne: TCP Invalid finvalid segnent retransnission. |, o, 20
Ret ransni ssi on Packet dr opped.
46. 19. 85. 89 I srael 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or 11
46.19. 86. 25 I'srael 147. 237. 77. 216 |dover. i of . i1 Streaning Engine: TCP Invalid invalid segnent retransmssion. | o 10
Ret r ansni ssi on Packet dropped.
89.237.87.134 |France 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid invalid segnent retransmssion drop 8
Ret r ansni ssi on Packet dropped.
46.19. 85. 115 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
89. 139. 196. 128 |l srael 147.237.72.166 |aka. i df .il dr op First packet isn't SYN drop 7
46. 19. 85. 66 I srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence Invalid ACK nunber alert 6
46.19. 85. 115 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 66 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |6
46.19.86.166  |lsrael 147. 237. 76. 200 |ei tan. aka. i df . i | Streaning Engi ne: TCP Invalid |invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
46. 31. 103. 71 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
46. 19. 85. 115 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber alert
2.53.141. 60 I'srael 147.237.77. 243 |nobi l e i df .1 Streaning Engine: TCP Invalid |imvalid segnent retramsmission. | 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 115 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |6
46.120. 240. 213 [ srael 147.237.76.42 |refuah.idf.il Bad TCP sequence mdﬁrsa:;rtt wth different monitor |6
46. 19. 85. 205 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber moni tor |6
80.246. 133.65 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Sy etransmi with different monitor |6
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 5
46. 19. 85. 181 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber alert 5
46.31.103. 71 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
46.19. 85. 181 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber moni tor |5
109. 253. 194. 201 |l srael 147.237.72.166 |aka. i df .il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 5
46. 19. 85. 89 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
46. 19. 85. 205 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber alert 5
79.176. 22. 250 | srael 147.237.72.166 |aka. i df .il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 4
46.19. 85. 141 I srael 147.237.72. 156 |anan. i df .i SYN At tack SYN -> SYN-ACK -> RST moni tor |3
89. 139. 196. 128 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence ﬂ;ﬁ[ﬁ;;ﬁgﬁf;,fth monitor |3
85. 130. 225. 220 [l srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 3
5.102.240.11  |israel 147.237.77. 243 |nobil e i df .1 Streaning Engine: TCP Invalid |imvalid segnent retramsmission. | 3
Ret r ansni ssi on Packet dr opped.
77.127.94.193 |Israel 147.237. 77. 243 |robi | e. i df . | Streaning Engine: TCP Invalid |invalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
85. 130. 225. 220 |lIsrael 147.237.72. 166 |aka. i df .il SYN At t ack SYN -> SYN-ACK -> RST noni t or
46. 19. 85. 89 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber aert
46.19. 86. 241 | srael 147.237.72. 156 |anan. i df i SYN At t ack SYN -> SYN-ACK -> RST noni t or
79.183.12.21  [Israel 147.237.76.42 |refuah.idf il Bad TCP sequence mdﬁr::;m;t wWth different moni tor |3
89. 139. 196. 128 |l srael 147.237.72.166 |aka. i df .il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 3
85. 130. 225. 220 |l srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SYN drop 3
79.180.52.137 |Israel 147.237.72. 166 |aka. i df il SYN At tack SYN -> SYN-ACK -> RST monitor |3
176. 13. 20. 198 | srael 147.237.72.166 |aka. i df .il dr op First packet isn't SYN drop 2
46. 19. 86. 25 I srael 147.237.77. 216 |dover. i df .il SYN At tack SYN -> SYN-ACK -> RST moni tor |2
109. 253. 142. 97 |israel 147.237.77. 226 ‘AIMI"“ chamatz. aka. i1df 1o\ At t ack SYN -> SYN-ACK -> RST monitor |2
31.13. 110. 105 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
5.22.134.224 | srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 2
46. 19. 85. 143 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber aert 2
108.29.54.177 |wnited Sates |147.237.0.34 |[tikshuv.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout moni tor |2
41.205.24.71 Caner oon 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 2
46. 19. 85. 143 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |2




10-04-2016-17:04:00 to 10-04-2016-18:04:00

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46. 19. 85. 69 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 146
. . Unaut hori zed Met hod PCST for
77.139.100. 202 |France 147.237.72. 166 [aka. i df . i | v aka, i df . i |/ i n/ i yus/ yahash2017/ | obby. aspx Bl ock 4
79.178.49.216 |Israel 147.237.0.19 |nmadimatal .idf.il|{Dstributed Suspicious Response Code B ock 3
176.13.227.180 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
77.127.12.244  |israel 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
193.41.165.40 |United Ki ngdom |147.237.77.216|dover.idf .il Unaut hori zed HTTP Met hod B ock 2
46. 19. 85. 28 | srael 147.237.72. 156 |aman. i df . i | Suspi ci ous Response Code B ock 1
. . Unaut hori zed Met hod HEAD for
148.251.13.51  |Ger many 147.237.72. 166 |aka. i df . i | vaw aka. i df i |/ mai rv r abanut/ gener al . asp Bl ock 1
79.183.12.21 | srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ styl el shared/ t ext . css B ock 1
. . Unaut hori zed URL Access to
66. 249. 76. 77 I srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 1661 ti znor et/ gal | ery/ showpi ct ur e. asp Bl ock 1
2.53. 141. 60 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 1
: . . Uhaut hori zed Met hod PCST for
204.79.180.178 [lnited Sates 147.237.72. 166 [aka. i df . i | vawn aka. i o i |/ i 1 kapat 2/ def aul t . aspx Bl ock 1
. . D stributed Whaut hori zed Method for Known URL on
109. 64. 105. 165 |l srael 147.237.72. 166 |aka. i df . i | voww aka. i o . i |/ nai v gj yus/ general . aspx Bl ock 1
80.246.133.65 |[lIsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
. . Unaut hori zed URL Access to
5.22.134.99 I sr ael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
212.37.27.58  |Sweden 147.237.77. 216 |dover . i df . i | thaut hor | zed URL Access to B ock 1
wwy i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper /
. . Unaut hori zed Met hod HEAD for
109. 66. 116.59 |l srael 147.237.72. 166 [aka. i df . i | voww aka. i o i |/ nai 1 gi yus/ general . aspx Bl ock 1
79.179.3.20 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mbde None 1
. . D stributed Whaut hori zed Method for Known URL on
46.120.122. 219 |Israel 147.237.72. 166 [aka. i df . i | wiw aka. i o i 1/ nai v i yus/ general . aspx Bl ock 1
193. 41.165.40 |United Ki ngdom [147.237.77.216|dover.idf.il Mil tipl e Unaut hori zed URL Access from 193. 41. 165. 40 B ock 1
84.111.171.47 |lIsrael 147. 237. 76. 147 |chi nuch. aka. i df . i|PHP At tenpt B ock 1
77.139. 0. 134 France 147.237.72. 156 |anan. i df . i | Unhaut hori zed LRL Access to waw arman. i df.il/favicon.ico B ock 1
. . D stributed Unaut hori zed URL Access on
212. 150. 174. 1801 srael 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah, aspx Bl ock 1
5.29.132. 127 I srael 147.237.72. 156 [anan. i df . i | D stributed Uhaut hori zed URL Access on v anan.idf.il/favicon.ico |B ock
122. 154. 45. 194 |Thai | and 147.237.72. 156 |anan. i df . i | D stributed WLhaut hori zed LRL Access on ww anan. i df .il/favicon.ico |B ock
79.181.151. 176 |l srael 147.237.72. 166 |aka. i df . i | SSL Uhtraceabl e Connection - (pen Mde None 1
. . D stributed Unaut hori zed URL Access on
46. 120. 240. 213 |Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl ef shared/ reset . css Bl ock 1
84.111.171. 47 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i [haut hori zed URL Access to waw chi nuch. aka. i df . i1/wp-1 ogi n. php B ock 1
40.77. 167. 52 Lhited Sates 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt Bl ock 1
128. 68. 33. 134 F“Sf;;”i on 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method POST for aka.idf.il/mai n/ home/ def aul t . aspx B ock 1
. . D stributed Unhaut hori zed URL Access on
79.183.12. 21 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl ef shar ed/ r eset . css Bl ock 1
] . . D stributed Whaut hori zed Method for Known URL on
66.102.9.2 Lited Sates 147.237.72. 166 [aka. i df . i | v aka. i dff . i 1/ mai n/ hone/ def aul t . aspx Bl ock 1
193. 41.165.40 |United Ki ngdom [147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww idf.il/1283-16667-en/ B ock 1
85. 65. 99. 36 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/nain/ B ock 1
77.139.222.70  |France 147.237.72. 166 |aka. i df . i | Distributed tnauthorized Method for Known URL on Bl ock 1

v aka. i df . i |/ nmai n/ hone/ def aul t. aspx
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