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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
123.249.0. 134 Chi na 147.237.76. 199 e.nakchal .idf.il JLM Under At tack_Con_Tcp drop 1
93.174. 93. 210 Net her | ands 147.237.77. 226 v chanat z. aka. i df . i | bl ock-sp-traf 1 f orward 1
221.229.172.116 Chi na 147.237. 76. 31 nakchal .idf.il JLM Under Attack Con_Tcp drop 1
93. 174.93. 210 Net her | ands 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 forward 1
93. 174. 93. 210 Net her | ands 147.237.77. 234 hal ag.i df .il bl ock-sp-traf 1 f orward 1
79.177.175. 132 | srael 147.237.72. 156 anan.idf.il B ack List drop 1
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|Top Attackers In IPS|

At t acker At t acker

Count ry Target Address |Site ’S gnature
5.9.111. 70 Ger many 147.237.72. 166 [aka. i df . i | [C1000074: HTTP. najestic bot Per nit 2
89.40.28.7 Romani a 147.237.77. 216 |dover . i df . i{13248: HITP. Joomia JCE File Wl oad Renote Gode Execution Mul nerability B ock
89 40.28. 7 Romani a 147. 237. 77. 216 |dover . i df . i \2,121|0r?:r:abHi i th Joom a | nage Manager fol der Renane Security Bypass B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

89. 40.28.7 147.237.77. 216 |Romani a dover.idf.il Tehila - Perl LW with fake user agent 4
195. 154. 184. 122|147, 237. 77. 216 |France dover . idf.il ET WEB SERVER Fake ogl ebot UA 1 | nbound 2
109. 253, 141. 64 |147. 237 76. 86 |1 srael vy, i df i1 ET DO Large anount of TCP Zer oWndow - Possible Nkiller2 1
DDos attack
109. 236.86. 32  [147.237.76. 200 |Netherl ands  |eitan.aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
195. 154. 39. 188 |147.237.76.42 |Fance refuah.idf.il ET SCAN Potential SSH Scan 1
109. 236.86.32  |147.237.76.44 |Netherlands [e.refuah.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
195. 154. 39. 188 |147.237.76.34 |Fance yohal an. i df .i | ET SCAN Potential SSH Scan 1
104. 128. 144. 131|147. 237. 77. 61 [Canada e.cogat.idf.il ET SCAN NVAP -f -sS 1
195. 154. 39. 188 |147.237.0.33 |Fance idf.il ET SCAN Potential SSH Scan 1
163. 172. 169. 150{147. 237. 0. 17 E;ir:;cci]om mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
54,91.134.228 |[147.237.77.74 |Wited Sates |lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
151.11.201. 3 147.237.72.166|Italy aka.idf.il ET SCAN NVAP -sS w ndow 3072 1
151. 11. 201. 3 147.237.72.166|Itay aka.idf.il ET SCAN NVAP -f -sS 1
111.23.12. 94 147. 237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
201. 197. 110. 130|147. 237.76. 39 |sta R ca nobi | e. nei tav.idf.il ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
109. 236. 86. 32  |147.237. 76.200 |Netherl ands ~ |eitan. aka.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
195. 154. 39. 188 |147. 237. 77. 216 |France dover.idf.il ET SCAN Potential SSH Scan 1
109. 236. 86. 32  |147.237.76.176 |Netherl ands  [test.ncore.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
195. 154. 39. 188 |147.237.76.38 |Fance e.enmeitav.idf .il ET SCAN Potential SSH Scan 1
104. 128. 144. 131|147. 237. 77. 61 [Canada e.cogat.idf.il ET SCAN NMAP -sS wi ndow 2048 1
195. 154. 39. 188 |147. 237. 72. 167 |France i shurimaka.idf.il ET SCAN Potential SSH Scan 1
104. 128. 144. 131|147. 237.0. 15 |Canada kosher -kravi .idf.il ET SCAN NVAP -sS w ndow 4096 1
195. 154. 39. 188 [147.237.0.17 |France mny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
66.249. 64. 105 |147.237.72.166 |Lhited Sates [akaidf.il ET SCAN NVAP -sA (2) 1
163.172.129. 15 |147.237.77. 235 LK?i;gegom svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
07 25 118223 |147. 237 76. 201 i na o atal idh il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
151.11. 201. 3 147.237.72. 166 [Italy aka.idf.il ET SCAN NVAP -sS w ndow 2048 1
146.200.148.0 [147.237.77.216 E?ir:;gom dover.idf.il Tehila - Perl LWP wth fake user agent 1
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|Top Attackers In FW |

A tacker Devi ce

Attacker Address Target Address |Ste Signature

‘Count

Country Action
200.126.135.60 [Argentina  [147.237.77.233|atal .idf.il Bad TCP sequence i;';e“ansmt with different wndow| oo 109
141. 0. 12. 30 Nor way 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 78
107. 167.106.35 |Whited Sates [147. 237. 77. 216 [dover. i df .i | SYN Att ack SYN - > SYN-ACK -> RST nonitor |23
107. 167. 109. 145|thited Sates [147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST nonitor |19
141.226. 218. 10 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |16
79.181.2. 215 I srael 147. 237. 72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout nonitor |12
79.181.2.215  [Israel 147. 237. 72. 156 |anan. i of .i | Bad TCP sequence mﬁsg;ansm wehdifferent | onitor |12
141. 226. 162. 170]I srael 147.237.77. 216 [dover.idf .il Bad TCP sequence Inval i d ACK nunber alert 10
141. 226. 162. 170l sr ael 147. 237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber nonitor |10
109. 253. 159. 100|! srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or
2.53.63. 255 I srael 147.237. 72. 156 |anan.i df . i | Bad TCP sequence I'nval i d AGK nunber noni t or
71.207.197. 175 |Wited Sates |147. 237. 77. 216 |dover. i df . i | Streamng Engi ne: TCP nvalid segnent retransmssi on. drop 8
Inval id Retransnm ssion Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
2.53. 63. 255 | srael 147.237.72. 156 |anan.idf.il drop First packet isn't SN drop 8
89. 40. 28. 7 Ronani a 147. 237. 77. 216 |dover.idf .i | drop SAMrule drop 8
61.3.79.148 India 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
109. 253. 211. 53 |l srael 147.237.72. 156 |anan.idf .il drop First packet isn't SN drop 7
176.13.21.70 | sr ael 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST nonitor |6
46. 19. 85. 205 I srael 147.237.72. 166 |aka.idf .i | SYN At t ack SYN - > SYN-ACK -> RST nonitor |6
79.178. 27. 36 I srael 147.237.72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout nonitor |5
79.178.27.36  |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence mﬁsg;ansm wehdifferent | onitor |5
129.45.125.34 |Ageria 147.237. 77. 216 |dover.idf . i1 SYN At t ack SYN -> SYN-ACK -> Ti meout nonitor |4
94. 14. 154. 155 LK?ir:gegom 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST nonitor |4
2.53.63. 255 | srael 147.237.72. 156 |anan.idf .il SYN Att ack SYN -> SYN- ACK -> Ti meout noni t or
217.132.98.45 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop
2.53. 63. 255 | sr ael 147. 237. 72. 156 |anan. i df . | Bad TCP sequence I'nval i d AGK nunber alert
93.174.93.210 [Netherlands |147.237.77. 234 |hal ag.idof il ;gii:; n?_i ET?' Tzer;f oTr?:Derrent Zﬁpo \feedgrs"é;‘fje:ég ‘;Iadf:t)‘i d':‘é?pe L |drop 3
37. 46. 38. 150 I sr ael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
85. 64. 71. 250 I srael 147.237.72. 166 |aka.idf .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or
207.46.13.58  |united Sates [147. 237, 72. 167 | shurimaka ich. il || Samng Engine: TCP Invalid segnent retransmssion. dr op 3
Inval i d Retransm ssion Packet dropped.
37.26.149.170 | srael 147. 237.77. 243 |mbi l e. i f . i1 Streamng Engi ne: TCP nvalid segnent retransmssi on. dr op 3
Inval id Retransn ssion Packet dr opped.
46.19. 85. 211 I srael 147. 237. 72. 156 |anan. i df .i | SYN At t ack SYN - > SYN-ACK -> RST nonitor |3
93.174.93.210 |[Netherlands |147.237.77.233atal .idf.il ge;izr:t n?_i I::?' r:;:f ot?:jenent ;CIP mfe%gzzg;eﬁcl{et_ gaclf:t’“ dr:]:)r;pe o |drop 3
46. 19. 86. 83 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence I'nval i d AGK nunber alert 3
176. 13.238. 2 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 3
31.154.81.78 | sr ael 147. 237. 72. 156 |anan. i df . | Bad TCP sequence I'nval i d AGK nunber nonitor |3
46. 19. 86. 83 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence I'nval i d AGK nunber nonitor |3
77.127.90.236 | srael 147.237.77. 243 |nobi l e i df .1 Streamng Engi ne: TCP Invalid segnent retransmssi on. drop 3
Inval i d Retransm ssion Packet dropped.
93.174.93.210  [Netherl ands (147, 237. 77. 226 "1\ chamat z. aka. i df ?e;zr:t n%i ?nq%' r:;:f otcc]::;nent Zﬁpo vfezg';ﬁ;;e::; c;faclf:t’“ drr“c‘)?pe R 3
2.53.1.182 I srael 147. 237. 72. 156 |anan. i df .i | SYN Att ack SYN - > SYN-ACK -> RST noni t or
79.178.70.220 |israel 147. 237. 72. 156 |anan. i df . | SYN Att ack SYN -> SYN-ACK -> RST noni t or
46.19. 86. 83 I'srael 147. 237.77. 176 |nat pash. i of . i | Bad TCP sequence mﬁsr;;a”smt wehdifferent | onitor |2
109. 67.48.240 |Israel 147. 237. 72. 156 |anan. i df . | SYN Att ack SYN -> SYN-ACK -> RST nonitor |2
93.174.93.210 |Netherlands [147.237.77.233|atal .idf.il Bad TCP sequence Inval i d AGK nunber moni tor |2
185. 32.179. 217 |l srael 147. 237. 72. 156 |anan. i df .i | SYN At t ack SYN - > SYN-ACK -> RST nonitor |2
46.19. 86. 127 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
46. 19. 86. 67 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
46. 19. 86. 83 I srael 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN - > SYN-ACK -> RST nonitor |2
109. 253. 132. 173l srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST nonitor |2
141. 226.218. 10 |lIsrael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber aert 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Action ‘Count
217.132. 148. 187|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 9
46. 19. 85. 28 I srael 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code B ock 6
99.227.116. 148 [Canada 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for ww aka. i df .il/ishuriniexanpcert/  [Bl ock 3
37.142.11.212 |israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 3
2.53.143.22 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 3
185.27.106. 111 |Israel 147.237.77. 216 |dover. i df . i | m“it::riiﬁfgnpﬁ Qiiﬁl Ealoecontrol of generi o/ Bock |2
77.138.170. 106 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod POST for wwv aka. i df.il/main/snalinfag. aspx |B ock 2
157.55.39.208 |[wnited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock
77.139.21.150  |France 147.237.72. 166 |aka. i df . i | m”;:gii;feﬂ I'ﬁ;rl“zj? mP?S;plf ot es/ hone. asp Bock |1
66.249.76.112 i srael 147.237.72.166 |aka. i df . i | m“;grii ;??Iﬁbff;ei; ;/ogi vus/ general . s Bock |1
5.29.247.5 I srael 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod HEAD for v aka. i df . il/mai n/ sachar/ B ock 1
178. 34. 162. 253 :Z:;;”i o 147. 237.72. 166 |aka. i df . i | mu;:;ri'jﬁdi I'ﬁa??jhﬁ d;f;ul (. aspx Bl ock 1
77.139. 66. 39 France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCBT for waw aka.idf.il/drushim B ock 1
46.19. 85. 119 I 'srael 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to v i df.il/nazi B ock
130.60.4.12  [Sitzerland  [147.237.77.74 [lawidf.il Poraneter pe /\AGE'??I;n%afezaarﬁh;g;; n Bock |1
66.249.93.209 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter cat|dF in vww aka. idf.il/main/giyus/ general . aspx [None 1
37.142. 3. 146 I srael 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to 147.237.0. 34/ styl e/ shared/ reset . css B ock 1
79.178.83.198 [Israel 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
46. 19. 86. 127 I srael 147.237.76.86 [navy.idf.il Nal forned URL Bl ock 1
141.226.218. 10 |Israel 147.237.76.42 [refuah.idf.il ﬂ?’tzrgi7zgd42lﬁ‘psf§fzutc‘;_i con- pr ecomposed. pg Bock |1
74.101.195. 157 |lLnited Sates |[147.237.72.166|aka.idf.il Uhaut hori zed Met hod PCBT for aka.idf.il/tiznoret/gallery/ B ock 1
200. 126. 135. 60 |Argentina 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ favi con.ico B ock 1
79.181. 140. 101 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl el shared/ reset.css |B ock 1
46. 19. 86. 127 I srael 147.237.76.86 |[navy.idf.il Unknown HTTP Request Method facebook. katana in UR Bl ock 1
2.53.141. 114 | srzel 147.237.77. 226 mfhan&t 7 akad mumgrn;id atlg._ig‘;(??slsl tteorrpl at es/ honepage/ honepage. aspx B ock !
144.76. 236.183 |Ger many 147.237.72. 166 |aka. i df . i | m“;}?:rii dzfcijlyen;jhgfhme‘;zﬂ ‘. aspx B ock 1
41.107.51. 39 Ageria 147.237.77.216|dover.idf .i | Unaut hori zed Met hod POST for 147.237.77. 216/ B ock 1
Unknown Par anet er
82.166.103.58 |[Israel 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl aceHol der $passwor dUpdat e$t xt Passw [None 1
ordRepeat in ww aka.idf.il/nain/giyus/faqg. aspx
66.249. 66. 180 [l srael 147.237.77. 216 |dover.idf .il Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew ingtop. asp [B ock 1
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