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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
85. 64. 19. 137 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 10
207.46. 13. 141 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3

190. 230. 147. 253 Argentina 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2

93. 174.93. 210 Net her | ands 147.237.77. 74 lawidf.il bl ock-sp-traf1 forward 2

93. 174. 93. 210 Net her | ands 147.237.77. 216 dover.idf.il bl ock-sp-traf1 forward 2
222.186. 34. 148 Chi na 147.237.76. 199 e. nakchal .idf.il|JLM Under Attack Con_Tcp drop 1
93.174. 93. 210 Net her | ands 147.237.72. 156 anan.idf.il bl ock-sp-traf 1 forward 1

195. 62. 53. 168 Russi an Federation 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 f orward 1
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|Top Attackers In IPS|

At acker At acker . .
Count ry Target Address |Site ’S gnature

89.40.28.7 Romani a 147.237.77. 216 |dover. i df . i

13248: HITP. Joonha JCE FH le Ul oad Renote CGode Execution Wul nerability

89. 40. 28. 7 Romani a 147.237.77. 216 |dover . i df . i \2&03;: ab'flrirtp'y Joomta Inage Minager ol der Renane Security Bypass Bl ock 8

B ock 9
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

109. 236. 86. 32  |147.237.0.34 |Netherl ands tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 2
. . |ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
103. 12. 163. 218 |147.237.77. 226 |Canbodi a www chanat z. aka. i df . i | . 1
Potential Scan or Brute Force
91.201.236.50 [147.237.8.50 |kraine e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 4096 1
91.201.236.50 [147.237.8.50 |kraine e tikshuv.idf.il ET SCAN NVAP -f -sS 1
66.240.213.93 |147.237.76.31 |thited Sates |nakchal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
208. 100. 26. 228 |147.237.0.200 |lhited Sates |ndu.idf.il ET SCAN NVAP -sS wi ndow 1024 1
14.152. 59. 11 147.237.72.14 |China dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 1024 1
, L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
183. 10. 210. 149 |147. 237. 77. 216 |Chi na dover.idf.il . 1
Potential Scan or Brute Force
_ N ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
123.25.242. 1 147.237.76. 39 |M et nam nobi le.neitav.idf.il . 1
Potential Scan or Brute Force
, L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
119.142.194.1 147.237.77.19 |China law forumidf.il . 1
Potential Scan or Brute Force
106. 187. 45. 144 |147.237.8.45 |Japan eetanidf.il ET SCAN Potential SSH Scan 1
94.102.48.195 |147.237.8.28 [Netherl ands e. nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
91.201.236.50 [147.237.8.50 |kraine e tikshuv.idf.il ET SCAN NVAP -sS wi ndow 2048 1
66.249. 69. 243  |147.237.77.176 |lhited Sates |natpash.idf.il ET SCAN NVAP -sA (2) 1
208. 100. 26. 228 |[147.237.76.34 |Uited Sates |yohalan.idf.il ET SCAN NMAP -sS w ndow 1024 1
62. 210. 243. 100 |147.237.8.50 |France e tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
L ET DC5 Large amount of TCP ZeroWndow - Possible Niller2
185. 120. 124. 17 |147.237. 77. 233 [l srael atal.idf.il 1
DDos attack
5. 255. 90. 133 147. 237. 77. 226 |Net her | ands wwy chamat z. aka. i df . il |[ET SCAN NVAP -sS wi ndow 1024 1
163. 172. 169. 150|147. 237. 76. 30 E?Ir:;gom hi nush. i df . | ET SCAN NVAP -sS wi ndow 1024 1
. o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
123.17.169.32 |147.237.76.38 |Vvietnam eeneitav.idf.il 1




10-04-2016-15:04:09 to 10-04-2016-16:04:09

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
141.0.12. 30 Nor way 147.237.77. 216 |dover. i df .il SYN Attack SYN -> SYN-ACK -> RST monitor |19
31.146.114.66 |Georgia 147.237.77.74 |lawidf.il drop First packet isn't SN drop 13
S reamng Engi ne: TCP i i sSi
109. 253. 219. 65 |Israel 147.237.77. 243 |nobil e.idf il mng tngine- 7 Invalid segent retransmssion. drop 12
Inval i d Retransnissi on Packet dropped.
87.212.149.31 |Netherl ands 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 9
79.177.211. 225 |l srael 147.237.77. 216 |dover.idf il Bad TCP sequence nonitor |8
79.177.211. 225 |lsrael 147.237.77. 216 |dover.idf .il dr op First packet isn't SN drop 8
190. 230. 147. 253|Argenti na 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
84.111. 233. 206 |lsrael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 7
79.177.211. 225 |lsrael 147.237. 77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> Ti neout mnitor |6
Russi an s -
5. 45. 255. 87 eration 147.237.77. 176 |nat pash. i df . i dr op First packet isn't SN drop 6
79.177.211. 225 |l srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber noni t or
217.132.92.209 |[Israel 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
91.203. 121. 146 :ato‘\f: 'd;e 147. 237. 77. 170 |nar achot . i df .| Bad TCP sequence Invalid ACK nunber monitor |4
112. 201. 177. 94 |Phili ppi nes 147. 237.77. 216 |dover.i df . i | drop First packet isn't SN drop 4
Sreamng Engi ne: TCP i i sSi
109. 67. 20. 166 | srael 147. 237. 76. 200 |ei tan. aka. i df . mng thol ne- 7 nval i d segnent retransmssi on. drop 4
Inval i d Retransm ssi on Packet dr opped.
141. 226. 161. 132/l srael 147.237. 77. 216 [dover.i df il Bad TCP sequence Invalid AGK nunber noni t or
79.177.211. 225 |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber aert
213.57.151. 231 |israel 147.237.77. 226 "} chamatz. aka. i df |\ af t ack SYN -> SYN-ACK -> RST monitor |4
89.40.28.7 Ronani a 147. 237.77. 216 |dover . i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout nonitor |4
Sreamng Engi ne: TCP i i sSi
89.139.108.83 |Israel 147. 237. 76. 200 |ei tan. aka. i df . mng thol ne- 7 nval i d segnent retransmssi on. drop 4
Inval i d Retransm ssi on Packet dr opped.
reamn ine: T i i ssi
85.64.106.49  |israel 147.237.77. 243 |robi L e. i of . i1 Streamng Engi ne: TCP Invalid segnent retransmssi on. drop 3
Inval i d Retransnission Packet dropped.
85. 64. 19. 137 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
84.108.17.5 I srael 147.237. 77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
185. 139. 236. 187 147. 237. 77. 216 |dover..i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or
e Streamng Engi ne: TCP TCP segnent out of naxi num
93.174.93.210 |Netherlands 147.237.77.74 |lawidf.il Segrent Linit Enforcenent al | oned sequence. Packet dr opped. drop 3
176. 228. 215. 179l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST monitor |3
85. 64. 19. 137 I srael 147.237.77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout monitor |3
46. 19. 85. 65 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber alert 3
109. 253. 197. 98 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
S reamng Engi ne: TCP i i ssi
5.102.240.11  |israel 147. 237. 77. 243 |nobil e.i df .i | mng thgl ne. 7 nval i d segnent retransmssi on. drop 3
Inval i d Retransm ssi on Packet dropped.
S reaning Engi ne: TCP i i ssi
66.249.66.15  |Uiited Sates |147.237.77.243|nobile.idf.il mng thgine: 1 Invalid segnent retransmssion. drop 3
Inval i d Retransnission Packet dropped.
S reamng Engi ne: TCP i i ssi
176.13.232.11 |Israel 147. 237. 77. 243 |nobil e.i df .i | mng thgl ne. 7 nval i d segnent retransmssi on. drop 3
Inval i d Retransm ssi on Packet dropped.
46. 19. 85. 65 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
109. 67. 155. 230 |l srael 147. 237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or
. . SYNWACK retransmt wth different .
109. 253. 211. 53 |l srael 147.237. 72. 156 |aman. i df . i Bad TCP sequence vi ndow scal e monitor |3
109. 66. 125. 196 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
46.19. 86. 48 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST mnitor |2
37.46.38. 150 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |2
84.108.17.5 I srael 147. 237. 77. 216 |dover.i df .i | drop First packet isn't SN drop 2
49.244.49. 48 Nepal 147.237.72. 166 |aka. i df . il drop First packet isn't SN drop 2
176.13.5. 40 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 2
46. 19. 85. 38 | srael 147.237.77. 243 |mobi l e. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 2
R SYNVACK retransmt wth different .
79.177.211. 225 |Israel 147.237. 77. 216 [dover.i df i Bad TCP sequence i ndow scal e monitor |2
93.174.93.210 |Netherlands  |147.237.77.74 [lawidf.il Bad TCP sequence I'nval i d ACK nunber nonitor |2
176. 13. 244. 245 |l srael 147.237. 72. 156 |aman. i df . i SYN Attack SYN -> SYN-ACK -> RST nonitor |2
109. 253. 142. 187|I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST mnitor |2
109. 64.53.132  |Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout mnitor |2
176. 13. 9. 190 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST nonitor |2
85. 64. 19. 137 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d AGK nunber nonitor |2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
190. 230. 147. 253 |Argenti na 147.237.77. 216 |dover.i df . il Unaut hori zed HTTP Met hod Bl ock 8
190. 230. 147. 253|Argentina 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to waw i df.il/sip_storage/files/ 8/ size220x0/ |B ock
. . D stributed Unaut horized Method for Known URL on
77.139.207.97 |Rance 147.237.72. 166 |aka. i df . i | vaw aka. i df i |/ nai 1/ gi yus/ yahash2017/ | obby. aspx B ock 4
79.177.13.28 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
217.132. 148. 187l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock
109. 253. 211. 53 |l srael 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None
. . Paraneter Read Only Molation in
37.26.149. 247 | srael 147.237.72.166 [aka. i df . i | wwy aka. i df . i |/ mai n/ sachar/ f or got passwor d. aspx None !
66. 249. 69. 72 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 9698- he/ r ef uah. aspx |Bl ock 1
77.138.250. 111 |France 147.237.72. 166 |aka. i df . i | thaut hor i zed et hod POST f or B ock 1
ww aka. i df . i |/ mai n/ gi yus/ yahash/ sheel on. aspx
] . . Unaut hori zed URL Access to
40.77.167.75 Lhited Sates  |147.237.77.216|dover.idf .il v df i |/t enpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock 1
84.109. 100.68 |[lIsrael 147.237.72. 156 [aman. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
66.249. 69. 127  |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 8910- he/ r ef uah. aspx |B ock 1
. . . Paraneter Type M ol ati on Mast er $Header 1$ucHeader Sear ch$t xt Search in
130. 60. 4. 12 Sw tzerl and 147.237.77.74 (lawidf.il v | aw i df i |/ 657- en/ pat zar . aspx Bl ock 1
; . D stributed Unauthorized Method for Known URL on
77.139.141.82  [France 147.237.72.166 [aka. i df . i | www aka. i df . i |/ mai n/ gi yus/ yahash2017/| obby. aspx Bl ock !
. . Unaut hori zed URL Access to
66. 249. 64. 45 I srael 147.237.72. 166 |aka. i df . i | 147, 237.72. 166/ si p st orage/ i | es/ 8/ 69048. plf B ock 1
195. 62. 53. 168 stﬁ::ﬂ on 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to gmai | . coniengi ne/ | og. t xt B ock 1
85. 64. 106. 49 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
. . Unaut hori zed URL Access to
66. 249. 76. 81 I srael 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p_st or age/ 1 | es/ 2/ 71572, pf Bl ock 1
132. 74. 95. 19 I srael 147.237.77. 170 [maar achot . i df . i | |[Unaut hori zed LRL Access to maarachot.idf.il/pdf/files/ 0/ 112270. pdf B ock 1
66.249. 66. 180 [Israel 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to v idf.il/atal 1/izkor/ vi ew i ng. asp B ock 1
207. 46.13. 69 Lhited Sates 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy.idf.il/main/snalinifag. aspx B ock 1
87.71.32.190 I srael 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
68.180.230. 216 [United Sates  |147.237.76.31 |nakchal .idf.il [FXamter Type Molation PageNimin Bl ock 1
waw nakhal . i df . il/1111- he/ nakhal . aspx
157.55.39.230 |Wited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
. . Unaut hori zed Met hod PCBT for
77.139.223. 105 |France 147.237.72. 166 |aka. i df . i | vaww aka, i df i |/ nai n/ gi yus/ yahash2017/ | obby. aspx B ock 1
66. 249. 66. 197 | srael 147.237.77.216|dover. i df . il Unaut hori zed URL Access to 147.237.77. 216/ 894- he/ dover . aspx B ock 1
. . Paraneter Type Mol ation search in
93.172.141.6 I srael 147.237.76.31 |nakchal .idf.il v nakhal i df . i 1/ 1119- he/ nakhal . aspx Bl ock 1
77.138.237.179 |France 147.237.72. 166 |aka. i df . i | thaut hor i zed Method POST for B ock 1
v aka. i df . i |/ nai n/ gi yus/inf ornati on. aspx
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