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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count |
8. 37.225. 135 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
8. 37.225. 135 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under _Attack_Con Htp dr op 2
93.174. 93. 210 Net her | ands 147.237.0. 15 kasher-kravi .idf.il bl ock-sp-trafl forward 1
93.174. 93. 210 Net her | ands 147.237.0. 17 mny- kosher-kravi .idf.il bl ock-sp-traf 1 forward 1
93. 174. 93. 210 Net her | ands 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 forward 1
71.6.216. 38 Lhited Sates 147.237.76. 199 e. nakchal .idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

199. 58. 86. 209 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

58.218.200. 137 [147.237.0.35 |China akaws. i df i | ET SCAN Potential SSH Scan 1
5. 255. 90. 133 147.237.77. 243 |Netherl ands ~ [robil e.idf il ET SCAN NVAP -sS wi ndow 1024 1
220.231. 195. 122147. 237. 77. 216 |Chi na dover.idf.il ET SCAN NVAP -sS w ndow 4096 1
208.100. 26. 228 [147.237.77.179|Whited Sates |e nazi.idf.il ET SCAN Potential SSH Scan 1
199. 96. 83. 13 147.237.77.235|lhited Sates |svivaidf.il ET SCAN NVAP -sS wi ndow 4096 1
112 84.116. 175 |147. 237 76. 38 |ni na o o ngitay. i il ET SCAN Behavi oral ULhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
17 195 50 231|147 237 76.30 |1 s ael hiash i df i | ET DO5 Large anount of TCP Zer oWndow - Possible Niller2 1
DDos attack
66.240.213.93 |147.237.0.16 |Wited Sates [ny-kosher-kravi.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
58.218. 200. 137 [147.237.77.216|Chi na dover.idf.il ET SCAN Potential SSH Scan 1
54, 147.50.220 |[147.237.0.17 |Wited Sates |mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
220.231. 195. 122147. 237. 77. 216 |Chi na dover.idf.il ET SCAN NVAP -sS w ndow 3072 1
208. 100. 26. 228 [147.237.77.61 |Lhited Sates |e cogat.idf.il ET SCAN NMAP -sS wi ndow 1024 1
199. 96. 83. 13 147.237.77.235|lhited Sates |svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
94.102.48.195 |[147.237.76.42 |[Netherlands refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
66.240.213.93 |147.237.77.235|Whited Sates [svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
62.210. 243. 100 |147.237.76.39 |France nobi | e. mei tav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address [Attacker Gountry [Target Address |Ste Signature
8. 37.225.135 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 253
sl SN retransnmit wth different .
5. 29. 190. 82 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence i ndow scal e monitor |37
46. 19. 86. 150 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber alert 14
46. 19. 86. 150 | srael 147. 237. 77. 216 |dover. i df .il Bad TCP sequence Inval id ACK nunber noni t or 14
46. 19. 85. 32 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |13
S reaning Engi ne: TCP i i ssi
77.127.72.71  |israel 147. 237. 76. 200 |ei tan. aka. i df . mng tngine: ! Invalid segnent retransmssion. |, 12
Inval id Retransnissi on Packet dr opped.
Pal esti ni an
46. 32.208. 187 |Territory, 147.237.77. 216 |dover. i df .il dr op Frst packet isn't SYN drop 11
Cccupi ed
46. 19. 85. 32 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber alert 10
S reaning Engi ne: TCP i i ssi
46.19.86.197  |Israel 147.237.77. 216 |dover. i df . mng thgl ne. Invalid segnent retransmssion. |y 10
Inval i d Retransmission Packet dropped.
S reamng Engi ne: TCP i i ssi
95.35.169. 249 | srael 147.237.77. 243 |mbile.i o i1 mng tngine: 1 Invalid segnent retransmssion. | 9
I nval i d Retransmission Packet dropped.
reamng Engi ne: T i i ssi
46.19. 85. 65 I'sr ael 147.237.77. 216 |dover. i df . Streamng Engine: TCP Invalid segnent retransmssion. |4 8
Inval i d Retransmission Packet dropped.
S reamng Engi ne: TCP i i ssi
37.142. 201. 158 |Israel 147.237.76. 200 |6 tan. aka. i of . i mng tngine: 1 Invalid segnent retransmssion. | 8
I nval i d Retransmission Packet dropped.
S reaning Engi ne: TCP i i ssi
5.102.195.71  |israel 147.237.77. 243 |robi L e. i of . i1 mng thol ne. Invalid segnent retransmssion. |4 6
Inval i d Retransmission Packet dropped.
84.229.84.219 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
S reanmi ng Engi ne: TCP i i ssi
176.13.228. 219 |Israel 147.237.77. 243 |nobil e. i of i mng tngine. 1 Invalid segnent retransmssion. g 6
Inval i d Retransnission Packet dropped.
109. 253. 197. 98 |l srael 147.237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout monitor |6
109. 253. 197. 98 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
109. 253.197. 98 |l srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber alert 5
109. 253. 197. 98 |l srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |5
109. 253. 193. 32 |Israel 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST monitor |5
109. 253. 197. 98 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nuniber monitor |5
. . SYNPAXK retransmit with different .
109. 253. 197. 98 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence i ndow scal e monitor |5
37.26.149.198 |Israel 147.237.72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST nonitor |4
95. 82. 40. 73 'Féx'bl i'i'g‘f""c 147. 237.77. 216 |dover. i df . | Bad TCP sequence Invalid ACK nunber moni tor |4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
reamng Engi ne: T i i ssi
37.46.41.151  |israel 147.237.77. 243 |robi | e. i of . i1 Streamng Engine: TCP Invalid segnent retransmssion. |y 3
Inval i d Retransnission Packet dropped.
S reamng Engi ne: TCP i
93.174.93.210 |Netherl ands 147.237.0.15 |kosher-kravi.idf.il g_ _g TCP segnent out of maxi mum drop 3
Segnent Linmit Enforcenent al | oned sequence. Packet dropped.
109. 253. 197. 98 |l srael 147.237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST nonitor |3
46. 19. 85. 65 I sr ael 147.237.77. 216 [dover.i df . i | Bad TCP sequence Invalid ACK nunber noni tor |3
109. 253. 197. 98 |l srael 147.237. 77. 216 [dover. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout alert 3
79.176.7.59 I srael 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout monitor |3
213.57.232.98 | srael 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SN drop 3
46. 19. 86. 57 | srael 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 3
reamng Engi ne: T i i ssi
109. 253. 140. 210|i srael 147.237.76. 200 |ei tan. aka. i of .| Streamng Engine: TCP Invalid segnent retransmssion. | 3
Inval i d Retransnission Packet dropped.
- - i.id|Streamng Engine: TCP i
93.174.93.210  |Nether! ands 147.237.0.17 |MMy-kosher-kravi.id 9 =g TCP segnent out of maximm |, 3
foil Segnent Limit Enforcenent al | oned sequence. Packet dropped.
100. 92. 182. 121 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 2
46.19. 86. 197 | srael 147.237.76.42 |refuah.idf.il dr op First packet isn't SN drop 2
80. 179. 104. 44 | srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 2
46. 19. 86. 247 I srael 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST monitor |2
109. 66. 166. 14 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
Sreamng Engi ne: TCP i i ssi
213.57.52.69  |Israel 147. 237, 77. 243 |robi 1 e. i of . i | mng Engine: 7 Invalid segnent retransmssion. | 2
Inval i d Retransni ssi on Packet dr opped.
2.53.157. 191 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or
109. 226. 40.40 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
93.174.93.210  [Nether! ands 147.237.0.17 [V kosher-kravi. 1d|ga4 TCP sequence Invalid ACK nunber moni tor |2
2.53. 149. 143 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
Sreamng Engi ne: TCP i i ssi
207.46.13.58  |Wited Sates 147. 237. 76. 200 |ei tan. aka. i df . mng Engine: 7 Invalid segnent retransmssion. | 2
I nval i d Retransni ssi on Packet dr opped.
37.142.201. 158 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
68.180.229. 178 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
213.57.232.98 |Israel 147. 237. 72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> Ti nmeout nonitor |2
85. 65. 24. 92 I srael 147.237.72. 166 |aka. i df . i | SYN At tack SYN -> SYN-ACK -> RST monitor |2
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry [Target Address |Site Sgnature Action ‘Count
176.13.242.57 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 70
2.53.155. 70 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 60
46.19. 86. 205 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 28
85. 64.157.242 |lIsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 85.64.157.242 |B ock 12
95. 35.169. 249  |Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
2.53.34.52 I srael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.53.143. 22 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
37.26.146.224 |Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
2.53.33.39 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
77.139.75.123 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method PCBT for ww aka. i df.il/ishurim Bl ock 2
79.176.7.59 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
66. 249. 64. 43 I srael 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to 147.237. 72. 166/ yohal an/ mai n/ mai n. asp |Bl ock 1
2.55.183.0 I srael 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to www i df. i/ hinush/site/ he/ hi nush.asp  [B ock 1
66. 249. 76. 75 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock 1
. . Paraneter Read Gily Molation in
46.19. 86. 176 I srael 147.237.72.166 |aka. i df . i | vwv aka i o i 1/ti znor et/ f acy def aul t. asp None 1
207.182. 140. 210|lnited Sates 147.237.76.42 |refuah.idf.il Uhaut hori zed Met hod PCBT for 147.237.76. 42/ Bl ock 1
. . D stributed Lhaut hori zed URL Access on
84.111. 226. 251 |lIsrael 147.237.76.42 |refuah.idf.il 147. 237. 76, 42/ styl ef shar ed/ reset . css Bl ock 1
66.249.66. 177 |lsrael 147.237.77.216|dover. i df .i |l Mil tipl e Uhaut horized URL Access from 66. 249. 66. 177 B ock 1
- . D stributed Lhaut hori zed URL Access on
5.29. 190. 82 I srael 147.237.76.42 |refuah.idf.il 147. 237,76, 42/ styl el shar ed/ reset . css B ock 1
176.13.228. 219 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Qode B ock 1
. . Unknown Paraneter catid in
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai n/ gi yus/ gener al . aspx B ock 1
213.8.114. 33 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to v aka. i df.il/sip_storage/files/ B ock 1
66.249.66. 177 |l srael 147.237.77.216|dover.idf.il Unaut hori zed LR Access to wanidf.il/international _training Bl ock 1
5.102.195. 71 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock 1
. . Unaut hori zed URL Access to
66. 249. 76. 79 I srael 147.237.72.166 |aka. i df . i | 147, 237.72. 166/ si p storage/ i | es/ 1/ 69851, pef B ock 1
46.135.109.0 Czech Republic  [147.237.72. 156 |anan. i df . i | D stributed Lhaut hori zed LRL Access on waw anan. i df .il/favicon.ico |B ock 1
213.57.232.98 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
87.71.32.190 I srael 147.237.72. 156 [aman. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
. . Unaut hori zed URL Access to
66.249.69.67  |Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 994- 9043- he/ r ef uah. aspx Bl ock 1
185.120.126.6 |l srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to www aka. i df.il/giyus/asp/rec. asp B ock 1
. . Unhaut hori zed URL Access to
66. 249. 64. 41 I srael 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p_st or age/ i | es/ 6/ 63076. pof B ock 1
Russi an . . Unaut hori zed Met hod PCST for
89. 18. 128. 106 eration 147.237.72. 166 |aka. i df . i | vaw aka. i dff i 1/ mai n/ hore/ def aul t . aspx B ock 1
. . Unhaut hori zed URL Access to
66.249.69. 127  |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8941- he/ r ef uah. aspx B ock 1
37.26.147.167 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ ref uah. aspx  |Bl ock 1
185. 143. 41. 10 147.237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to wwidf.il/arr/ B ock 1
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