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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
195. 62. 53. 168 Russi an Federation 147.237. 76. 30 hi nush. i df .i | bl ock-sp-traf 1 forward 2
209. 126. 136. 2 Lhited Sates 147.237. 76. 200 eitan.aka idf.il |Back List dr op 1
139.0.18.6 | ndonesi a 147. 237. 76. 202 e halag.idf.il L4 Source or Dest Port Zero drop 1
185.94.111.1 Russi an Federation 147, 237. 76. 202 e halag.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Oount

106. 38. 241. 106 Chi na 147.237.76.31 |nakchal .idf.il |ClL000071: HTTP. User Agent Sogou+web+spi der Per nirt 2
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ount ry Signature
163.172. 238. 45 |147.237.77. 178 LKJ?';;gom e natpash.idf.i1|ET SCAN NVAP -sS wi ndow 1024 1
134.29. 253. 245 |147.237.8.50 |Uhited Sates |e.tikshuv.idf.il|ET SCAN NVAP -sS w ndow 1024 1
128. 199. 176. 113|147. 237. 76. 198 |9 ngapor e e.yohal an.idf.il|ET DROP Spanhaus DRCP Listed Traffic | nbound 1
113. 108. 195. 106|147. 237. 76. 31 [Chi na nakchal .idf.il |ET SCAN NVAP -sS w ndow 1024 1
109. 236. 86.32 |147.237.8.50 |Netherl ands e.tikshuv.idf.il|[ET SCAN Potential VNC Scan 5900- 5920 1
66. 249. 93. 87 147.237. 77. 216 |Eur ope dover.idf.il ET SCAN NVAP -sA (2) 1
62.210. 243. 100 [147.237.77. 233 |France atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
, L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
14. 125. 246. 49 147.237.76. 177 |Chi na ncore.idf.il . 1
Potential Scan or Brute Force
. |ET SCAN Behavioral Uhusual Iy fast inbound Tel net Gonnecti ons,
201. 194. 100. 214|147. 237.76. 34 |sta R ca yohal an. i df . il ) 1
Potential Scan or Brute Force
134. 29. 253. 245 |147.237.76.199 |Whited Sates |e nakchal .idf.il|[ET SCAN Potential VNC Scan 5900- 5920 1
128.199. 176. 113|147. 237. 76. 198 |S ngapor e e.yohalan.idf.il|ET SCAN Potential SSH Scan 1
. . ET SCAN Behavi oral Uhusual 'y fast inbound Tel net Gonnecti ons,
119. 140. 150. 236|147. 237. 77. 234 |Chi na hal ag.idf.il . 1
Potential Scan or Brute Force
109. 236. 86. 32  |147. 237. 76. 201 |Net her | ands eatal.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
L ET DC5 Large anmount of TCP ZeroWndow - Possible Niller2 DDos
79.182.91. 65 147.237.76.86 |Israel navy. i df il 1
attack
66. 249. 93. 85 147, 237. 77. 216 |Eur ope dover . idf.il ET SCAN NVAP -sA (2) 1
14.152.59. 11 147.237.76. 44 |China e.refuah.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Addr ess ‘S’te ‘Signature Action ‘Count
Sreanming Engine: TQP Invalid i i ssi
77.126.58.14  |israel 147.237.77. 243 |nobi l e i df . 9 =g Invalid segnent retransmssion. |, 30
Ret r ansmi ssi on Packet dr opped.
46. 43. 88. 223 gcf;i'géa” Territory.y 47, 237.77. 176 |nat pash.i o . i1 |dr op First packet isn't SN drop 24
187.61.127. 153 |Brazil 147.237.77.212|e.dover.idf.il |Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent |drop 23
Sreamng Engine: TP Invalid i i ssi
85. 65. 4. 85 I srael 147. 237. 77. 243 |nobil e.i df .i g =g Invalid segnent retransmssion. |, ) 20
Ret r ansmi ssi on Packet dr opped.
187.61.127. 182 |Bazil 147.237.77.212e.dover.idf .11 [Geo- | ocat i on enf or cenent Geo-1 ocation i nbound enf or cenent |dr op 18
5.29.121. 66 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 13
46. 19. 86. 106 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence Inval i d ACK nunber nonitor |12
5.29.121. 66 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence nonitor |12
46.19. 86. 106 | srael 147.237.0.34 [tikshw.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 11
s SWNretransmit wth different .
80. 178. 159. 208 |l srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence wi ndow scal e monitor |11
Sreaning Engine: TCP Invalid i i ssi
84.111. 156. 237 |Israel 147.237.76.86 |navy.idf.il 9 =g Inval i d segnent retransmssi on. drop 10
Ret r ansmi ssi on Packet dr opped.
s SWNretransmit wth different .
109. 66. 178. 188 |l srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence wi ndow scal e nonitor |8
5.29.121. 66 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber nonitor |8
5.29.121. 66 | srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
79.182. 25. 102 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 7
2.53.132.214 I srael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 6
5.29.121. 66 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d AGK nunber aert 6
Sreanming Engine: TGP Invalid i i ssi
87.70.55.157  |israel 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
46. 19. 86. 106 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber aert 6
o SWNretransmit wth different
109. 66. 178. 188 |l srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence wi ndow scal e alert 5
37.26.149.131 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence noni t or
46. 19. 86. 106 I srael 147.237.0.34 |tikshw.idf.il |Bad TCP sequence Invalid ACK nunber alert
27.130.40.145 |Thai | and 147.237.77.74 |lawidf.il  |Header Rejection ?ﬁz;re] ection pattern found in oo |
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop
94.156.237.50 |Bulgaria 147.237.77.216|dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti nmeout noni t or
Sreaning Engine: TCP Invalid i i ssi
176.13.228.219 |israel 147.237.77. 243 |robi | e. i of .| g =g nvalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dr opped.
185. 3. 147. 83 I srael 147.237.76.86 |navy.idf.il |Bad TCP sequence Inval i d AGK nunber noni tor |3
84.229.1.77 | srael 147.237.76.42 |refuah.idf.il |SYN At tack SYN -> SYN-ACK -> Ti nmeout noni t or 3
141. 226.218.58 |l srael 147.237.72. 156 [amn.idf.il  [Bad TCP sequence Invalid ACK nunber nonitor |3
5.102. 242. 38 I srael 147.237.76.86 |navy.idf.il |Bad TCP sequence Inval i d AGK nunber noni tor |3
94.156.237.50 |Rugaria 147.237.77. 216 |dover.idf i1 |Bad TCP sequence SINACK retransmt with different |, oo 3
W ndow scal e
2.55.10. 149 I srael 147.237.72. 166 |aka. i df i SYN Att ack SYN -> SYN-ACK -> RST noni t or
213. 8. 204. 67 | srael 147.237.77. 216 |dover.idf.il |SYN At t ack SYN -> SYN-ACK -> RST noni t or
5.102. 254. 11 | srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or
. . SYNPAXK retransnmit with different .
109. 253. 212. 225|I srael 147.237.72. 166 |aka.idf.il Bad TCP sequence vi ndow scal e noni t or 3
46. 19. 86. 241 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Inval i d ACK nunber nonitor |3
109. 253. 202. 188I srael 147.237.76.42 |refuah.idf.il [Bad TCP sequence S retransmt wth different alert 2
w ndow scal e
46.210. 190. 101 [l srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or
46. 19. 85. 115 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
46.120.122.219 |israel 147.237.77.74 |lawidf.il  |Command | nj ection i Idak');“,ec“ on detected in moni tor [2
109. 253. 202. 1881 srael 147.237.76.42 |refuah.icf.il |Bad TOP sequence S retransmt wth different monitor  [2
w ndow scal e
46.19. 85. 115 I srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout nonitor |2
185.3.147.241 |l srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Inval i d ACK nunber nonitor |2
46.120. 216. 214 |Israel 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
84.229.62.184 |Israel 147.237.72. 166 |aka. i df i SYN Att ack SYN -> SYN-ACK -> Ti neout nonitor |2
Sreaming Engine: TCP Invalid i i ssi
157.55.39.92  |Wited Sates 147. 237. 76. 200 |ei tan. aka. i df . | g =g nval i d segnent retransmssi on. drop 2
Ret ransmi ssi on Packet dr opped.
104. 45.18. 178  |Net herl ands 147.237.0.34 |tikshuv.idf.il |l nstant Messengers I nstant messenger pattern found,  Jonitor |2
appl i cati on: Skype
46.19. 86. 224 | srael 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST noni t or 2
46.19.85.115  |israel 147.237.77. 216 |dover.idf.il |Bad TOP sequence SINAK retransmt with different | v |2
w ndow scal e
37.26.149.131 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber nonitor |2
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|Top Attackers In V\AF|

At acker

Devi ce

ount ry Target Address |Site Sgnature Acti on ‘Count
46.19.85.159 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 85
85.64.17.132 |[lIsrael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 48
79.180. 14. 216 |l srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 48
2.53.155.70 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock
85. 64. 157. 242 |l srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 85. 64. 157. 242 B ock
82. 166. 240. 201 |l srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock
Unaut hori zed URL Access to
waw, nag. i df . i |/ 726-en/ pat zar . aspx2000okt ext / ht m 34445<di v
- . class="defaul t _i nage"><div> <div class="field fiel dnane-field-title
46.120.122. 219 || srad 147.237.77.74 |l aw i df. ] field-type-text fieldlabel-hi dden’><di v cl ass="fiel i tens"><di v Hock |2
class="fiel d-itemeven">i df |aw revi en</ di v></di v></ di v>
3200: 00. 359ut f - 8
31 168. 156. 107 hi sr a6 147.237. 72. 166 |aka. i df . i | 'Unknovxn Par anet er c_tI OQ$ctI 00$cphMai n$TochenP acetbl der $bt nSave None 1
in ww aka.idf.il/nain/giyus/fag. aspx
87.70.55.157 |lsrael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock
77.139. 102. 150 |France 147.237.72. 156 |anan. i df . i | Unaut hori zed URL Access to www anan. idf.il/favicon.ico B ock
- . Unhaut hori zed URL Access to
66.249.76.61 |[lsrael 147.237.72.166 |aka. i df . i | aka i of i 1/.vel | - knowy appl e-app- i t e- associ at i on B ock 1
104. 177.189. 27 [Lhited Sates  [147.237.72.166 |aka. i df .i | NULL Character in Header Nane at B ock
46. 120. 216. 214 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None
) . . . Paraneter Type Mol ati on PageNumin
68.180.228. 126 |Whited States  [147.237.0.34 [tikshuv.idf.il v ti kshuv. i o i 1/901- he/ 1 kshuv. aspx Bock |1
66. 249. 64. 109 |l srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed LRL Access to ww aka. i df.il/appl e-app-site-association |B ock 1
141. 226. 218. 58 || srael 147.237.72. 156 |anman. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
- . Unaut hori zed Met hod HEAD for
46.4.74. 42 Ger many 147.237.72. 166 |aka. i df . i | ww aka. i o i1/ brot her s/ ski ral def aul t. asp B ock 1
104.131. 92. 125 Lhited Sates  [147.237.77.216|dover.idf . il Lhaut hori zed URL Access to www i df.il/894-en/i df gdover. aspx B ock 1
66.249.76.62 |lsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/.well-knowy asset!inks.json B ock 1
104.177.189. 27 [Lhited Sates  [147.237.72.166|aka.idf .il NULL Character in Method “[[#0]][[#0]1[[#0]]1[[#19]] Bl ock 1
- . Paraneter Read Only Molation in
46.121.148.63 || srael 147.237.72. 166 [aka. i df . i | viwy aka. i df . i |/ mai n/ sachar/regi strationw zard/ regi st er. aspx None !
- . Unaut hori zed Method CPTI QNS for
85.64.50. 90 I sr el 147.237.72.166 [aka. i df . i | wn aka. i df . i |/ nai n/ gi yus/ aut henti cati onser vi ce. asnx/ get aut huser Bl ock !
68. 180. 228. 238 |Lhited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
66. 249. 64. 131 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to aka.idf.il/appl e-app-site-association B ock 1
Russi an . . D stributed Unaut hori zed Method for Known URL on
176.15.244.249 | -~ 0 147.237.72. 166 |aka. i df . i | aka. i df i |/ mai rv hore/ def aul t . aspx B ock 1
46.19. 85. 25 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ nav. css B ock
104.177.189. 27 [Lhited Sates  [147.237.72.166|aka. i df .i | Illegal Byte Gode Character in Header Nane B ock
. . D stributed Uhauthorized URL Access on
80. 178. 159. 208 || sr ael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bock |1
-kosher-kravi.i |[oistri i
66.249.76.80 |Israel 147.237.0.16 |V Distributed Lhadthori zed UL Access on Bock |1
df.il v ny- kosher -kravi . i df .il/robots. txt
104. 177.189. 27 |Lhited Sates 147.237.72. 166 |aka. i df . i | Uhknown HTTP Request Method “[[#0]1[[#0]1[[#0]]1[[#19]1f in URL Bl ock 1
52.16.137.212 [Ireland 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to / B ock
77.138.89.17 |France 147.237.72. 156 [anan. i df . i | Unaut hori zed LRL Access to waw anan. i df.il/https:/ww arman.idf.il/ [B ock
. . Unaut hori zed URL Access to
66.249. 69. 67 |l srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9712- he/ r ef uah. aspx Bock |1
195. 62. 53. 168 :Z::I”I o 147.237.76.30 |hi nush.idf.il Uhaut hori zed URL Access to gnai | . coniengi ne/ | og. t xt Bock |1
104.177.189. 27 |Lhited Sates 147.237.72. 166 |aka. i df . i | Illegal Byte Qde Character in Mthod “[[#0]][[#01]1[[#0]]1[[#19]]fi Bl ock 1
- . Unhaut hori zed URL Access to
66.249. 76. 112 |l srael 147.237.72.166 |aka. i df . i | v aka. i df .1/ vel | - known/ appl e- app-si  e- associ at i on B ock 1
. . DO stributed Uhauthori zed URL Access on
109. 66. 178. 188 |l srael 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl el shar ed/ r eset . css B ock 1
66.249.64.78 |[lIsrael 147.237.72. 156 |anman. i df . i | Lhaut hori zed LR. Access to list.ips.gov.il/robots. txt B ock
5.102.242.38 |lsrael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
85. 64. 157. 242 |l srael 147. 237.72. 166 |aka. i df . i | thaut hori zed Method HEAD for Bock |1
ww aka. i df . i1/ nai n/ gi yus/ ki osk/ ki osk. aspx
77.138.238. 48 |France 147.237.72. 156 [anan. i df . i | D stributed Uhaut hori zed URL Access on v anan.idf.il/favicon.ico |B ock 1
. . Unaut hori zed URL Access to
66.249.75.60 |[lIsrael 147.237.77.74 |lawidf.il wwe | aw i df i /i p, storagel fil es/ 1/ 1381 pof B ock 1
Pal esti ni an . .
212.106.82.97 [Territory, 147.237.77. 176 |nat pash. i df . i | Paraneter Type M ol ation frontate in Bock |1
. wan cogat . i df . i1/901-ar/ cogat . aspx
Cceupi ed
104. 177.189. 27 [Wnited Sates  [147.237.72.166|aka. i df .i | Mal formed URL B ock 1
84.108. 73. 249 |Israel 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to atal.idf.il/nobile/ B ock 1
- . Unhaut hori zed URL Access to
66. 249. 76. 114 |l srael 147.237.72. 166 |aka. i df . i | wiw aka, i df i 1/ wel | - known asset | i nks. j son Bl ock 1
66. 249. 64. 106 |l srael 147.237.76.86 |navy.idf.il Uhaut hori zed LRL Access to navy.idf.il/ituriniasp/ di splayal | sol diers. asp |B ock 1
134.17.31.249 |Bdarus 147.237.77.216 |dover. i df . i | Unaut hori zed URL Access to waw i df.il/newsite/english/nain. asp Bl ock 1
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