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Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
173. 231. 185. 150 Lhited Sates 147. 237. 76. 199 e.nakchal .idf.il [JLMPurple Con Linit Tcp drop 1
71.6.167.142 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ack List dr op 1
183. 60. 48. 25 Chi na 147.237. 76. 196 e.sviva.idf.il JLM Under Attack Con_Tcp drop 1
71.6.216. 40 Lhited Sates 147.237.76. 197 e. hinush.idf.il B ack List drop 1
185.94.111.1 Russi an Federation 147.237.76. 30 hi nush. i df .i | B ack List drop 1
71.6.216. 41 Lhited Sates 147.237. 76. 86 navy.idf.il B ack List drop 1
185.94.111. 1 Russi an Federation 147.237.76. 31 nakchal .idf.il B ack Li st drop 1
71. 6. 158. 166 Lhited Sates 147.237.76. 42 refuah.idf.il B ack List dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count

106. 38. 241. 106 Chi na 147.237.72. 166 aka.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der Per nit 14
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

185. 110. 132. 201|147. 237. 76. 86 |Wkrai ne navy.idf.il ET SCAN Potential SSH Scan 1
110, 186, 51 4 147 237 77178 | i na . nat pash. | o i | ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
185. 110. 132. 201|147.237.8.28 |Wkraine e. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
66.249. 66.249 |147.237.0.34 |Wited Sates |[tikshuv.idf.il ET SCAN NVAP -sA (2) 1
185. 110. 132. 201|147. 237.0.35 |lkrai ne akavs. i df . il ET SCAN Potential SSH Scan 1
45.76. 2. 156 147.237.77. 227 |Whited Sates e hanaz.idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237. 76. 176 [Chi na test.ncore.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
183. 60. 48. 25 147.237.0.34 |China ti kshuv. i df.il ET SCAN Potential VWNC Scan 5900- 5920 1
183. 60. 48. 25 147.237.0.15 |China kosher-kravi .idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
187.210.101.19 |147.237.0.16 |[Mexi co ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
163.172.129. 15 |147.237.8. 46 LK?i;gegom e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 110. 132. 201|147. 237. 77. 74 |Wkrai ne lawidf.il ET SCAN Potential SSH Scan 1
128.199. 124. 88 |147.237. 77. 216 |9 ngapore dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
185. 110. 132. 201|147. 237. 76. 196 |Lkr ai ne e.svivaidf.il ET SCAN Potential SSH Scan 1
128.199. 76. 253 |147.237.76.30 |S ngapore hi nush. i df . i | ET SCAN NVAP -sS w ndow 1024 1
185. 110. 132. 201|147. 237. 72. 14 |Wkrai ne dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
109. 236.86.32 |147.237.0.17 |Netherlands mny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
185. 110. 132. 201|147. 237. 0. 200 |Wkrai ne rdu. i df il ET SCAN Potential SSH Scan 1
54.242.146. 163 |147.237.77.216|lhited Sates |dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
183. 60. 48. 25 147. 237. 76. 202 |Chi na e.halag.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
14.36.6.8 147 237 0,19 |Korea Republicf . oo ET SCAN Behavi oral Uhusual |y fast inbound Tel net Connecti ons, 1
of Potential Scan or Brute Force

183. 60. 48. 25 147.237.0.35 |China akavs. i df . il ET SCAN Potential VWNC Scan 5900- 5920 1
183. 60. 48. 25 147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
163. 172. 169. 150(147. 237. 0. 200 E;ir:;cci]om . i df il ET SCAN NMAP -sS wi ndow 1024 1
185. 110. 132. 201|147. 237. 77. 205 |kr ai ne prisha.idf.il ET SCAN Potential SSH Scan 1
128.199. 176. 113|147. 237. 76. 202 |S ngapor e e.halag.idf.il ET SCAN Potential SSH Scan 1
185. 110. 132. 201{147. 237. 76. 199 |Ukr ai ne e. nakchal .idf .il ET SCAN Potential SSH Scan 1
128.199. 76. 253 |147. 237. 76. 34 |9 ngapore yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address [Attacker Gountry |Target Address ([Ste Signature Devi ce

Action

‘Count

79.180.95.145 I srael 147.237.77. 234 |nal ag. i . i Bad TCP sequence mdzitvr:gaslnlt wehdfferent | onitor  [100
213. 6.75. 166 Erfis:i;;f‘”acupi o 147 237.77. 176 mat pash. i f i1 drop Frst packet isn't SIN drop 36
134.196. 125. 83 |Thai l and 147. 237.77. 243 |nubi l e.i df .i Streamng Engi ne: TP Invalid segnent retransmssion. |, 20
Inval i d Retransmission Packet dropped.
46. 19. 85. 69 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 16
194.248. 77. 110 |Nor way 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 15
46.19. 85. 51 I srael 147.237. 77. 216 [dover.i df . i Bad TCP sequence Invalid ACK nunber alert 10
46.19. 85. 51 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber noni tor |10
46. 19. 85. 69 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Inval i d ACK nunber alert 8
80. 246. 136. 147 |l srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST nonitor |6
141. 226. 162. 39 |l srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber nonitor |5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
2.53.14. 66 I srael 147.237.72. 166 |aka. i df i SYN At ack SYN -> SYN-ACK -> RST nmonitor |5
79.180.76.151 |Israel 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST nonitor |4
79.180.95.145 i srael 147.237.77. 233 |atal i df i Bad TCP sequence mdgitvr:::]rit wehdifferent ) oitor |4
157.55.39.49  |wited Sates 147. 237. 76. 200 |ei tan. aka.i of . i Streamng Engi ne: TP Invalid segnent retransmssion. |, 4
Inval i d Retransmission Packet dropped.
46.120.122. 219 I srael 147.237.77.74 |lawidf.il Conmand | nj ecti on E%_n:'"a.’]daki)gj.ecnon detected In | onitor |4
87. 68. 55. 199 | srael 147.237.72. 167 |i shuri maka. i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout |monitor |4
77.138.70. 20 France 147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 4
154.121.5.243 |Ageria 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [nonitor 4
31.210.187.66 |[Israel 147.237.77. 216 [dover.idf .il Bad TCP sequence Invalid ACK nunber monitor |3
77.124.28.160 | srael 147. 237.77. 243 |nubi 1 e.i df .i Streamng Engi ne: TP Invalid segnent retransmssion. |, 3
Inval i d Retransmission Packet dropped.
2.53.54.75 I srael 147.237.72. 156 |anan. i df .i | SYN At tack SYN -> SYN-ACK -> RST monitor |3
46.117.76.179 |Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence monitor |3
141. 226. 162. 39 |l srael 147. 237. 77. 216 [dover.i df . i Bad TCP sequence Invalid ACK nunber alert 3
77.125.54.143 |Israel 147.237.72. 166 |aka. i df .i SYN At tack SYN -> SYN-ACK -> Tineout |[monitor |3
121. 74. 80. 104 New Zeal and 147.237.72. 166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 3
77.125.54.143  |israel 147. 237.72. 166 |aka. i df . Bad TCP sequence wﬁtﬁ;ﬁlﬁfth moni tor |3
173. 231. 185. 150|thited Sates 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST monitor |2
154.121.5.243 |Ageria 147. 237. 77. 216 |dover . i df . i | Bad TCP sequence wﬁtr\?;;j;;?c;gth monitor |2
46.117.76.179 |Israel 147.237.72. 166 |aka. i df .i SYN At tack SYN -> SYN-ACK -> Tineout |[monitor |2
A . . Sream ng Engi ne: TCP I'nval i r et ransni ssi on.
121.54.47.25  |Philippines 147. 237. 76. 200 |ei tan. aka. i df .| Cvalid I?Etrgnsm <si on R.\ciletddsreggsg(tj. etransmssion. |4 o 2
46.19. 85. 44 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert 2
5.22.134.251 | srael 147.237.77. 176 [nat pash. i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 2
147. 235. 8. 86 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
46.19. 85. 44 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |2
176.13. 4. 32 I srael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> RST monitor |2
46.117.76.179 |Israel 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 2
46. 19. 85. 117 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |2
58. 253. 104. 227 |China 147.237.77. 216 |dover. i df il Bad TCP sequence monitor |2
147.235.8.86  |Israel 147. 237.77. 226 Y“i‘“;‘NCha”atz'aka'idf drop Frst packet isn't SN drop 2
176. 13. 244. 73 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor
31.210.186.52 |Israel 147.237.72. 167 |i shuri maka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or
187.61.110. 201 |prazil 147. 237. 77. 212 |e. dover. i df . i | Geo- | ocati on enf or cenent Sr“:?olrggi'mon i nbound drop 2
74.82.47.53 Lhited Sates 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> RST monitor |1
173.231. 185. 150|lhited Sates 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 1
5.22.134.221 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber monitor |1
46. 117.76. 179 | srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 1
147. 235. 8. 86 | srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 1
46.19. 86. 115 I 'srael 147. 237. 76. 147 [chi nuch. aka. i df . i | Bad TCP sequence Invalid ACK nunber alert 1
89. 108. 144. 115 |Lebanon 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
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A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
176. 13. 18. 62 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 76
37.26.147.202 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 73
58. 253. 104. 227 |Chi na 147.237.77. 216 |dover.idf .il Ml tipl e Unaut horized URL Access from 58.253. 104. 227 Bl ock 17
79.180.183.24 |lsrael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 79. 180. 183. 24 Bl ock 11
58. 253, 104. 227 |China 147.237.77. 216 |dover . i df . i | Distributed PHP Attenpt B ock 6
Unaut hori zed URL Access to
W mag. i df . i |/ 726- en/ pat zar . aspx2000kt ext / ht m 34445<di v
. . class="defaul t _i nage"><J div> <div class="field fiel d-name-field-title
46.120.122.219 |l srael w7.287.77.74 flawidf. il fielo-type-text fielclabel-hi dden”><di v ol ass="fiel c-i tens"><di v Bock |4
class="field-itemeven">i df |aw revi ew</ di v></ di v></ di v>
3200: 00. 359ut f-8
2.53.137. 106 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock
31.154.81. 4 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
W, chamat z. aka. | |Uhaut hori zed LRL Access to
62.117.59.18 Egypt 147.237.717. 226 df.il waw, chanat z. aka. i df . i |/t enpl at es/ honepage/ honepage. aspx Bl ock 2
176.13.13.21 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
79.181.9.193 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock
. . Unaut hori zed Met hod HEAD for
136. 243. 16. 208 |Ger many 147.237.72. 166 [aka. i df . i | v aka. i o i |/ brot her s/ ski ral def aul t. asp Bl ock 1
66. 249. 69. 72 I sr ael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 8919- he/ ref uah. aspx |Block |1
Czech . . Unaut hori zed Met hod PCBT for
94, 142. 238. 190 Republ i ¢ 147.237.72. 166 |aka. i df . i | vown aka. | df i 1/ mai n/ r abanut / gener al . aspx B ock 1
77.138.175.13 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for www aka. i df . i1/ mai n/ sachar/f ag. aspx B ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 41 I srael 147.237.72.166 |aka. i df . i | 147.237.72. 166/ si p st orage/ fi | es/ 9/ 71729, pof B ock 1
2.53.137. 106 I srael 147.237.77.243|nobi | e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex Bl ock 1
. . Unaut hori zed Met hod HEAD for
79.180.183.24 |Israel 147.237.72. 166 |aka. i df . i | vown aka. i df i |/ rai n/ gi yus/ ki osk/ ki osk. aspx B ock 1
. . Unaut hori zed URL Access to
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | 147, 237.72. 166/ si p st orage/ i | es/ 8/ 71768. pdf B ock 1
. . . SS. Lhtraceabl e Gonnection - Protocol violation
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka. i df . i | (SSL OONN LI ENT FELLO) None 1
77.138.231.208 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Mt hod PCBT for waw aka. i df.il/ishurindcityofficers/ Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 43 I srael 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p_st or age/ i | es/ 8 71748. pof B ock 1
] - . Unaut hori zed URL Access to
68.180. 228. 174 |United Sates |147.237.77. 234 hal ag. i df . i | v | ogi stics. atal.idf.il/tenpl ates/shared usercontrol s/ header upper/ Bl ock !
) . . Unaut hori zed URL Access to
117.213.194. 115(India 147.237.76.42 |refuah.idf.il refua atal idf.il/sip storagelfiles/ 22792, ppt B ock 1
79.178. 26. 30 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for v aka. i df . i |/ mai n/ gi yus/ f ag. aspx B ock 1
66.249. 66. 180 [Israel 147.237.77.216|dover.idf .i | Paraneter Type M ol ation aspxerrorpath in waidf.il/error. htm Bl ock 1
176.13.244.73  |Israel 147.237.77.216|dover. i df .i | SSL Untraceabl e Connection - Cpen Mde None 1
89.139.117.216 |[Israel 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code B ock 1
.. .1 |Waut horized URL Access to
77.138.70.20  [France 147.237.0.15  |kosher-kravi.idf. il | o0 " T 6 e b storagel fil es/ 3/ 1773, py Bock |1
58. 253. 104. 227 |China 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to ww i df.il/index. asp B ock 1
130. 193. 50. 33 RJF Sﬁ::ﬂ on 147.237.77. 74 |lawidf.il Uhaut hori zed URL Access to wwu | aw idf.il/487- B ock 1
2.53.16.14 | srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ styl e/ shar ed/ r eset . css B ock 1
79.180.95. 145 [Israel 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237. 77. 234/ i nages/ shared/ bul | et 1. gi f |B ock 1
. . Unhaut hori zed URL Access to
66. 249. 66. 202  Israel 147.237.77. 216 [dover. i df . il 147, 237. 77. 216/ 1133- 20581- he/ dover . aspx Bock |1
217.132.110.81 |israel 147.237.72. 166 |aka. i df . i | Unknown Paraneter ctl00$ct | 00ScphMil n$ephSachar $cb15224782 in 1\ |y
wan aka. i df . i | / nai n/ sachar/ paysl i ps. aspx
46. 19. 86. 115 I srael 147. 237. 76. 147 |chi nuch. aka. i df .i| |Uhauthorized UR. Access to ww chi nuch. aka.idf.il/404. htm B ock 1
91. 240. 78. 14 France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for ww aka. i df . il/chanat z B ock 1
77.138.104.63 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Method POST for v aka. i df . i|/mai n/ hone/ def aul t. aspx |B ock 1
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