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|Top Attackers | n DDoS- Def ence |

Attacker Attacker Target
Address Country Address

Signature

0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack forward 4
142.54.174. 83 Lhited Sates 147.237. 76. 30 hi nush. i df .i | bl ock-sp-traf 1 forward 2
69. 30. 193. 254 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 forward 2
173.208. 213. 196 Lhited Sates 147.237. 76. 86 navy.idf.il bl ock-sp-trafl forward 2
69. 30. 193. 252 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il bl ock-sp-traf 1 f orwar d 2
204.12.217. 4 Lhited Sates 147.237.76. 147 chi nuch. aka.idf.il bl ock-sp-traf 1 forward 2
69. 30. 193. 253 Lhited Sates 147.237. 76. 31 nakchal .idf.il bl ock-sp-trafl forward 2
63. 141. 231. 196 Lhited Sates 147.237.76. 200 eitan. aka. idf.il bl ock-sp-traf 1 forward 2
192. 187. 101. 237 Lhited Sates 147.237.0.15 kosher-kravi .idf.il bl ock-sp-traf 1 forward 1
63. 141. 231. 198 Lhited Sates 147.237.0. 17 Im”y' kosher-kravi . 1df.1 1\ oy sp-traf1 forvard 1
198. 204. 255. 76 Lhited Sates 147.237.77.170 naarachot . i df . il bl ock-sp-traf1 forward 1
141. 226. 162. 151 I srael 147.237.77.216  |dover.idf.il :;]; handshake viol ation, first packet mot |, 1
8. 37.225. 77 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under Attack Con Htp drop 1
192. 187. 109. 59 Lhited Sates 147.237.77.176 nat pash. i df .i | bl ock-sp-traf 1 forward 1
173. 208. 198. 10 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-traf1 forward 1
71.6.216. 42 Lhited Sates 147.237.76. 199 e. nakchal .idf.il B ack List drop 1
63. 141. 231. 214 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 forward 1
173.231. 185. 150 Lhited Sates 147.237.0. 16 ny- kosher -kravi . i df.il JLMPurple Gon Linit Tcp drop 1
142.54. 174, 82 Lhited Sates 147, 237.72. 156 anan.idf.il bl ock-sp-trafl forward 1
8.37.225. 77 Lhited Sates 147.237.77. 216 dover.idf.il 1}?; handshake viol ation, first packet mot |, 1
192.187.118. 21 Lhited Sates 147.237.77. 226 ww chanat z. aka. i df.il |bl ock-sp-trafl forward 1
173.208. 198. 13 Lhited Sates 147.237.0. 19 nadi matal .idf.il bl ock-sp-trafl forward 1
71.6.216. 47 Lhited Sates 147.237.76.176 test.ncore.idf.il B ack List drop 1
66. 240. 219. 146 Lhited Sates 147.237.76. 38 eengitav.idf.il B ack List drop 1
183. 60. 48. 25 Chi na 147.237.76. 196 e.sviva.idf.il JLM Under Attack_Con_Tcp drop 1
142.54.174. 82 Lhited Sates 147.237.72. 167 ishurimaka.idf.il bl ock-sp-traf 1 forward 1
69. 30. 193. 253 Lhited Sates 147.237.77. 235 sviva.idf.il bl ock-sp-traf 1 forward 1
192.187.118. 69 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-trafl forward 1
173. 208. 213. 194 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-trafl forward 1
94.102. 49. 193 Net her | ands 147.237.76. 34 yohal an. i df .i | B ack List drop 1
69. 30. 193. 252 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 forward 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site ‘Sgnature ||:evi ce Action |Count ‘
62. 210. 250. 212 France 147.237.72.166  |aka.idf.il CL000074: HTTP. naj estic bot Per mit 3
108. 59. 8. 70 Lhited Sates 147.237.77.233 |atal .idf.il C1000074: HITP. naj estic bot Per nit 2
62. 210. 250. 212 France 147.237.76. 42 refuah.idf.il C1000074: HTTP. naj estic bot Permit 2
69. 30. 198. 242 Lhited Sates 147.237.77. 74 lawidf.il CL000074: HTTP. naj estic bot Per mit 2
54.187. 255. 228 Lhited Sates 147.237.77. 176 nmat pash. i df.il |24910: HITP. Python urllib User-Agent Header Bl ock 1
69. 30. 198. 242 Lhited Sates 147.237.77.176  |matpash.idf.il |Cl000074: HTTP: najestic bot Per nirt 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Gonnections, Potential Scan or Brute Force

128.199. 176. 113|147.237.0. 16  |S ngapore ny-kosher-kravi .idf.il  |ET SCAN Potential SSH Scan 1
58.220.2.5 147.237.77. 227 |Chi na e hamaz.idf.il ET SCAN NVAP -sS wi ndow 1024 1
212. 120. 180. 188|147. 237. 76. 202 23::;'}0'1 ehalag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
58.218. 200. 137 |147.237.0.16 |China ny-kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
208.100. 26. 228 |147.237.77.176|Whited Sates  |natpash.idf.il ET SCAN NVAP -sS w ndow 1024 1
37.26.146.223 |147.237.77. 216l srael dover. i df.il portscan: TCP O stributed Portscan 1
195. 154. 39. 188 |147.237.76.42 |Fance refuah.idf.il ET SCAN Potential SSH Scan 1
195. 154. 39. 188 |147.237. 72. 217 |France eidf.il ET SCAN Potential SSH Scan 1
195. 154. 39. 188 |147.237.8.14 |Fance e.orchot.idf.il ET SCAN Potential SSH Scan 1
195. 154. 39. 188 [147.237.0.19 |France madi matal .idf.il ET SCAN Potential SSH Scan 1
128. 199. 176. 113|147. 237. 76. 148 |S ngapore gqcenter. aka. i df .i | ET SCAN Potential SSH Scan 1
128.127.0. 45 147.237.77. 74 |italy lawidf.il ET SCAN NMAP -sS wi ndow 3072 1
58.218. 200. 137 |147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
212.120. 180. 188|147. 237. 76. 201 ?éjj;’}m eatal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
54. 147. 8. 50 147.237.0.19 |hited Sates  [nadi matal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
202. 65. 138. 2 147.237.76.30 [India hi mush. i df il ET SCAN NVAP -sS wi ndow 1024 1
27.64. 25. 231 147.237. 76. 196 |M et nam e.sviva.idf.il ET SOAN Behavi oral - Uhusual | y fast inbound Tel net 1
onnections, Potential Scan or Brute Force
195. 154. 39. 188 |147.237.76.39 |France nmobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
195. 154. 39. 188 |147.237.8.24 |France elifestyleidf.il ET SCAN Potential SSH Scan 1
195. 154. 39. 188 |147.237.0.34 |Fance tikshuv.idf.il ET SCAN Potential SSH Scan 1
183.63.152.98 [147.237.8.24 |China elifestyle.idf.il ET SOAN Behavi oral Lhusual l'y fast inbound Tel net 1
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|Top Attackers In FW |

Devi ce

Attacker Address [Attacker Gountry |Target Address ([Ste Signature Action ‘Count
8.37.225. 77 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 343
8.37.225. 77 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [nonitor 49
185. 26. 180. 209 |Eur ope 147. 237. 77. 216 |dover. i df . il SYN Att ack SYN -> SYN-ACK -> RST monitor |18
Pal estini an . . -
213. 6. 64. 162 Territory, Creupied 147.237.77.176 [nat pash.idf . il dr op First packet isn't SYN drop 12
. . SYNretransmt wth different .
77.127. 4. 101 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e monitor |10
109. 253. 138. 210|I srael 147.237.77. 226 Wi"l"'“hamz' aka.1df 1pad TCP sequence Inval i d ACK nunber moni tor (6
87.69. 35. 219 | srael 147.237.72.166 |aka.idf .il dr op First packet isn't SYN drop 6
46.19.85.218  |[israel 147.237.77. 226 [ chamatz. aka.1df |gag TOP sequence Invalid ACK nunber moni tor |6
. . SYNWAXK retransnmit with .
87. 69. 35. 219 I srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence different vindow scal e monitor |6
S reanm ng Engi ne: TCP i i ssi
157.55.39.92  |Wited Sates 147. 237.72. 166 |aka. i f .11 mng tngine: ! Invalid segnent retransmssion. | 6
Inval i d Retransm ssion Packet dropped.
109. 253. 138. 210|I srael 147.237.77. 226 [\ chanat z. aka. 1df 1pad TCP sequence Inval i d ACK nunber aert 6
141. 226. 162. 151 |l srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber noni t or
79.177.28. 63 | srael 147.237.72. 166 |aka.i df .i| SYN Attack SYN -> SYN-ACK -> RST moni t or
Pal estini an . . .
213. 6. 135. 50 Terri tory, Qooupi ed 147.237.77. 176 |mat pash. i df .i | SYN At tack SYN -> SYN-ACK -> RST monitor |4
78.181.92. 11 Tur key 147. 237. 77. 216 |dover.idf . il SYN Att ack SYN -> SYN-ACK -> RST noni t or
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
S ream ng Engi ne: TCP i i ssi
85. 250. 80. 160 |l srael 147. 237. 76. 200 |ei tan. aka. i of . i | mng tngine. Invalid segnent retransmssion. f 4
Inval i d Retransm ssion Packet dropped.
46. 19. 86. 51 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Invalid ACK nunber noni t or
84.95.251.156 |lsrael 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST moni t or
110. 138. 238. 63 |l ndonesi a 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor
. . SYNWAXK retransnmit with .
46.19. 86. 51 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence g fferent vi ndow scal e monitor |3
S ream ng Engi ne: TCP i i ssi
79.178.235. 131 | srael 147. 237.77. 243 |nubi 1 e.i df .i mng tngine: 1 Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
2.53.148. 202 I srael 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST monitor |2
Pal esti ni an . . .
5. 43. 195. 145 Territory, Qeeupi ed 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST monitor |2
66.249. 64. 105 |l srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 2
. . SYNretransmt wth different .
109. 64. 90. 31 I srael 147.237.77.233 |atal .idf.il Bad TCP sequence wi ndow scal e monitor |2
46. 19. 85. 124 | srael 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST moni t or 2
141. 226.162. 13 |Israel 147.237.77. 216 [dover i df . i Bad TCP sequence I'nvalid ACK nunber monitor |2
87.69. 35. 219 | srael 147.237.72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> Tinmeout [nonitor 2
66. 249. 64. 105 | srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 2
. . SYNretransmt wth different .
79.180. 226. 47 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 2
176.13.1. 45 I srael 147. 237.77. 176 |nat pash. i df . i | SYN At t ack SYN -> SYN-ACK -> Timeout [nonitor
79.176.63.248 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor
141. 226. 162. 13 |l srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert
74.82. 47. 45 Lhited Sates 147.237.8.28 |e.mbileks.idf.il  |Geo-1ocation enforcement |0 ocation inbound drop 1
enf or cenent
141.212.122.37 |Uhited Sates 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST monitor |1
46.120.122.219 |israel 147.237.77.74 |lawidf. il Conmand | nj ecti on S;L A Idal;g‘,ec“on detected in | hitor |1
184.105. 139. 87 |Uhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212.122.93 |Wited Sates 147.237.77. 121 |e. navy. i df .| Geo- 1 ocation enforcement  |C0;!ocation inbound drop 1
enf or cenent
141.212.122.33 |thited Sates 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST moni t or 1
46. 19. 86. 215 I srael 147.237.77. 216 [dover.idf . i SYN Attack SYN -> SYN-ACK -> RST monitor |1
5.22.134.110 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber monitor |1
74.82.47.58 Lhited Sates 147.237.72. 167 |i shurimaka. i df .i | SYN Attack SYN -> SYN-ACK -> RST moni t or 1
141.212.122.86 |Wited Sates 147.237.8.50 |e.tikshuv.idf.il Geo- 1 ocation enforcement  |C20;!ocation inbound drop 1
enf or cenent
46.121. 159. 209 |Israel 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 1
184. 105. 247. 246|Uhited Sates 147.237.77. 234 |halag.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
5.102. 242. 59 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni tor |1
79.177.28. 63 | srael 147.237.72. 166 |aka.i df .i| SYN Att ack SYN -> SYN-ACK -> Tinmeout [nonitor 1
141.212.122.94 |Wited Sates 147.237.77. 121 |e. navy. i df . Geo-l ocation enforcement  |C20;!ocation inbound drop 1
enf or cenent
66. 249. 64. 105 |l srael 147.237.72. 166 |aka.i df .| SYN Att ack SYN -> SYN-ACK -> Tinmeout [nonitor 1
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|Top Attackers In V\AF|

At acker

Devi ce

ount ry ‘Target Address |Site Sgnature Action ‘Count
2.53.143.22 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 100
84.95.208.20 |[lIsrael 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 78
95. 35. 95. 12 I srael 147.237.0.19 |[madimatal .idf.il Dstributed Suspicious Response Code B ock 16
84.95.208.20 |lIsrael 147.237.77.216|dover. i df . i | PHP At enpt B ock 6
84.95.208.20 |lIsrael 147.237.77. 226 wav chamat z. aka. i Ml tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock 5
df.il

84.95.208.20 |[Israel 147.237.77.226 \C’;?W\i/fha”at z. aka.i PHP Att enpt Bl ock 5
37.26.148.163 |[lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock
79.177.161.75 |lIsrael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code B ock
109. 64. 32. 204 |Israel 147.237.77. 243 |nobi | . i df . i | ﬁ;ult(:?r(;le??/ Lcja::_eggrcyizsnptlgtesll <t ohi | ddocunent </ 1152 Bock |3
85.132.77.12 |Azerbaijan 147.237.77. 216 |dover.idf . il Unaut hori zed HTTP Met hod B ock 2
84.95.208.20 |Israel 147.237.77. 176 |mat pash. i df . i | Ml tiple Unauthori zed URL Access from 84.95. 208. 20 Bock |2
85.132.77.12 |Azerbaijan 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to ww i df.il/newsite/inages/ B ock 2
188. 120. 154. 90 |I srael 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to vww cogat . idf.il/894-ar B ock 2
84.95.208.20 |lIsrael 147.237.76.200(ei tan. aka. i df . i | Ml tiple Unauthorized URL Access from 84. 95, 208. 20 B ock 2
84.95.208.20 [israel 147.237.0.34 |tikshuv.idf.il Mil tipl e Unaut hori zed URL Access from 84. 95. 208. 20 Bock |1
66. 249. 66. 180 |l srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to wwv idf.il/1133-18124- he/ B ock 1
213.57.236.94 |lIsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed Request Content Type text/ping B ock 1
77.138.193.58 |France 147.237.72. 166 |aka. i df . i | m“;:;riidzﬁ? I'ﬁ:ﬁ?‘;? dfﬁﬂi :nlogr]ener o as Bock |1
46.116.57.58 |lIsrael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
123.125. 71. 114 |Chi na 147.237.77.226 \(;\;Amil.lchanat z. aka.i Unaut hori zed URL Access to ww chamat z. aka. i df . i |/404. aspx Bl ock 1
84.95.208.20 |lIsrael 147.237.0.34 |tikshuv.idf.il PHP Att enpt B ock 1
66.249. 69. 67 |l srael 147.237.76.42 |refuah.idf.il ﬂ?“tzg;’r ;é?ﬁzgpfgtcsfjgéﬁi | o5/ 3/ 1903, doc Bock |1
84.95.208.20 |Israel 147.237.77. 176 |nat pash. i df . i | PHP Attenpt B ock 1
77. 139, 223. 105 |France 147.237.72. 166 |aka. i df . i | m”;grl' gfﬂ I’\;ertngor?/ gﬁ/fy(;rhashzmwl obby. aspx Bock |1

Unaut hori zed URL Access to

W mag. i df . i |/ 726- en/ pat zar . aspx2000kt ext / ht m 34445<di v
46.120. 122. 219 [I srael 147.237.77.74 |lawidf.il f: ?th?/z;a?le;?l mfdﬁaﬂe‘fhﬂ d"en‘f,'fjiféle;s‘i_j,i fei'e‘:'g_"’}’z"z;;f:éit\i/t' € Bock |1

class="field-itemeven">i df |aw revi ew</ di v></di v></di v>

3200: 00. 359ut f - 8
141. 8.183. 16 RFQZZ:S on  |147-237.77.176 nat pash. i df . | Unaut hori zed URL Access to ww cogat. i df . i1/1039-he/i dfg. asp Bock |1
84.108.88.175 |lsrael 147.237.72.166 |aka. i df . i | D stributed Lhaut hori zed URL Access on wan aka. i df.il/mai n/ B ock 1
84.95.208.20 [israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 84. 95. 208. 20 Bock |1
66.249.69.72 |lIsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 9740- he/ r ef uah. aspx [Bl ock 1
46.19. 86. 87 I srael 147.237.76.86 |navy.idf.il Abnormal |y Long Request net hod B ock 1
54.187. 255. 228 [Lhited Qates |147.237.77.176 |nat pash. i df . i | m“;:;;tilzi%‘:.ﬁsﬁ‘;gglsu;;comrol of header upper / Bock |1
157.55.39. 145 |lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
85. 64.136. 102 |Israel 147.237.72. 166 |aka. i df . i | mn;?i ?Tﬁﬁ:ﬂ?b;ﬁ%ﬁ%ﬁ%& None |1
84.95.208.20 |lIsrael 147.237.72. 166 [aka. i df . i | PHP Att enpt B ock 1
66. 249. 69. 127 |Israel 147.237.76.42 |refuah.idf.il ﬂ?“tzg;’r ;é?ﬁzgpfgtcsfjgéﬁi | o5/ 2/ 1902. doc Bock |1
46. 19. 86. 87 I srael 147.237.76.86 |[navy.idf.il Mal formed URL B ock 1
79.180. 226. 47 |lsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
66.249.64.43 |lIsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ r obot s. t xt B ock 1
85. 64. 145. 193 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
2.53.48.253 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.il/main/ B ock 1
77.124. 243. 146 |I srael 147.237.72.167|i shuri maka. i df .i| |[SSL Wntraceabl e Connection - Cpen Mde None 1
109. 64.90.31 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
46.19. 86. 87 I srael 147.237.76.86 |navy.idf.il Unknown HTTP Request Met hod xmi fj koj msOr ObOygi prc in URL B ock 1
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