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Attacker Address |Attacker Country |Target Address  |Site |Signature  |Device Action  |Count |
204. 42. 253. 130 Lhited Sates 147.237.76. 148 gocenter. aka.idf.il B ack List drop 2
195. 62. 53. 168 Russi an Federation 147.237. 76. 200 eitan aka idf.il bl ock-sp-traf 1 f orward 2
113.109. 113. 82 Chi na 147.237. 76. 38 eeneitav.idf.il B ack List drop 1
185.94.111.1 Russi an Federation 147.237.76. 42 refuah.idf.il B ack List drop 1
185.94.111.1 Russi an Federation 147.237.76. 177 ncore.idf.il B ack List drop 1
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Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
91.121. 143. 113 |147. 237. 77. 216 |France dover.idf.il ET WEB_SERVER Fake Googl ebot UA 1 | nbound 2
146.200. 148.0  [147.237.77. 176 |Uni ted Ki ngdom nat pash. i df . i Tehila - Perl LWP with fake user agent 2
208. 64. 253. 242 |147.237.76. 200 |Wnited Sates eitan aka.idf.il Admin | ogin page scan - Havij 1
208. 64. 253. 242 |147.237.76.39 |Wited Sates nobi le.neitav.idf.il |Admin | ogin page scan - Havij 1
85.113.113.31 |147.237.77. 233 chis;ii;ijan Territory, forar . idr. il ET SCAN NVAP -sA (2) 1
208. 64. 253. 242 |147.237.76.30 |Wited Sates hi nush. i df . i1 Admin | ogin page scan - Havij 1
62.210. 243. 100 |147.237.77.61 |France e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
200.195. 135. 82 |147.237.8.50 |Brazil e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 2048 1
45.76. 2. 156 147.237.0.35 |Lnited Sates akaws. i df .i | ET SCAN Potential SSH Scan 1
200. 195. 135. 82 |[147.237.8.50 |Rrazil e tikshuv.idf.il ET SCAN NVAP -f -sS 1
14.152.59. 11 147.237.77. 170 |Chi na naar achot . i df . i | ET SCAN NVAP -sS wi ndow 1024 1
109. 236. 86. 32 |147. 237. 77. 212 |Net her | ands e.dover.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
109. 236. 86. 32  [147.237. 77. 121 |Net her | ands e.navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
208. 64. 253. 242 |147.237.77.216|Wnited Sates dover . idf.il Adnmin | ogi n page scan - Havij 1
91.201.236.50 |147.237. 76. 201 |krai ne e.atal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
208. 64. 253. 242 |147.237.76.42 |Wited Sates refuah.idf.il Adnmin | ogi n page scan - Havij 1
89. 248. 163. 3 147.237.0.16 |Netherl ands ny- kosher-kravi . i df.il Er SCAN Behavi or al Lhusu_al 'y fast Termnal Server Traffic, 1
Potential Scan or Infection
208. 64. 253. 242 |147.237.76.31 |Wited Sates nakchal . i df i1 Admin | ogi n page scan - Havij 1
66.249.76.108 |147.237.72.166|Wited Sates aka idf.il ET SCAN NVAP -sA (2) 1
202.57.162. 182 |[147.237.76.31 [Thailand nakchal . i df il ET SCAN Potential SSH Scan 1
54. 82. 56. 247 147.237.77.19 |wnited Sates lawforumidf.il ET SCAN NMAP -sS w ndow 1024 1
200.195. 135. 82 |147.237.8.50 |Brazil e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
45.76. 2. 156 147.237.0.33 |wnited Sates idf.il ET SCAN Potential SSH Scan 1
180. 213. 5. 205 |147. 237. 72. 166 |Chi na akaidf.il ET SCAN NMAP -sS w ndow 1024 1
5. 255. 90. 133 147. 237. 76. 200 [Net her | ands eitan aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
115. 239. 251. 250(147. 237.8.24 |Chi na elifestyle.idf.il ET SCAN Potential SSH Scan 1
109. 236. 86. 32  |147.237. 77. 178 |Net her | ands e. nat pash. i df . i1 ET SCAN Potential WNC Scan 5900- 5920 1
91.201.236.50 |147.237.76. 201 |Ikrai ne e.atal.idf.il ET SCAN NVAP -sS wi ndow 3072 1
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A tacker

Attacker Address Country ‘Target Address |Ste Signature
77.127.4.101 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence SYNretransmit wth different wndow scal e moni tor |50
46. 19. 86. 156 | srael 147.237. 77. 243 |nobi | e.i df .i | S rea_m ng Eng ne.: TCP Invalid segnent retransmssion. Packet dropped. |drop 18
Inval id Retransm ssi on
93.172. 155. 113 |l srael 147. 237. 76. 147 |chi nuch. aka. i df .i | Bad TCP sequence Inval i d sequence nuniber nonitor |6
46.19. 85. 251 | srael 147.237.77.176 |nat pash. i df . il SYN Attack SYN -> SYN-ACK -> RST nonitor |4
77.138. 8. 96 France 147.237.76. 200 |ei tan. aka.idf . il 3 rea_m ng Eng ne.: TCP Invalid segnent retransmssion. Packet dropped. |drop 4
Inval id Retransni ssion
185. 110. 108. 165|I srael 147.237.77. 243 |nobi | e.i df .i | S reqm ng Eng ne,: TOD Invalid segnent retransmssion. Packet dropped. |drop 4
I'nval i d Retransnissi on
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
141. 226. 218. 115|l srael 147.237.77. 243 |nobi | e.i df . i | 3 rea_m ng Engl ne,: TCP Invalid segnent retransmssion. Packet dropped. |drop 3
Inval i d Retransni ssion
5.22.134.222 | srael 147.237.76. 42 |refuah.idf.il drop Frst packet isn't SYN drop 3
84. 95. 208. 20 | srael 147.237.76. 200 |eitan. aka. i df . il S ea_m ng Eng ne,: TCP Inval id segnent retransmssion. Packet dropped. |drop 3
Inval i d Retransm ssion
178. 245. 246. 13 |Turkey 147.237.72.166 |aka.idf.il dr op First packet isn't SN drop 3
80. 246.133. 47 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
178. 245. 195. 29 |Turkey 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 2
122.179. 183. 154|Indi a 147.237.77. 176 |nat pash. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout nonitor |2
109. 67.251. 7 | srael 147.237. 72. 156 |anan.i df .i | SYN Attack SYN -> SYN-ACK -> RST nonitor |2
46. 19. 86. 87 I srael 147.237.76.86 |[navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni tor |2
188.56.199.51  |Turkey 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 2
79.180. 255. 211 |l srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST nonitor |2
46. 19. 86. 87 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber aert 2
192. 249. 66. 247 LSthlatt:sd 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
109. 64. 152. 251 |l srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
178. 245. 191. 170|Tur key 147.237.72.166 |aka.idf . il dr op Frst packet isn't SN drop
46. 19. 86. 87 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or
199. 30. 25. 121 Wi ted 147.237.76. 200 |eitan. aka. i df . il S ea_m ng Engi ne,: TCP Inval id segnent retransmssion. Packet dropped. |drop 2
Sates Inval id Retransm ssion
141.212.122. 42 LSJIantt:sd 147.237.76. 200 |eitan. aka. i df . il SYN Attack SYN -> SYN-ACK -> RST nonitor |1
109. 64. 166. 72 |l srael 147.237.72. 167 [i shuri maka. i df . i | Bad TCP sequence SYNVACK retransnit with different w ndow scal e [nonitor |1
183. 129. 160. 229|Chi na 147.237.8.50 |e.tikshuv.idf.il G0- ocati on Geo- | ocation i nbound enf or cerment drop 1
enf or cenent
141.212.122. 109 Wi ted 147.237.76. 201 |e.atal .idf.il @o-| ocati on Geo- | ocation i nbound enf or cerment drop 1
Sates enf or cenent
37.46.38.24 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni tor |1
207.46. 13. 46 gq;ttees 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout nonitor |1
89.138.71.31 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST nonitor |1
183. 129. 160. 229|Chi na 147.237.8.27 |e.nadimatal.idf.il G0-1 ocati on Geo- | ocati on i nbound enf or cenment drop 1
enf or cenent
176.13.229. 170 |l srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Invalid ACK nunber nonitor |1
46.19. 86. 87 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence I'nvalid ACK nunber aert 1
141.212.122. 102 ;“;tteeg 147.237.77. 226 [} chanatz. aka. Tdf | v\ At t ack SYN -> SYN-ACK -> RST moni tor |1
5.22.134. 222 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber nonitor |1
46.117. 126. 39 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber aert 1
141.212.122. 110 Wi ted 147.237.76. 201 |e.atal .idf.il @o-| ocati on Geo- | ocat i on i nbound enf or cerent drop 1
Sates enf or cenent
37.46. 38. 228 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nvalid ACK nunber nonitor |1
122.179. 183. 154|India 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence SYNbAXK retransmit wth different w ndow scal e |nonitor |1
93.172. 155. 113 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid sequence nunber nonitor |1
183. 129. 160. 229|Chi na 147.237.8.28 |e.nobile-ks.idf.il G0- ocati on Geo- | ocati on i nbound enf or cerment drop 1
enf or cenent
) ) Non- conpl i ant TCP packets coming from
79.180.8.172  |Israel 147.237. 77. 243 |robi 1 e i df . i | :tn:)?rirlnyn%e?qitn:(;l [Cx n"";'yt irgsil thff:)rr'zJ p;oe“r:tﬁeals V‘:ertemgrer(eg;ﬁfi' gmji on droP 1
probl em
178. 245. 174. 196 | Tur key 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 1
141.212. 122. 103 g‘ialt:g 147.237.77. 226 [} chanat z. aka. 10f | v\ At t ack SYN -> SYN-ACK -> RST moni tor |1
31.210.187.77 |lsrael 147.237.72. 166 |aka.idf.il Bad TCP sequence I'nvali d ACK nunber monitor |1
109. 226. 40.40 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
84. 95. 208. 20 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
178. 245. 246. 199|Tur key 147.237.72.166 |aka.idf.il dr op First packet isn't SN drop 1
46.117.126.39 [Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber nonitor |1
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Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
84. 95. 208. 20 | srael 147.237.77.216|dover. i df .i | Mil tipl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 6
84. 95. 208. 20 I srael 147.237.77. 216 |dover . i df . i | PHP At t enpt Bl ock 6
84. 95. 208. 20 I srael 147.237.77. 226 ¥M:AII chanat 2. aka. I d Mil tiple Uauthorized URL Access from 84. 95. 208. 20 B ock 6
84. 95. 208. 20 I srael 147.237.76.200|ei tan. aka. i df . i | Mil ti pl e Unauthori zed URL Access from 84. 95. 208. 20 B ock 5
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Ml tipl e Unauthorized URL Access from 84.95. 208. 20 Bl ock 5
84. 95. 208. 20 I srael 147.237.77.234|hal ag. i df . il Mil tipl e Unaut hori zed URL Access from 84.95. 208. 20 Bl ock 4
84. 95. 208. 20 I srael 147.237.76.86 |navy.idf.il Ml ti pl e Unauthorized URL Access from 84.95. 208. 20 B ock 3
24.20.124.102 |united Sates |147.237.72.166|aka.idf.il Uhaut hori zed Met hod PCST for waw aka. i df.il/ishurindnain/ B ock 3
141. 226. 218. 115|1 sr ael 147.237.0.19 |nadimatal .idf.il O stributed Suspici ous Response Qode B ock 3
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il |[Miltiple Uauthorized LRL Access from 84.95.208. 20 B ock 3
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | Ml tiple Unauthorized URL Access from 84.95. 208. 20 B ock 3
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | PHP At t enpt Bl ock 3
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il Mil ti pl e Unauthori zed URL Access from 84. 95. 208. 20 B ock 2
84. 95. 208. 20 I srael 147.237.77. 226 :‘AM:AII chamat z. aka.id PHP At t enpt B ock 2
87.71.41. 153 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 2
66.249.66.177 [Israel 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to ww i df.il/894-he Bl ock 1
84. 95. 208. 20 I srael 147.237.77.234|hal ag. i df . il PHP Attenpt Bl ock 1
77.127.4.101 | srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shared/ reset . css |B ock 1
109. 67.18. 203 |l srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wwwidf.il/https:/wanidf.il/ Bl ock 1
84. 95. 208. 20 I srael 147.237.72. 156 [anan. i df . i | Ml tiple Unauthorized URL Access from 84.95. 208. 20 Bl ock 1
66.249.76.77  |israel 147. 237.72. 166 |aka. i df . i | ﬂ?”;g?r i7;.e](.16(tfs_i F/jfscte;sa;; {11 es/ 8 69738, pdf Bl ock 1
87.69.24.253 |Israel 147.237.0.34 |tikshuv.idf.il m“: Pgm\‘fd‘ ;ﬁ I’;C:fjj ;S‘; for unms. {1 1pri nt meSsage. aspX Bl ock 1
77.139. 180. 196 |France 147. 237.72. 166 |aka. i df . i | \?;A:\:;L:Jit;é iﬁr}a;ihn‘;rr:ozg dﬁ;ﬂ??.;;xmom UL on Bl ock 1
40.77.167. 66 Lhited Sates |147.237.72.166|aka.idf .il Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
84. 95. 208. 20 I srael 147.237.72. 156 [anan. i df . i | PHP At t enpt Bl ock 1
68.180.229.234 |lnited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to wwy aka. i df.il/main/rabanut/62312 |B ock 1
87.71. 41. 153 I srael 147.237.76.31 |nakchal .idf.il Ml tipl e Unauthorized URL Access from87.71. 41. 153 Bl ock 1
157. 55. 39. 92 Lhited Sates |[147.237.72.166|aka.idf.il Mil tiple Unaut horized URL Access from 157.55. 39. 92 Bl ock 1
66.249.64.41  |israel 147. 237.72. 166 |aka. i df . i | ﬂ?f’tzg;”?ffﬁﬁ Sf;esfa;; il es/ 1/ 68141 pek Bl ock 1
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il PHP At t enpt Bl ock
77.126.28.138 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wa aka. i df.il/guyus B ock 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il [PHP Attenpt B ock 1
195. 62. 53. 168 :32::1”' on 147.237.76.200(ei tan. aka. i df . i | Unaut hori zed URL Access to gmai | . condengi ne/ | og. t xt Bl ock 1
66.249.64.43  |Israel 147. 237.72. 166 |aka. i df . i | ﬂ?f’tzg;”?ffﬁﬁ Sf;esfa;; Fi 1 es/ of 88060, pel Bl ock 1
77.127.4.101  |israel 147.237.72. 166 |aka. i df . i | Iolulr?:?ail , i?’;geeg’?inz:a;:g;eéogcﬁi/ f"aj W kapat 2/ res012 B ock 1
87.71.41. 153 I srael 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to nakhal .idf.il/sip storage/files/2/ B ock 1
24.20.124.102 |Wnited Sates |147.237.72.166 |aka. i df .i | g"jll_ tzio?llez f‘fggho” zed Method for Known UR. from B ock 1
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