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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count]|
185. 89. 217. 233 Net her | ands 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 21

185. 89. 217. 228 Net her | ands 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 7

185. 89. 217. 234 Net her | ands 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 5
185.94.111. 1 Russi an Federation 147.237.76. 148 ggcenter.aka. i df.il|B ack List drop 1

54. 206. 15. 49 Australia 147. 237. 76. 200 eitan aka. idf.il B ack List drop 1

54. 206. 15. 49 Australia 147.237. 76. 202 e halag.idf.il B ack List drop 1
84.229.57.11 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1

115. 239. 251. 250 Chi na 147.237.72. 14 dover.idf.il(old) |JLMPurple Gon Limt_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Count

71. 6. 167. 142 Lhited Sates 147.237.77. 216 dover.idf.il |[13840: TLS QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

‘ Target Address

A tacker
Gountry

Signature

91.121. 147. 218 [147. 237. 72. 166 |France aka.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 6
218.83.155. 86 |147.237.77.216|Chi na dover.idf.il ET SCAN Potential SSH Scan 1
94.102. 48.194 [147.237.8.45 |Netherlands e.eitanidf.il ET SCAN NVAP -sS w ndow 1024 1
200. 195. 135. 82 |147. 237.76.39 |Brazil nobi | e.nei tav.idf.i[ET SCAN NVAP -sS wi ndow 4096 1
78.108.178.14 |(147.237.77.61 |Czech Republic |e.cogat.idf.il ET SCAN Potential SSH Scan 1
183.60.48.25 |147.237.76.38 [China eenitav.idf.il [ET SCAN Potential SSH Scan 1
12.139.34.20 |147.237.76.38 |lLhited Sates |e.eneitav.idf.il |ET SCAN NVAP -sS wi ndow 3072 1
183.60.48.25 |147.237.0.19 |China madimatal .idf.il |[ET SCAN Potential SSH Scan 1
12.139.34.20 |147.237.76.38 |[Lhited Sates |e.eneitav.idf.il |ET SCAN NVAP -f -sS 1
130. 211. 194. 85 |147. 237. 72. 156 [Lhited Sates |aman.idf.il ET SCAN NMAP -sS wi ndow 1024 1
5.255.90.133  |147.237.76. 177 [Net her | ands ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
125.65.82. 44  [147.237.8.50 [China e.tikshuv.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
124.83,102.84 |147.237.0.35 |Fhili pri nes akavs. i df il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
222.186. 51. 175 [147. 237. 76. 201 [Chi na e.atal.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
109. 236. 86. 32 [147. 237. 76. 199 |Net her | ands e.nakchal .idf.il |[ET SCAN Potential VNC Scan 5900- 5920 1
222.186.51. 175 [147. 237. 76. 198 |Chi na e.yohalan.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
94, 102. 48. 194 [147.237.8.50 [Netherlands e.tikshuv.idf.il |[ET SCAN NMAP -sS w ndow 1024 1
218.83.155. 86 [147.237.76.39 |China nobi | e. nei tav.idf.i |[ET SCAN Potential SSH Scan 1
200. 195. 135. 82 [147. 237. 76.39 |Brazil nobi | e. nei tav.idf.i|[ET SCAN NVAP -sS wi ndow 3072 1
50. 19. 25. 51 147.237.0.35 |wnited Sates |[akavs.idf.il ET SCAN NVAP -sS w ndow 1024 1
183.60.48.25 [147.237.0.33 |[China idf.il ET SCAN Potential SSH Scan 1
12.139.34.20 |147.237.76.38 |Wited Sates [eeneitav.idf.il |ET SCAN NVAP -sS wi ndow 2048 1
134. 29. 253. 245 [147.237.0.200 |Lhited Sates |mdu.idf.il ET SCAN NVAP -sS w ndow 1024 1
5.255.90.133  |147.237. 76. 202 [Net her | ands e.halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
128.199. 115. 31 |147. 237. 77. 216 |S ngapor e dover.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
5.255.90.133  [147.237. 76. 176 [Net her | ands test.ncore.idf.il |ET SCAN NVAP -sS w ndow 1024 1
125.65.82. 44 [147.237.8.14 |[China e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
109. 236. 86. 32 |147. 237. 77. 235 |Net her | ands sviva.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
222.186. 51. 175 [147. 237. 76. 199 [Chi na e.nakchal .idf.il [ET SCAN Potential WNC Scan 5900- 5920 1
109. 236. 86. 32 [147. 237. 76. 196 |Net her | ands e.sviva. idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

Sreaning Engine: TCP Invalid

Inval i d segnent retransnission.

79. 180. 8. 172 I srael 147.237.77. 243 |nobi l e.i df . i | Ret 1 ansmi ssi on Packet dr opped. drop 30
Sreamng Engine: TCP Invalid i i ssi
85. 65. 4. 85 I srael 147.237. 77. 243 |robi 1 e i df . i | 9 =9 Inval i d segnent retransmssi on. drop 20
Ret r ansni ssi on Packet dr opped.
185. 89. 217. 225 |Net herl ands 147.237.77.74 |lawidf.il dr op First packet isn't SN drop 18
185. 89. 217. 226 [Net her | ands 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 14
185. 89. 217. 227 |Net herl ands 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 12
185.89.217.232 |Netherlands [147.237.77.74 |lawidf.il drop First packet isn't SN drop 12
185. 89. 217. 228 [Net her | ands 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 12
185. 89. 217. 230 |Net herl ands 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 12
185. 89. 217. 231 |Netherl ands 147.237.77.74 |lawidf.il dr op First packet isn't SN drop 10
185. 89. 217. 233 [Net her | ands 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop
185. 89. 217. 229 |Net herl ands 147.237.77.74 |lawidf.il drop First packet isn't SYN drop
Sreanming Engine: TCP Invalid i i ssi
84.95.208.20  |Israel 147.237.76.86 |navy.idf.il 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 216 I srael 147.237.77. 216 |dover.idf i | Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 86. 92 I srael 147.237.77. 216 |dover.idf i | Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 216 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 86. 92 I srael 147.237.77. 216 |dover.idf i | Bad TCP sequence Inval i d ACK nunber noni t or 6
212. 116. 162. 230|l srael 147.237.77. 170 [naarachot . i df .il |SYN At t ack SYN -> SYN-ACK -> RST noni t or 5
. . SYNHAK retransmit with different .
217.132. 158. 246|l srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Vi ndow scal e noni t or 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
185. 89. 217. 234 |Net herl ands 147.237.77.74 |lawidf.il dr op First packet isn't SN drop 5
217.132. 158. 246 |l srael 147.237.72. 166 |aka. i df .i| SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 4
217.132. 158. 246|| srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 4
185. 89. 217. 235 |Net herl ands 147.237.77.74 |lawidf.il dr op First packet isn't SN drop 4
217.132.27.95 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
Sreaming Engine: TP Invalid i i ssi
66. 249. 65. 2 Wited Qates [147.237.76.200 [eitan aka. idf.il 9 =g Invalid segent retransmssion. dr op 3
Ret r ansni ssi on Packet dr opped.
. . SYNFAK retransmit with different .
5. 28.185. 83 | srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Vi ndow scal e noni t or 3
Sreaming Engine: TGP Invalid i i ssi
66.249.93. 129  |Eur ope 147.237.77. 243 |nobil e.i df . 9 =g Invalid segent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
46.121.247.51  |israel 147.237.76.86 |navy.idf.il 9 =9 Inval i d segrent retransmssi on. dr op 2
Ret r ansni ssi on Packet dr opped.
217.132. 158. 246|l srael 147.237.72. 166 |aka. i df . i | dr op First packet isn't SYN drop 2
46.19. 86. 55 I srael 147.237.77. 176 |nat pash.i df .il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
5.22.134. 169 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber noni t or 2
79.179.27.79 | srael 147.237. 72. 156 |anan.i df .i | drop First packet isn't SYN drop 2
212.116. 162. 230/l srael 147.237.77. 170 |mmarachot .idf.il |SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 2
217.132. 158. 246|l srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber aert 2
46.120.122. 219 |israel 147.237.77.74 |lawidf.il Conmand | nj ecti on ff’l i Idal')gr,ec“ on detected in monitor |2
38.111.147.86 |lhited Sates |[147.237.77.216 |dover.idf.il drop drop 2
79.183.76.144 |lsrael 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop 2
74.82.47. 49 Lhited Sates |147.237.8.27 |e.nadimatal.idf.i|Geo-1 ocati on enfor cenent Geo-1 ocation i nbound enf orcenent |drop 1
46.19. 86. 29 I srael 147. 237.77. 176 |nat pash. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 1
184. 105. 247. 248|Wnited Sates |147.237.77.170 |marachot.idf.il |SYN At tack SYN -> SYN-ACK -> RST noni t or 1
2.53.146.0 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
77.139.132. 239 |France 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1
46.19.85.1 | srael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
138. 246. 253. 19 |Ger many 147.237.77. 178 le.natpash.idf.il |Geo-1 ocati on enf or cenment Geo-1 ocation i nbound enf or cenent |drop 1
74.82.47.51 Lhited Sates |147.237.8.50 |e.tikshuv.idf.il |[Geo-1ocati on enfor cenent Geo- | ocati on i nbound enf or cenent |drop 1
184. 105. 247. 248|Wnited Sates [147.237.77.235|sviva idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
85.250. 81. 198 [l srael 147.237. 77. 216 [dover.i df il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
176.13.229. 241 |l srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 1
84.95. 208. 20 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
74.82.47.55 Lhited Sates |147.237.0.33 |idf.il drop drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
www. chamrat z. aka. i ) )
84. 95. 208. 20 | srael 147.237.77. 226 df il Ml ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 4
109. 66. 173. 189 |l srael 147.237.0.19 [madi matal .idf.il Suspi ci ous Response Code B ock 3
Unaut hori zed URL Access to
W nag. i df . i |/ 726- en/ pat zar . aspx2000kt ext / ht m 34445<di v
. . class="defaul t _i nage">< div> <div class="field fiel d-name-field-title
46.120.122.219 |l srael 17.287.77.74 Jlaw idf . il fieldtype-text fieldlabel-hidden"><div cl ass="fiel d-itens"><div Bock |2
class="field-itemeven'>i df |aw review di v></ di v></ di v>
3200: 00. 359ut f - 8
84. 95. 208. 20 | srael 147.237.72. 166 |aka. i df . i | PHP Att enpt B ock 2
84. 95. 208. 20 I srael 147.237.77. 216 |dover . i df . i | Mul ti pl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 2
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock 2
84. 95. 208. 20 I srael 147.237.72. 156 [anan. i df . i | Mil tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 1
- . Unhaut hori zed URL Access to
66.249. 66. 197 |l srael 147.237.77. 216 |dover . i df . il 147.237.77. 216/ 1133- 20063- he/ i df gdover . aspx Bock |1
217. 132. 158. 246|l srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Gonnection - Cpen Mde None 1
185. 79. 100. 85 stﬁ::ﬂ on 147.237.72. 166 |aka. i df . i | Unaut hor i zed Met hod PCST for v aka. i df.i|/mai n/ hone/ def aul t. aspx |B ock 1
m ny- kosher - kr avi ' i
66. 249. 76. 52 | st ael 147.237.0.17 ' my . I11egal Paranet gr 'EnCO'dI ng 82Q0I 3ebf [ @au@'ﬂ @8l ]nprOin None 1
idflil mny- kosher-kravi . i df .il/aj ax/ creat ecapt chai nage. aspx
208. 64. 253. 242 |Wnited Sates [147.237.76.39 |nobile. neitav.idf.il|Mitiple Miformed URL from 208. 64. 253. 242 B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
46.120.12.200 |Israel 147.237.72. 166 |aka. i df . i | voww aka. i f i |/ nai v sachar/ decl ar at i onexpl anat i on. aspx None 1
84. 95. 208. 20 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from 84. 95. 208. 20 Bl ock 1
66. 249. 69. 67 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
_ m ny- kosher - kr avi
208. 64. 253. 242 |lhited Sates [147.237.0.17 Pdf il Mal formed URL http/1.1 B ock 1
wwn, chamat z. aka. i
84. 95. 208. 20 | srael 147.237.77. 226 df il PHP At t enpt B ock 1
m ny- kosher - kr avi , ,
66. 249. 76. 54 | srael 147.237.0. 17 Pdf il DOstributed I11egal Paraneter Encodi ng None 1
208. 64.253. 242 |United Sates [147.237.76.42 |refuah.idf.il Mil tiple Malformed URL from 208. 64. 253. 242 B ock 1
109. 253.192. 31 |l srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 1
66. 249. 69. 72 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 9366- he/ r ef uah. aspx |B ock 1
208. 64. 253. 242 |lhited Sates [147.237.0.19 |nadi matal.idf.il Mal formed URL http/1.1 B ock 1
www. chamat z. aka. i i
84.95.208.20 | srael 147.237.77.226 |, . Wnaut hori zed URL Access to o Bock |1
df.il wwv chanmat z. aka. i df . i |/tenpl at es/ honepage/ di v.item
77.138.136. 211 |France 147.237.72. 166 |aka. i df . i | Distributed thauthori zed Method for Known LR on Bock |1
ww aka. i df . i |/ mai n/ hone/ def aul t . aspx
208. 64.253.242 |Lnited Sates |147.237.76.200(ei tan. aka.idf.il Mal formed LR http/ 1.1 B ock 1
m ny- kosher - kr avi _ ,
66. 249. 64. 134 | srael 147.237.0. 17 Pdf il DOstributed I11egal Paraneter Encodi ng None 1
157. 55. 39. 49 Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/sip storagel/ril es/ 7/ 69057/ pdf B ock 1
66. 249. 69. 127 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 8911- he/ r ef uah. aspx |B ock 1
208. 64. 253. 242 |lhited Sates [147.237.76.30 |hi nush.idf.il Mal formed URL http/ 1.1 B ock 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il [Wauthorized LRL Access to v kosher-kravi.idf.il/defaul t.aspx B ock 1
208.64.253.242 |lnited Sates |147.237.77.216|dover.idf.il Mil tiple Mal formed URL from 208. 64. 253. 242 B ock 1
66.249. 66. 180 |l srael 147.237.77.216|dover. i df .i | Uhaut hori zed LRL Access to wawidf.il/atal 1/izkor/ vi ew i ngt op. asp B ock 1
157. 55. 39. 92 Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to ww aka. i df .il/mai n/rabanut/ 62312 B ock 1
84. 95. 208. 20 I srael 147.237.77. 216 |dover.idf.il PHP Att enpt B ock 1
. . Unaut hori zed URL Access to
66. 249. 75. 60 I srael 147.237.77.74 |lawidf.il voww | aw i df i /i p. st or agel fi l es/ 1/ 1381, pef B ock 1
208.64.253.242 |wnited Sates |147.237.76.31 |nakchal .idf.il Mil tiple Mal formed URL from 208. 64. 253. 242 B ock 1
. . Unaut hori zed URL Access to
2.53. 60. 175 I srael 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p, st or agel {1 | es/ 8/ 1668. doc B ock 1
. . Unknown Paraneter docld in
109. 65. 174. 128 |l srael 147.237.72.166 |aka. i df . i | v aka, i df i | / i 1/ gi yus/ yahash2017/ | obby. aspx None 1
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