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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
71.6. 216. 40

|Target Address | site |Signature  |Device Action |Count |
Lhited Sates 147.237.76. 31 nakchal .idf.il B ack List drop 1
93. 174. 94. 235 Net her | ands 147.237.76. 201 e atal.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnat ure Devi ce Action |Oount
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der Per nit 11
51.255. 194. 3 France 147.237.72. 166 aka.idf.il C1000074: HITP. naj estic bot Per nit 2
106. 38. 241. 106 Chi na 147.237.72. 166 aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Permit 2
117. 194. 146. 66 I ndi a 147.237.72. 217 e.idf.il 2226: Backdoor: TCP Wndow Si ze 55808 Troj an B ock 1

94. 154. 239. 69 kr ai ne 147.237.72. 156 aman.idf.il [Cl000074: HITP. najestic bot Per nit 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Signature

195. 154. 39. 188 147. 237.8.27 France e.madimatal .idf.il ET SCAN Potential SSH Scan 1
163. 172. 238. 45 147.237.0. 33 Uni ted Ki ngdom idf.il ET SCAN NVAP -sS wi ndow 1024 1
94.102. 48. 194 147. 237. 76. 202 Net her | ands e halagidf.il ET SCAN NVAP -sS wi ndow 1024 1
66. 249. 75. 54 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 1
5. 255. 90. 133 147.237.77.19 Net her | ands lawforumidf.il ET SCAN NVAP -sS wi ndow 1024 1
195. 154. 39. 188 147.237.77. 212 France e. dover.idf.il ET SCAN Potential SSH Scan 1
195. 154. 39. 188 147. 237.72. 167 France i shuri maka.idf.il ET SCAN Potential SSH Scan 1
195. 154. 39. 188 147.237.0. 35 France akavs. i df.il ET SCAN Potential SSH Scan 1
114.112. 83. 142 147. 237.76. 38 Chi na eeneitav.idf .il ET SCAN Potential SSH Scan 1
79. 41. 100. 24 147. 237. 0. 200 Italy i df i | ET SCAN NMVAP -sS wi ndow 1024 1
50. 19. 25. 51 147. 237.76. 148 Lhited Sates gacenter. aka. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
202.57.162. 182 147. 237.8.50 Thai | and e tikshuv.idf.il ET SCAN Potential SSH Scan 1
195. 154. 39. 188 147.237.76.34 France yohal an. i df . il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

Signature

Attacker CQountry ‘Target Address |Ste

Sreaning Engine: TGP Invalid

Inval id segnent retransnission.

79.180.8.172  |Israel 147. 237. 77. 243 |nobi | e. i of . i | > = dro 39
Ret r ansnm ssi on Packet dropped. P
Sreaming Engine: TGP Invalid i i sSi
176.13.230.92 |israel 147.237. 77. 243 |robi | e. i df . i | 9 =g Inval id segnent retransmssion. |, 21
Ret r ansn ssi on Packet dropped.
141. 226.218. 10 |Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 14
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
Sreaming Engine: TGP Invalid i i ssi
84. 109. 0. 86 I srael 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. | 4
Ret ransm ssi on Packet dropped.
Iran, Islamc s ; Geo- | ocati on i nbound
31.56.150.180 [ %, 00 147. 237.76. 202 |e. hal ag. i df . i1 Geo- | ocati on enf or cenent ot o coment drop 2
199.58.86.211 |lited Sates 147. 237. 77. 216 |dover. i of . i | drop SAMrul e drop 2
74.82.47.61 Lhited Sates 147.237.76.39 |mobile. neitav.idf.i|SYN Attack SYN -> SYN-ACK -> RST nmoni t or
66.249. 64. 113 |lsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 1
183. 129. 160. 229|Chi na 147.237.77. 121 |e. navy. i f .i | Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
89. 139. 216. 123 |Israel 147. 237. 77. 216 |dover. i of . i | SYN At t ack SYN -> SYN-ACK -> RST monitor |1
74.82. 47.35 Lhited Sates 147.237.8.14 |e.orchot.idf.il  [Geo-1ocation enf or cement Geo-I ocat i on i nbound drop 1
enf or cenent
45.56.102. 167 |ited Sates 147.237.72. 167 |ishurimaka.idf.il [SYN At t ack SYN -> SYN-ACK -> RST nonitor |1
. . SYNWAKK retransmt with .
66.249. 64. 113 |Israel 147.237.72. 166 |aka i df . Bad TCP sequence S 1ot vi ndon scal 6 nonitor |1
184. 105. 247. 218|Wnited Sates 147. 237. 77. 212 |e. dover. i f .1 Geo- | ocati on enf or cenent il?o'r Z’Eﬁf}:{m | nbound drop 1
138. 246. 253. 19 |Ger many 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
74.82. 47.37 Lhited Sates 147.237.0.200 |rdu.icf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
46.19. 86. 55 I srael 147. 237.77. 176 |nat pash. i df .| SYN At t ack SYN -> SYN-ACK -> RST monitor |1
216. 218. 206. 114|tnited Sates 147.237.77. 233 |atal i of .l SYN At t ack SYN -> SYN-ACK -> RST monitor |1
176.13.230.92 |lsrael 147.237.77. 243 |nobi | e.i df .i | drop First packet isn't SN drop 1
74.82.47.22 Lhited Sates 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST monitor |1
31.25.73. 243 glcf;i'géa” Territoryty 47, 237. 77. 176 |nat pash. i o . i1 drop First packet isnt SWN drop 1
193. 227. 169. 146 |Lebanon 147.237.72. 166 |aka. i df . Header Rejection ?eqeadueser O ection pattern found inj oo 1
141.212. 122. 110|Wited Sates 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST monitor |1
74.82. 47. 40 Lhited Sates 147.237.72. 167 |ishuri maka.i of.i1 |SYN At ack SYN -> SYN-ACK -> RST monitor |1
46.19.86.173  |Israel 147. 237. 77. 176 |nat pash. i of . i | Bad TCP sequence Invalid ACK nunber monitor |1
87.69. 24. 253 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber alert 1
74.82.47.28 Lhited Sates 147.237.8.27 |e.madimatal.idf.il|Geo-1 ocati on enf or cement Geo-1 ocati on i nbound drop 1
enf or cenent
Pal estinian Territory S -
31.25.73.243 |l 147. 237. 77. 216 |dover i df . drop First packet ism't SWN drop 1
193. 227. 169. 146|Lebanon 147.237.72.167 |ishurimaka.idf.il [Header Rejection rzzgzgtre‘ ection pattern found inj v |1
141.212. 122. 111|Wited Sates 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST monitor |1
: . . . Geo- | ocati on i nbound
74.82. 47. 61 Lhited Sates 147.237.72. 217 |e.i of .i | Geo- | ocati on enf or cenent ot or oot drop 1
66.240. 192. 138 |Wnited Sates 147.237.72. 217 |e.i df i Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
183. 129. 160. 229|Chi na 147.237.76. 201 |e.atal .idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
87.69.24.253  |Israel 147.237.72. 166 |aka. i df .| Bad TCP sequence Inval i d ACK nunber monitor |1
74.82.47.30 Wited Sates 147.237.76. 202 |e. hal ag. i df . Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
141. 226.218.10 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 1
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|Top Attackers In V\AF|

At acker

‘ Target Address |Site

Sgnature

Devi ce

‘Oount

Gountry Action
. . Unaut hori zed URL Access to
66.249.76.77 |Israel 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or um asp Bl ock 1
89.139.179.31 [Israel 147.237.77.216|dover.idf.i|l |Wauthorized URL Access to waw idf.il/https:/vwwidf.il/ B ock 1
66.249.76.79 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter catid in 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx B ock 1
94.154.239.69 |Wkraine 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots. txt Bl ock 1
46.4.74. 42 Ger many 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method HEAD for waw aka. i df.il/brothers/skira/defaul t.asp B ock 1
66.249.76.81 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ ei t an/ t nuna/ def aul t . asp B ock 1
. . |Waut hori zed URL Access to
141. 226. 218. 10 [l srael 147.237.76.42 refuah.idf.il /" o0 2" appl e- t ouch- i con- pr econposed. png Bl ock 1
. . Unknown Paraneter __ VI EASTATEENCRYPTED i n
46.120. 227. 171 [l srael 147.237.72.166 |aka. i df . i | vw aka. i df .i |/ nai v sachar / nar ki veysachar . aspx None 1
68.180.231.60 |Lhited Sates |147.237.77.176|nat pash. i df. i |[Paraneter Type Mol ation PageNumin waw cogat . i df .i1/1043-he/ cogat.aspx |B ock 1
66.249. 64. 114 [Israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to waw aman. i df.il/.wel | -knowy assetlinks.json  |B ock 1
84.95.208.20 |[Israel 147.237.77.216|dover.idf.i|l |Wauthorized URL Access to wan idf.il/default.aspx B ock 1
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