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|Top Attackers | n DDoS- Def ence |

|Attacker Country

Attacker Address

Target Address

Signature Device Action Count
124.129. 0. 26 Chi na 147.237.8. 14 e.orchot.idf.il Invalid TGP H ags drop 1
124.129. 0. 26 Chi na 147.237. 8. 45 e.eitan.idf.il Invalid TGP H ags drop 1
218. 84. 233. 53 Chi na 147.237.76. 31 nakchal .idf.il B ack List dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount

106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der Per nit 18
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Gountry

dte

|Signature

222.186. 56. 200 147.237.0. 34 Chi na tikshuv.idf.il ET SCAN Potential VWNC Scan 5900- 5920 2
146. 200. 148. 0 147.237.77.176 |United Kingdom  |natpash.idf.il Tehila - Perl LWP with fake user agent 2
91.121.78.198 147.237.77.216 |France dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
222.186. 56. 200 147. 237.0. 33 Chi na idf.il ET SCAN Potential VWNC Scan 5900- 5920 2
46.120. 122. 219 147.237.72.166 |l srael akaidf.il Xenu Link Seuth User Agent 2
87.163. 134. 17 147.237.0. 33 Ger nany idf.il ET SCAN Potential SSH Scan 2
58. 218. 200. 137 147.237.76.196 |China e.svivaidf.il ET SCAN Potential SSH Scan 1
222.186. 56. 200 147.237.0.19 Chi na nadi matal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
58. 218. 200. 137 147. 237.0. 35 Chi na akavs. i df . i | ET SCAN Potential SSH Scan 1
222.186. 56. 200 147.237.0. 15 Chi na kosher-kravi .idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
58.218. 200. 137 147.237.0. 16 Chi na ny- kosher - kravi .i df . i ET SCAN Potential SSH Scan 1
200. 58. 214. 138 147. 237.8. 28 Col onbi a €. nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 4096 1
45, 32.194. 53 147.237.76. 44 Lhited Sates e.refuah.idf.il ET SCAN Potential SSH Scan 1
14.152.59. 11 147.237.76.197 |China e. hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
87.163.134. 17 147.237.0. 19 Ger nany madi matal .idf.il ET SCAN Potential SSH Scan 1
222.186. 56. 200 147.237.76.176  |China test.ncore.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
87.163.134. 17 147.237.0. 16 Ger many ny- kosher - kravi .i df . i ET SCAN Potential SSH Scan 1
222.186. 56. 200 147. 237.0. 35 Chi na akavs. i df . i | ET SCAN Potential VWNC Scan 5900- 5920 1
58. 218. 200. 137 147.237.76.197 |China e hinush.idf.il ET SCAN Potential SSH Scan 1
58. 218. 200. 137 147.237.76.148 |China gacenter. aka. i df .i | ET SCAN Potential SSH Scan 1
222.186. 56. 200 147.237.0. 16 Chi na ny- kosher-kravi .idf .il ET SCAN Potential WNC Scan 5900- 5920 1
58. 218. 200. 137 147.237.0. 17 Chi na mny- kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
219.146.251.139 |147. 237. 0. 200 Chi na rdu. i df i | ET SCAN Potential SSH Scan 1
200. 58. 214. 138 147. 237.8. 28 Col onbi a €. nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 3072 1
45, 32.194. 53 147. 237.76. 38 Lhited Sates eeneitav.idf.il ET SCAN Potential SSH Scan 1
104. 128. 144. 131  |147. 237.76. 86 Canada navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
14.152.59. 11 147. 237.0. 33 Chi na idf.il ET SCAN NMAP -sS wi ndow 1024 1
222.186. 56. 200 147.237.77.216 |China dover.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
87.163.134. 17 147.237.0. 17 Ger many mny- kosher -kravi . i df .il ET SCAN Potential SSH Scan 1
222.186. 56. 200 147.237.76. 31 Chi na nakchal .idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
66. 249. 79. 107 147.237.77.170 |Wnited Sates naar achot . i df .i | ET SCAN NVAP -sA (2) 1
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|Top Attackers In FW |

At t acker . Devi ce
Attacker Address count ry Target Address |Ste Signature Acti on
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreanmng Engine: TGP Invalid i i ssi
77.138.27.89  |France 147.237.77. 243 |nobi 1 e.i o i 9 =9 nvalid segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
91.20.243.212 |Germany 147. 237.76. 200 |ei tan. aka. i of .| g =g nvalid segnent retransmssi on. drop 4
Ret r ansm ssi on Packet dropped.
80. 246.136.85 |lIsrael 147.237.72. 166 |aka. i df .il SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
2.53.25.128 I srael 147. 237. 72. 166 |aka. i dof .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 2
79. 41. 100. 24 Italy 147.237.0.200 |ndu.idf.il Geo- | ocat i on enf or cenent Geo- 1 ocation i nbound enf orcenent |drop 2
2.55.154. 146 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
109. 226. 40. 40 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
8.21.198.25 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
68. 180.229. 178 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
187.61.124.12 |Prazil 147.237.77.212|e.dover.idf.il |Geo-| ocati on enf or cenent Geo- 1 ocation i nbound enf orcenent |drop 2
41. 33.231.86 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
176. 13. 16. 83 I srael 147. 237. 72. 166 |aka. i dof .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1
212.92.127. 172 R‘SIS:;”i o 147.237.76.202|e.hal ag.idf.il |[Geo-1ocation enf or cenent Geo-1 ocat i on i nbound enf or cement |dr op 1
188.120. 148. 84 |l srael 147.237.77.233|atal .idf.il drop First packet isn't SYN drop
45.56.102. 167 [Lhited Sates 147.237.76.42 |refuah.idf.il |[SYN Attack SYN -> SYN-ACK -> RST noni t or
216.218. 206. 104 |Lhited Sates 147.237.72. 217 |e.idf.il Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent |drop 1
212.92.127.172 RJSf;:I”i on 147.237.76.86 |navy.idf.il SYN At ack SYN -> SYN-ACK -> RST monitor |1
183. 129. 160. 229|Chi na 147.237.72. 14 |dover.idf.il (ol ddr op SAMrul e drop 1
212.92.127. 172 stls;;”i o 147.237.76.30 |himshidf.il |SYN Attack SYN -> SYN-ACK -> RST monitor |1
216. 218. 206. 120|Lhited Sates 147.237. 77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
212.92.127.172 R‘Sf;:t”i o 147. 237.76. 198 |e. yohal an. i f . i 1{Geo- | ocat i on enf or cenent Geo-1 ocat i on i nbound enf or cement |dr op 1
183. 129. 160. 229|Chi na 147. 237. 72. 156 |anan. i df . i | dr op SAMrule drop 1
213.149.62.215 |Qoatia 147. 237.77. 216 |dover. i of .i | drop First packet isn't SN drop 1
Russi an s
212.92.127.172 eration 147.237.76.34 |yohal an.idf.il |drop drop 1
141.212.122. 102|thited Sates  |147.237.8.50 |e.tikshuv.idf.il|Geo-1 ocati on enf or cenent Geo- 1 ocation i nbound enf orcenent |drop 1
212.92.127.172 R‘Sf;:t”i o 147. 237. 76. 199 |e. nakchal . i df . i1{Geo- | ocat i on enf or cenent Geo-1 ocat i on i nbound enf or cement |dr op 1
185.99. 32. 146  [Lebanon 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN- ACK -> Ti meout noni t or 1
85. 250. 214. 228 |l srael 147. 237.77. 216 |dover. i of .i | drop First packet isn't SN drop 1
40.77.169.101 |Whited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
216.218.206.70 |Lhited Sates |147.237.76.42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 1
212.92.127. 172 R‘SIS::I”im 147.237.76.42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> RST monitor |1
141.212.122.103|United Sates  |147.237.8.50 |e.tikshuv.idf.il|Geo-| ocati on enf or cenent Geo-| ocati on inbound enf orcenent |drop
71.6.167. 142 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
212.92.127. 172 R‘Sf:;”ion 147. 237.76. 200 |ei tan. aka. i df . 1 1|SYN At t ack SYN -> SYN-ACK -> RST monitor |1
87.69.143.170 |[lIsrael 147.237. 77. 216 |dover.idf.il Bad TCP sequence I nval i d ACK nunber noni t or 1
216.218.206.76 |Lnited Sates 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
212.92.127. 172 |SSian 147.237.76.44 |e.refush.idf.il |Geo-1 ocation enf or cenent Geo-1 ocati on i nbound enf or cement [dr op 1

Feder at i on
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|Top Attackers In V\AF|

Attacker Address |Attacker Qount ry ‘Target Address |Site Devi ce Action ‘Count ‘
66.249. 66. 180 |l srael 147.237.77.216 |dover.idf .il Unaut hori zed LRL Access to wwuidf.il/navy/htni/tool fs. asp Bl ock 1
66.249. 66. 197 |Israel 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock 1
66. 249. 69. 72 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1284- he/ r ef uah. aspx |Bl ock 1
66. 249. 75. 54 I srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw | aw i df . i1/801-he/ pat zar Bl ock 1
66.249. 64. 164 |l srael 147.237.0.19 |nadimatal . idf.il|thauthorized LR. Access to nadimatal.idf.il/robots.txt B ock 1
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