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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
93.174. 93. 218 Net her | ands 147.237.77.176 nat pash. i df . il bl ock-sp-traf 1 forward 2
93. 174. 94. 235 Net her | ands 147.237.76. 34 yohal an.idf.il B ack List dr op 1
93. 174. 94. 235 Net her | ands 147.237.76. 200 eitan.aka.idf.il |Back List drop 1
199. 33. 125. 108 Lhited Sates 147.237.76. 198 e.yohalan.idf.il |JLMPurple Gon Limt Htp drop 1




10-04-2016-05:04:02 to 10-04-2016-06:04:02

|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry Target Address |Site ‘Sgnai ure Devi ce Action |Oount
141.8.132.78 Russi an Feder ation 147.237.77. 216 dover.idf.il |1090: HTTP. 11S .asp Source (ode Read Per nit 8
151. 80. 31. 181 France 147.237.77. 216 dover.idf.il |CL000146: HTTP. AhrefBot craw er B ock 1




10-04-2016-05:04:02 to 10-04-2016-06:04:02

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

66.249.69. 235 |147.237.77.176|lhited Sates |natpash.idf.il ET SCAN NVAP -sA (2) 73
103. 208. 244. 223(147. 237.0. 19 madimatal .idf.il |[ET SCAN Potential SSH Scan 1
58.177.250.130 [147.237.8.14 |Hong Kong e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
49, 206. 2. 88 147 23777 233|i ndi & atal idh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
204. 83. 37. 63 147. 237. 76. 202 |Canada e halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
200. 58. 214. 138 [147. 237. 72. 166 |Col onbi a aka idf.il ET SCAN NMAP -sS wi ndow 4096 1
200. 58. 214. 138 [147. 237. 72. 166 |Col onbi a aka.idf.il ET SCAN NVAP -f -sS 1
113. 108. 195. 106|147. 237. 76. 38 |Chi na eemeitav.idf.il |ET SCAN NVAP -sS w ndow 1024 1
103. 208. 244. 223|147. 237. 76. 30 hi nush. i df i1 ET SCAN Potential SSH Scan 1
54. 82. 56. 247 147.237.77.170|Wited Sates |[mmarachot.idf.il |ET SCAN NVAP -sS w ndow 1024 1
46.172.91.21 147.237.76.31 |kraine nakchal . i df.il ET SCAN NVAP -sS w ndow 1024 1
201. 114. 60. 162 [147.237.76.39 [Mexi co nobi | e.nei tav. i df.i |[ET SCAN NMAP -sS wi ndow 1024 1
200. 58. 214. 138 [147. 237. 72. 166 |Col onbi a aka.idf.il ET SCAN NMAP -sS wi ndow 2048 1
134, 29. 253. 245 |147.237.77.19 [Wited Sates [lavforumidf.il |ET SCAN NVAP -sS wi ndow 1024 1
103. 208. 244. 223|147. 237. 76. 31 nakchal . i df il ET SCAN Potential SSH Scan 1




10-04-2016-05:04:02 to 10-04-2016-06:04:02

|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Ste Signature z\t”i (;i
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Lao Peopl €' s o .
202. 62. 98. 33 Denocr at i ¢ Republ i ¢ 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
S ream ng Engi ne: TCP i i ssi
65.55.210. 242 |Uited Sates 147. 237. 76. 200 |ei tan. aka. i of . | mng tngine: 1 Invalid segnent retransmssion. |, 4
Inval i d Retransnission Packet dropped.
S ream ng Engi ne: TCP i i Ssi
82.81.0.59 I'srael 147.237.77. 243 |mubi le.i o i1 mng tngine: 1 Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
46. 19. 86. 150 | srael 147.237.77. 176 |nat pash. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 2
91.224.217.119 |Pol and 147.237.77. 121 |e.navy. i of . i1 Geo-l ocati on enforcement | 0;! ocation inbound drop 2
enf or cenent
40. 77. 167. 30 Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or
93.174.93.218 |Netherl ands 147.237.77. 176 |nat pash. i df . i | Bl ock HTTP Non Conpliant |Response out of state noni t or
69.30. 213. 202 |Wnited Sates 147. 237.77. 226 "‘:"Y’V chamatz. aka. idf |y o SMrule drop 2
46. 19. 85. 151 I srael 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST monitor |2
77.237.146.28 |Czech Republic 147.237.77. 212 |e. dover. i df .1 Geo- | ocati on enf or cenent Sﬁ?;)lrggi'mon I nbound drop 2
23.248.234.30 |Uited Sates 147.237.76.34 |yohalan.idf.il drop drop 1
183. 129. 160. 229chi na 147.237.77. 226 '} chanat z. aka. 1df |4 o) SAMrule drop 1
141. 212. 122. 109|Wited Sates 147.237.0.200 |rdu.idf.il Geo- | ocati on enf or cenent Sﬁ?olggikf” t nbound drop 1
40.77.167. 30 Lhited Sates 147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber aert 1
199. 33. 125. 108 |wnited Sates 147.237.0.35 |akaws.idf.il drop drop 1
23.224.123.42 |Wited Sates 147.237.77. 170 |maar achot . i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout |nonitor 1
172.247.83.204 |Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti nmeout |nonitor 1
138. 246. 253. 19 |Ger many 147.237.76. 177 |ncore. i df il SYN At t ack SYN -> SYN-ACK -> RST moni tor |1
46.120.72. 83 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
23.248.235.19 |lLited Sates 147.237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 1
184.105.139. 76 |Wited Sates 147.237.77. 212 |e. dover. i df .1 Geo- | ocati on enf or cenent ﬁ?;}:g;i;:’” i nbound drop 1
162.209. 232. 12 |Wnited Sates 147.237.77. 233 |atal i df il SYN At t ack SYN -> SYN-ACK -> Tineout |monitor |1
23.224.124.16 |lLited Sates 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti meout |nonitor 1
172.247.84.220 |thited Sates 147.237.76. 200 |ei tan. aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 1
141. 212. 122. 100|Uhi ted Sates 147.237. 76. 176 |test. ncore. i df . i SYN At t ack SYN -> SYN-ACK -> RST monitor |1
23.248.235.27 |lhited Sates 147.237. 76. 148 |gqcenter. aka. i df . i | dr op drop 1
184. 105. 247. 208|Wnited Sates 147. 237. 77. 226 "‘:"Y“ chanatz. aka. 1df |oyn af t ack SYN -> SYN-ACK -> RST monitor |1
162.209.232. 14 |Uited Sates 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor
40. 77. 167. 30 Wited Sates 147.237.77. 74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti meout |noni tor
202.62.98.33 |20 Feople’s  |147. 237. 77. 216 |dover. i df . i1 SYN Att ack SYN -> SYN-ACK -> RST moni tor |1
Denocrati c Republic
23.224.172.34 |Lited Sates 147.237.77.235|sviva.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout |nonitor
172.247.85.205 |[Lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor
141.212. 122. 101 Wi ted Sates 147.237. 76. 176 |test. ncore. i df . i SYN At t ack SYN -> SYN-ACK -> RST monitor |1
23.248.237.22 |Wited Sates 147.237.77. 226 "‘f’?” chanmat z. aka. 1df |oyn At t ack SYN -> SYN-ACK -> Tineout |nonitor |1
184. 105. 247. 232|United Sates 147.237. 72. 167 |i shuri maka. i of . i | SYN At t ack SYN -> SYN-ACK -> RST monitor |1
162. 209. 233. 38 |Uhited Sates 147.237.77. 234 |hal ag.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |monitor |1
94.102.49.193  |Nether| ands 147.237.76. 201 |e.atal .idf.il Geo- | ocati on enforcement | £0;! ocation inbound drop 1
enf or cenent
23.248.234.25 |Uited Sates 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout |monitor |1
172.247.85.206 |Uited Sates 147.237.77. 176 |nat pash. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout [nonitor
141. 212. 122. 108|Wited Sates 147.237.0.200 |rdu.idf. il Geo- | ocati on enf or cenent Sﬁ?olggikf” t nbound drop 1
23.248.237.29 |lhited Sates 147.237.76.39 |mobile.neitav.idf.il |SYN Attack SYN -> SYN-ACK -> Ti nmeout |nonitor 1
189. 149.160.9  [Mexi co 147. 237. 72. 156 |aman. i df .i SYN At t ack SYN -> SYNACK -> Tinmeout |monitor |1
23.224.123.24 |Wited Sates 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 1
172.247.82.209 |Lhited Sates 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout |nonitor 1
104. 128. 144. 131|Canada 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST moni tor |1
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qountry Target Address |Site Sgnature Action ‘Oount
93.174.93. 218 [Nt herl ands 147.237.77. 176 |mat pash. i df . i |[Mil tiple NAL Character in Mthod from93.174. 93. 218 Bl ock 3
. IMiltiple Il11egal Byte Gode Character in Mthod from
93.174.93.218 [Netherl ands 147.237.77. 176 |mat pash. i df . i 1| g2 " 7,700 5 1g Bl ock 2
46.120. 122. 219 |I srael 147.237.72. 166 |aka. i df . i | thaut hori zed Method HEAD f or B ock 1
wwv aka. i df . i |/ sites/ hone/ def aul t. asp
66. 249. 66. 177 |l srael 147.237.77.216|dover.idf .i| [Unauthorized URL Access to www idf.il/1283-13885-en/dov. |B ock 1
93.174.93.218 [Netherl ands 147.237.77. 176 |mat pash. i df . i [|[NLL (haracter in Mt hod Bl ock 1
66. 249. 76. 74 | srael 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to waw anan.idf.il/robots. txt B ock 1
199. 33.125. 108 |Lhited Sates 147.237.77. 216 |dover.i df .i| |Unauthorized Method HEAD for / Bl ock 1
93.174.93.218 |Netherl ands 147.237.77. 176 [mat pash. i df . i I[I11egal Byte Gode Character in Mt hod Bl ock 1
216. 244. 66. 236 |Lhited Sates 147.237.0.34 |ti kshuv.idf.il|Parameter Type Molation catld in tikshuv.idf.il/site/ general . asp{B ock 1
37.8.91. 141 gf’cisgi'géa” ferritory, 147.237.77.216|dover. i df . il |Unauthorized UR. Access to wm i df.il/894-ar Bl ock 1
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