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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action
93. 174. 94. 235 Net her | ands 147.237.76. 197 e. hinush.idf.il B ack List drop 1




10-04-2016-04:04:05 to 10-04-2016-05:04:05

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount

106. 38. 241. 106 Chi na 147.237.72. 156 aman.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der Per nit 2
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|Top Attackers In |D|

Attacker Address |Target Address |Attacker Qount ry ‘Ste |Signature |Count |
117. 5. 148. 240 147.237.77.216 M et nam dover.idf.il Xenu Link S euth User Agent 2
195. 154. 39. 188 147. 237. 0. 200 France . i df il ET SCAN Potential SSH Scan 1
62. 210. 243. 100 147. 237.76. 197 France e. hi nush. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
62. 150. 255. 205 147. 237. 76. 197 Kumai t e. hinush. i df .il ET SCAN NMAP -sS wi ndow 4096 1
45.32.194. 53 147.237.0. 15 Lited Sates kosher -kravi .i df .i | ET SCAN NVAP -sS wi ndow 1024 1
12.139. 34. 20 147.237.77. 121 Lhited Sates e.navy.idf.il ET SCAN NVAP -sS wi ndow 2048 1
222.186. 56. 242 147.237.0. 16 Chi na ny-kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
195. 154. 39. 188 147.237.76. 30 France hi mush. i df .i | ET SCAN Potential SSH Scan 1
195. 154. 39. 188 147.237.0. 15 France kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
94. 102. 48. 194 147. 237.76. 177 Net her | ands ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
62. 210. 243. 100 147. 237. 76. 147 France chi nuch. aka.i df . i1 ET SCAN NMAP -sS wi ndow 1024 1
62. 150. 255. 205 147. 237.76. 197 Kuvai t e. hi nush. i df . i | ET SCAN NMAP -sS wi ndow 3072 1
14.152.59. 11 147. 237.76. 201 Chi na e.atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
12.139.34. 20 147.237.77.121 Lhited Sates e navy.idf.il ET SCAN NVAP -f -sS 1
208. 100. 26. 228 147. 237.76. 148 Lhited Sates ggcent er . aka. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address | . ry ‘Target Address |Ste Signature Action ‘Count
66. 249. 65. 53 I srael 147.237.77. 216 |dover.idf .il dr op SAMrul e drop 8
93.172.123.57 |lsrael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 4
66.249.65.62  |ited Sates |147.237.76.200 |eitan aka.idf.il Streamng Engi ne: TCP Invalid segnent retransmssion. drop 3
Inval i d Retransn ssion Packet dr opped.

54.82.56.247  |Wited Sates |147.237.77.170 |mmarachot.idf. il ge:;?r::lt n?_i i]?' T:n:f (;I;?:Derrent ;clpo \Asezg:zgfje:c”; (I)DfacILT;Xi dr:‘(‘)?pe 4 drop 3
23. 248. 237. 25 Lhited Sates [147.237.0.200 |ndu.idf.il dr op drop 2
172.247.84.209 |Whited Sates [147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
23.224.124. 23 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
74.208.145.116 |lhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
172.247.84.214 |lhited Sates [147.237.0.35 akaws. i df .il dr op drop 2
23.248.234.22 [Wnited States [147.237.0.17 |1V kosher-kravi-id|qyn At t ack SYN -> SYN-ACK - > Ti meout moni tor |2
172.58. 175. 32 Lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
172.247.84.219 |lhited Sates |[147.237.0.33 |[idf.il dr op drop 2
172.247.82.206 |lhited Sates |147.237.0.19 nadi matal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
172.247.84.195 |lhited Sates |147.237.72.167|ishurimaka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
109. 253. 199. 194 |l srael 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
74.208.145. 116 |lhited Sates |147.237.72.167 |ishurimaka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
188. 44. 55. 20 :Z:::Inl on 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
183. 129. 160. 229|Chi na 147.237.77. 179 |e.nazi .idf il drop SAMrul e drop 1
2.53. 4. 255 | srael 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212.122. 104|lhited Sates |147.237.77.212|e.dover.idf.il Geo- | ocati on enf or cenent Geo- | ocation i nbound enforcenent |drop 1
74.208.145.116 |lLnited Sates |147.237.76.202 e halag.idf.il Geo- 1 ocati on enf or cenent Geo-| ocati on i nbound enf orcenent |drop 1
74.82.47.31 Lhited Sates [147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
184. 105. 247. 220|Whited Sates [147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
31.210.188.85 |[lsrael 147.237.72. 166 |aka i of .i | Bad TCP sequence Inval i d ACK nunber nonitor |1
118.173. 172. 244|Thai | and 147.237.72.166 |aka.idf .il dr op Frst packet isn't SYN drop 1
74.208.145.116 |lhited Sates |[147.237.76.42 |[refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
74.82.47.15 Lhited Sates [147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
183. 129. 160. 229|Chi na 147.237.77. 205 |prisha.idf.il dr op SAMrul e drop 1
141.212.122. 105|Lhited Sates |147.237.77.212|e.dover.idf.il Geo- | ocati on enf or cenent Geo- | ocation i nbound enforcenent |drop 1
74.82.47.59 Lhited Sates |147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
184. 105. 247. 244t ted Sates  [147.237.0.17 |V kosher-kravi- 1d|qyN At t ack SYN -> SYN-ACK -> RST monitor |1
46. 19. 86. 76 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |1
138. 246. 253. 19 |Ger many 147.237.0.35 |akaws.idf.il drop drop 1
74.208.145. 116 |Lhited Sates |147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo- | ocation i nbound enf orcenent |dr op 1
74.82.47.28 Lhited Sates [147.237.72. 156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
183. 129. 160. 229|Chi na 147.237.77.233|atal .idf.il dr op SAMrul e drop 1
184. 105. 247. 244|lhited Sates |147.237.77. 176 |nat pash.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
74.208. 145. 116 |Whited Sates |147.237.0.19 nadi matal .idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
138. 246. 253. 19 |Ger many 147.237. 76. 199 |e. nakchal . i df .i | Geo- | ocati on enf or cenent Geo-1 ocation inbound enforcenent |drop 1
74.208.145. 116 |lhited Sates |147.237.76. 147 |chinuch. aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
74.82.47.28 Lhited Sates |147.237.76.34 |yohalan.idf.il dr op drop 1
183. 129. 160. 229|Chi na 147.237.77. 243 |nobi le.idf . i1 dr op SAMrul e drop 1
23.248.237.5 Lhited Sates [147.237.72.166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout monitor |1
93.174.93. 218 Net her | ands 147.237.77.176 |nat pash.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
74.208.145.116 |lhited Sates |[147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent Geo-1 ocation inbound enforcenent |drop 1
188. 44. 55. 20 :Z:::Inl on 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST alert 1
183. 129. 160. 229|Chi na 147.237.77. 170 |naar achot . i df . i | drop SAMrul e drop

138. 246. 253. 19 |Ger many 147.237.77.176 |nat pash. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
74.208.145.116 |lhited Sates |[147.237.76. 148 |gqcenter. aka.idf.il drop drop 1
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qountry Target Address |Site Sgnature Action ‘Oount

37.8.91. 141 Ecis;i';'ja” ferritory, 1147 237.72. 166 |aka. i df .i | Unaut hori zed Met hod PCST for www aka. i df .i |/ mai n/ smal i i B ock 1
. . Uhaut hori zed URL Access to

66.249.64.45 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ si p, st or agel f | es/ 5/ 69215.  pg B ock 1

68.180.229. 178 |Lhited Sates 147.237.77.216|dover.idf .il Lhaut hori zed URL Access to ww i df.il/894-he B ock 1

54.82.56.247 |Uited Sates 147.237.77. 170 |[maar achot . i df . i [|Mal formed URL 54. 90. 189. 128: 80 B ock 1

. . . Uhaut hori zed URL Access to

66.249.66.18  |lsrael 147.237.77.243|nobi l e.i df . i | nobi | .1 df i 1/ appl e-app-si t e associ at i on B ock 1
i . Uhaut hori zed URL Access to

89. 138. 246. 248 |1 srael 147.237.72. 166 |aka. i df . i | v aka, i df i |/ mai v gi yus/ yahash2018/ | obby. aspx B ock 1

54.82.56.247 |lhited Sates 147.237.77. 170 |maar achot . i df . i [|NLLL Character in Mt hod B ock

66. 249. 69. 239 |Israel 147.237.77. 176 |mat pash. i df . i | |Waut hori zed URL Access to waw cogat . i df . il/1294-en/ cogat Bl ock

178. 255. 215. 87 |France 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to waw anan. i df.il/robots. txt B ock 1

. . . Unaut hori zed Met hod HEAD for

66. 147. 244. 101 |United Sates 147.237.72. 166 [aka. i df . i | voww aka. i o i |/ nai v gi yus/ general . aspx B ock 1
i . Uhaut hori zed URL Access to

66.249.76.75 I'srael 147.237.72.166 |aka. i df . i | 147.237. 72. 166/ gi yus/ f or uni asp/ showf or um asp B ock 1

207.46.13.172 |lnited Sates 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
. . D stributed Uhaut hori zed URL Access on

66.249.64.12 |Israel 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
. . Uhaut hori zed URL Access to

66.249.76.81 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ appl - app-si t e- associ at i on B ock 1
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