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|Top Attackers | n DDoS- Def ence |
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Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
109. 201. 142. 53 Net her | ands 147.237.77. 216 dover.idf.il HITP Page Fl ood Attack forward 22

109. 201. 142. 53 Net her | ands 147.237.77.216 dover.idf.il HITP Page H ood Attack drop 16
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 4

0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack drop 2

195. 62. 53. 168 Russi an Federation 147. 237. 72. 167 ishurimaka.idf.il bl ock-sp-traf 1 f orward 2

36. 71. 40. 212 | ndonesi a 147. 237. 76. 147 chi nuch. aka.idf.il B ack List drop 1

188. 138. 26. 214 Cer many 147.237.76. 201 e atal.idf.il B ack List drop 1

93. 174. 94. 235 Net her | ands 147.237.76. 39 nobi | e. nei tav.idf.il B ack List drop 1

188. 138. 26. 214 Cer many 147.237. 76. 202 e halag.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count |
106. 38. 241. 106 Chi na 147.237.77.176  |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Per nit 13

106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il CL000071: HTTP: User Agent Sogou+web+spi der Per it 12

106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Per it 1

109. 201. 142. 53 Net her | ands 147.237.77.216 |dover.idf.il 24910: HITP. Python urllib User-Agent Header B ock
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
146. 200. 148. 0 147. 237.77. 176 Uhi ted Ki ngdom nat pash. i df . i | Tehila - Perl LWP wth fake user agent 2
146. 200. 148. 0 147.237.77. 74 Uni ted Ki ngdom lawidf.il Tehila - Perl LWP wth fake user agent 2
89. 163. 224. 115 147. 237.77. 233 Ger many atal.idf.il ET SCAN Potential SSH Scan 1
89. 163. 224. 115 147.237.77.121 Ger many e navy.idf.il ET SCAN Potential SSH Scan 1
85.93.5. 70 147.237.77.233  |Whited Arab Enirates atal.idf.il ET SCAN Potential SSH Scan 1
14.152. 59. 11 147.237.77. 121 Chi na e.navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
177. 4. 200. 183 147. 237.76. 39 Brazil nobi | e. nei tav. i df.il ET SCAN NMAP -sS wi ndow 2048 1
128.199. 76. 253 147. 237.76. 197 S ngapore e hinush.idf.il ET SCAN NVAP -sS w ndow 1024 1
89. 163. 224. 115 147. 237.77. 234 Ger many hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
89. 163. 224. 115 147. 237. 77. 205 Ger many prisha idf.il ET SCAN Potential SSH Scan 1
88.249. 106. 23 147.237.0.17 Tur key mny- kosher -kravi . i df i1 ET SCAN NVAP -sS w ndow 1024 1
46.172.91.21 147.237.77. 74 krai ne lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
177. 4. 200. 183 147. 237.76. 39 Brazil nobi | e. nei tav. i df.il ET SCAN NMAP -sS wi ndow 3072 1
177. 4. 200. 183 147. 237.76. 39 Brazil nobi | e. nei tav. i df il ET SCAN NVAP -f -sS 1
125. 65. 82. 44 147.237.0. 15 Chi na kosher -kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry |Target Address |Ste Signature Acti on ‘Count
66. 249. 65. 53 I srael 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 24
S reamng Engi ne: TCP i i ssi
199.188.84.212 |Wited Sates  |147. 237. 77. 216 |dover. i df .il mng tngine. 1 Invalid segnent retransmssion. |, 14
Inval id Retransm ssion Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
212.179. 90. 106 |l srael 147. 237. 77. 216 |dover. i df .il drop First packet isn't SN drop
S reamng Engi ne: TCP i i ssi
109. 66. 26. 213 I srael 147. 237. 76. 200 |ei tan. aka. i df . mng tngine. 1 Invalid segnent retransmssion. |, 4
Inval i d Retransm ssi on Packet dr opped.
S reanming Engi ne: TCP i i ssi
185.32.179.12  [Israel 147. 237.77. 243 |nobi l e i o i | mng Ehgine: 7 Invalid segnent retransmssion. |, 3
Inval i d Retransm ssion Packet dropped.
188.120. 154. 79 |l srael 147.237.72. 156 |anan.idf .il Bad TCP sequence I'nval i d AGK nunber nonitor |3
212.87.168. 146 |Wkraine 147. 237, 77. 121 |e. navy. i of . i Geo-l ocation enforcement |0 !ocation inbound drop 2
enf or cenent
141.8.132.78  |RSSIan 147. 237. 77. 216 |dover. i df . i1 drop First packet isn't SN drop 2
.8.132. eretion .237.77. Jidf.
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
79.177.159.45 |israel 147.237.72. 166 |aka i df .i SYN At t ack SYN - > SYN-ACK -> RST moni t or
5.122. 219. 247 IFL.ZEBI :i'?’f"'c 147. 237.77. 216 |dover i df . Bad TCP sequence Inval i d ACK nunber aert 2
81.199.120.3  |Israel 147.237.72. 166 |aka. i df .i SYN At tack SYN - > SYN-ACK -> RST monitor |2
5.122. 219, 247 'F;xa :i'g;"'c 147. 237.77. 216 |dover. i df .1 Bad TCP sequence Inval i d ACK nunber moni tor  [2
S reanming Engi ne: TCP i i ssi
207.46.13.58  |Wnited Sates 147.237.72. 166 |aka.i df . mng tngine. Invalid segnent retransmssion. fq ., 2
Inval i d Retransnission Packet dropped.
S reamng Engi ne: TCP i i ssi
157.55.39.170 |Wited Sates  |147. 237. 72. 166 |aka i of il mng tngine. 1 Invalid segnent retransmssion. |, 2
Inval id Retransm ssion Packet dropped.
S reanming Engi ne: TCP i i ssi
207.46.13.149 |Wnited Sates 147.237.72. 166 |aka.i df . mng thgine. Invalid segnent retransmssion. fq ., 2
Inval i d Retransnission Packet dropped.
188. 120. 154. 79 |l srael 147.237.72. 166 [aka.i of .i Bad TCP sequence Inval i d AGK nunber nonitor |2
109. 253. 201. 98 |l srael 147.237.72. 166 |aka.idf. il dr op First packet isn't SYN drop
46.19. 86. 180 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1

Geo- | ocati on i nbound

184. 105. 247. 211|Wited Sates 147.237.76. 196 |e. sviva i df . Geo-location enforcement | -0~ °°° drop 1
74.82. 47. 49 Lhited Sates 147.237.8.24 |e.lifestyle.idf.il Geo- | ocati on enf or cenment Sﬁ?olrzgﬁ;f” i nbound drop 1
141.212.122. 108|lLhited Sates 147.237.76.39 |[nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
138. 246. 253. 19 |Ger many 147.237.0.16  |ny-kosher-kravi.idf.il |[SYN A tack SYN -> SYN-ACK -> RST noni t or 1
184. 105. 247. 212|wited Sates 147.237.76.34 |yohalan.idf.il drop drop 1
141.212.122.96 |Wiited Sates 147.237.77. 235 |sviva.i df .l SYN At t ack SYN -> SYN-ACK -> RST monitor |1
201.179.59.20 |Argentina 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
141, 212.122. 111|wited Sates 147.237.77. 235 |sviva.i df . il SYN At t ack SYN -> SYN-ACK -> RST monitor |1
138.246.253. 19 |Ger many 147.237.0.17 | kosher-kravi.1d |qyN At t ack SYN -> SYN-ACK -> RST monitor |1
141, 212. 122. 103|Wited Sates 147.237.0.19 |nadi matal .idf.il SYN At t ack SYN -> SYN-ACK -> RST oni t or

138.246.253. 19 |Ger many 147.237.72. 166 |aka.i df . i SYN At t ack SYN -> SYN-ACK -> RST monitor |1
68.81.206.98  |Wnited Sates 147.237.72. 166 |aka.i df . SYN At t ack SYN -> SYN-ACK -> RST monitor |1
216. 218.206. 82 |Whited Sates 147. 237. 76. 199 |e. nakchal .i df .| Geo-l ocation enforcement |0 !ocation inbound drop 1

enf or cenent

141.212. 122. 104|United Sates 147.237.0.19 |nadimatal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1

23.121.34.174 |lited Sates 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Tinmeout [nonitor 1

184.105. 139. 71 |Wnited Sates 147.237.8.50 |e.tikshuv.idf.il Geo-l ocation enforcement |0 !ocation inbound drop 1
enf or cenent

138. 246. 253. 19 |Ger nany 147. 237. 77. 227 |e. harz. i o . | Geo- | ocation enforcenent |0 !ocation inbound drop 1
enf or cenent

74.82.47.31 Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1

216.218. 206. 112|lhited Sates 147.237.0.16  |ny-kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or

141.212. 122. 107|thited Sates 147.237.76.39 |mobile.rmeitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 201. 142. 53 |Net her| ands 147.237.77.216|dover. i df . i | Mil ti pl e Unaut horized URL Access from 109. 201. 142. 53 B ock 27
. . Unaut hori zed URL Access to
66. 249. 65. 51 I srael 147.237.77.216|dover. i df . il ww i df i |/ at al 1/ zkor/ vi ew i ngt op. asp B ock 2
66. 249. 64. 41 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized URL Access from 66.249. 64. 41 B ock 1
: . . D stributed Uhaut hori zed Met hod for Known URL on
204.79.180.35 [lhited Sates 147.237.72. 166 |aka. i df . i | v aka. i df . i 1/ i v hore/ def aul t . aspx B ock 1
] . . Paraneter Type M ol ati on PageNumin
68.180.229.178 [Wited Sates  |147.237.77.216|dover.idf.il v i df i 1/ 1362- he/ dover . aspx B ock 1
109. 201. 142. 53 |Net her| ands 147.237.77.216|dover . i df . i | PHP At t enpt B ock 1
. . Unaut hori zed URL Access to
217.132.181. 129]l srael 147.237.77.233|atal .idf.il 147. 237.77. 233/ 1135- he/ at al . aspx Bl ock 1
68.180.231.60 |Lhited Qates  |147.237.77. 176 [mat pash. i df . i | Paraneter Type Mol ation PageNimi n Bl ock 1
wa cogat . i df . i | / 1038- he/ cogat . aspx
: . . Unaut hori zed Met hod PCST for
174.16.57.102 |Uhited Sates 147.237.72. 166 |aka. i df . i | ww aka i o i 1/gi yus/ general / def aul t. asp Bl ock 1
m ny- kosher-kravi .id i i
66.249.76.52  |israel 147.237.0. 17 y Illegal Paraneter Bncoding rnd in . None 1
foil mny-kosher-kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | PHP Att enpt B ock 1
195. 62. 53. 168 RJSIS:;ni on 147.237.72. 167 (i shuri maka. i df .i | Unaut hori zed LRL Access to gmai | . contengi ne/ | og. t xt B ock 1
66. 249. 76. 75 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
. . Unaut hori zed URL Access to
84.229.33.230 |Israel 147.237.77.234hal ag. i df . il 147. 237. 77. 2341 i nages! shar ed/ bul | et 1. gi f Bl ock 1
. . . Unaut hori zed URL Access to
54.169.226.39 |5 ngapore 147.237.76. 200 [ei tan. aka. i df . i1 147. 237. 76. 200/ web- consol e/ serveri nfo. j sp Bl ock !
201.214.111.14 |Giile 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod PCST for www aka. i df .il/mai n/ sachar B ock 1
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized URL Access from 66. 249. 76. 77 B ock 1
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