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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
110. 154. 170. 226 Chi na 147.237.76. 197 e. hinush.idf.il B ack List drop 1
60. 191. 221. 175 Chi na 147.237.0. 34 tikshuv.idf.il JLM Purple Gon Limt_Tcp dr op 1
223.85.106. 194 Chi na 147.237. 76. 86 navy.idf.il B ack List drop 1
93. 174. 94. 235 Net her | ands 147.237.76. 176 test.ncore.idf.il |Hack List drop 1
94. 102. 49. 193 Net her | ands 147.237.76. 202 e halag.idf.il B ack List drop 1




10-04-2016-02:04:06 to 10-04-2016-03:04:06

|Top Attackers In IPS|

Attacker Address |Attacker Gountry | Target Address |Site |Sgnature Devi ce Action |Count |
106. 38. 241. 106 Chi na 147.237.77.170 |maarachot.idf.il |CLO00071: HTTP. User Agent Sogou+web+spi der Per nit 17

106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il CL000071: HTTP: User Agent Sogou+web+spi der Per mt

162.210.196. 129 |Lhited Sates 147.237.76. 42 refuah.idf.il C1000074: HTTP. maj estic bot Per it

162.210.196. 129 |lnited Sates 147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot Per mit




10-04-2016-02:04:06 to 10-04-2016-03:04:06

|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Signature

46.120. 122. 219 147.237. 72. 166 I srael aka.idf.il Xenu Link Seuth User Agent 2
46.120. 122. 219 147.237.77. 216 I 'srael dover.idf.il Xenu Link Seuth User Agent 1
218. 87. 109. 253 147. 237. 76. 177 Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
24.39.95. 126 147.237. 76. 197 Lhited Sates e hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 87. 109. 253 147. 237.0. 35 Chi na akavs. i df il ET SCAN Potential SSH Scan 1
180. 213. 5. 205 147.237.72. 14 Chi na dover.idf.il(old) ET SCAN NVAP -sS wi ndow 1024 1
109. 236. 86. 32 147.237.0. 35 Net her | ands akavs. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
89. 163. 224. 115 147.237.8. 14 Ger many e.orchot.idf.il ET SCAN Potential SSH Scan 1
89. 163. 224. 115 147.237.0.19 Ger many nadi matal .idf.il ET SCAN Potential SSH Scan 1
58. 218. 200. 137 147. 237. 76. 202 Chi na e halag idf.il ET SCAN Potential SSH Scan 1
218. 87. 109. 253 147.237.77. 178 Chi na e. nat pash. i df .i | ET SCAN Potential SSH Scan 1
58. 218. 200. 137 147. 237.0. 35 Chi na akavs. i df i | ET SCAN Potential SSH Scan 1
218. 87. 109. 253 147. 237. 76. 196 Chi na esvivaidf.il ET SCAN Potential SSH Scan 1
218. 87. 109. 253 147. 237. 76. 147 Chi na chinuch. aka. i df .i | ET SCAN Potential SSH Scan 1
218. 87. 109. 253 147. 237.0. 33 Chi na idf.il ET SCAN Potential SSH Scan 1
109. 236. 86. 32 147. 237.76. 44 Net her | ands e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
89. 163. 224. 115 147.237.8. 27 Ger many e nadimatal .idf.il ET SCAN Potential SSH Scan 1
89. 163. 224. 115 147.237.0. 34 Ger many tikshuv.idf.il ET SCAN Potential SSH Scan 1
79. 41. 100. 24 147. 237. 77. 205 Italy prishaidf.il ET SCAN NVAP -sS wi ndow 1024 1
218. 87. 109. 253 147.237.77. 216 Chi na dover.idf.il ET SCAN Potential SSH Scan 1
58. 218. 200. 137 147. 237. 0. 200 Chi na rdu. i df il ET SCAN Potential SSH Scan 1
218. 87. 109. 253 147. 237. 76. 197 Chi na e hinush.idf.il ET SCAN Potential SSH Scan 1




10-04-2016-02:04:06 to 10-04-2016-03:04:06

|Top Attackers In FW |

Devi ce

A tacker

Attacker Address Country Target Address |[Ste Signature Acti on ‘Count
66. 249. 65. 53 | srael 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 22
37.26.149.220 [Israel 147. 237. 77. 216 |dover . i of . i Bad TCP sequence ﬂﬁtrsjﬁgzl;gth moni tor |14
66. 176. 188. 115 |United Sates |147. 237. 76. 200 [ei tan. aka. i df . Streaning Engi ne: TCP Invalid |invalid segnent retransnission drop 8
Ret r ansni ssi on Packet dropped.
46. 19. 86. 206 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 7
37.26. 149. 220 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
37.26.149.220 |[Israel 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout nonitor |6
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6
77.125.61.189 | srael 147.237.72. 167 | surimaka iar i1 |2 €amMng Engine: TGP Invalid Jinvalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dropped.
167. 114. 233.61 |France 147. 237. 77. 216 |dover.idf .i | drop First packet isn't SWN drop 4
37.26.148.155 |Israel 147. 237. 77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST nonitor |4
5.22.134.82 I srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
46.19. 85. 184 | sr ael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nvalid ACK nunber aert 3
66.249. 69. 146  |Whited Sates |147. 237. 76. 200 [ei tan. aka i df . Streaning Engine: TCP Invalid |invalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
46.19. 85. 184 I sr ael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or
167. 114. 233. 61 |Fance 147.237. 77. 216 |dover.idf.il SYN Attack noni t or
176. 13. 233. 222 |l srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop
157.55.39.49  |United Sates |147. 237. 72. 166 |aka. i df .il Streaning Engi ne: TCP Invalid invalid segnent retransnission drop 2
Ret r ansni ssi on Packet dropped.
109. 253. 138. 234|I srael 147. 237. 77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST nonitor |2
187.61.122. 119 |Brazil 147.237. 77. 212 |e. dover. i df . i Geo- | ocati on enf or cenent Sﬁ?&ggi:}f” I nbound drop 2
37.26.146.229 |[Israel 147. 237.72. 156 |anan. i of . i | Bad TCP sequence noni t or 2
138. 246. 253. 19 |Ger many 147. 237.76. 202 |e. hal ag. i df . i | Geo- | ocati on enf or cenent (:;?o'rgZi'nf” I nbound drop 1
183. 129. 160. 229|hi na 147. 237. 77. 216 |dover. i df .i | drop SAMrul e drop 1
85. 64. 36. 172 I srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
191.241.39. 114 |Brazil 147. 237. 72. 156 [anan. i df . i | SYN Att ack SYN -> SYN-ACK -> RST nonitor |1
37.26.146.229 |israel 147. 237. 72. 156 |anan. i df . | Bad TCP sequence I'nvalid ACK nunber aert 1
183. 129. 160. 229|Chi na 147.237.76.38 |e.e.neitav.idf.il dr op SAMrul e drop 1
141.212.122. 109|thited Sates [147. 237. 77. 233 |atal i df .il SYN Att ack SYN -> SYN-ACK -> RST nonitor |1
37.26.149.220 |israel 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber aert 1
183. 129. 160. 229|Chi na 147.237.77. 226 [ chanat z. aka. 1df 1 4r oy SAVirul e drop 1
2.53.5.153 I sr ael 147. 237. 72. 166 |aka. i df . | SYN Att ack SYN - > SYN-ACK -> RST monitor |1
167.114.233. 61 |[France 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber noni t or 1
88.57. 44. 81 Italy 147. 237. 77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST nonitor |1
198. 20. 69. 74 Wited Sates |147.237.76.30 |hinush.idf.il SYN Att ack SYN - > SYN-ACK -> RST monitor |1
37.26.146.229 |Israel 147.237.72. 156 |anan. i df . i Bad TCP sequence Inval i d AGK nunber noni t or 1
183. 129. 160. 229|Chi na 147.237.76.86 |navy.idf.il dr op SAMrul e drop 1
141.212.122. 110|Wnited Sates [147. 237. 77. 233 |atal .i of .il SYN Att ack SYN - > SYN-ACK -> RST monitor |1
37.26.149.220 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 1
183. 129. 160. 229|Chi na 147. 237. 77. 227 |e. hangz. i df . i | Geo- | ocati on enf or cenent (:;?o'rgZi'nf” I nbound drop 1
5.9.17.118 Ger many 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout monitor |1
167. 114. 233. 61 |Fance 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 1
109. 67. 204. 234 | srael 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout nonitor |1
183. 129. 160. 229|chi na 147.237.77.61 |e.cogat.idf.il drop SAMrul e drop 1
37.26.149.220 |lIsrael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 1
185. 3. 147. 199 |l srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 1
172.56. 34. 77 Wited Sates |147.237.76.86 [navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST monitor |1
213.57.240.109 |[lsrael 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 1
37.26.148.155 |Israel 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout nonitor |1
183. 129. 160. 229|hi na 147. 237. 77. 205 |prisha.idf .i| drop SAMrul e drop 1
37. 26. 149. 220 I srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
185.32.179. 171 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
Russi an . . D stributed Unhaut hori zed Met hod for Known URL on
79.139. 224. 198 e ot i on 147.237.72. 166 |aka. i df . i | vow aka i df . i 1/ mai n/ home/ def aul t . aspx B ock 3
46. 19. 85. 138 I srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock
176. 13. 246. 216 |l srael 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to waw i df.il/894-ar B ock
. . . Unhaut hori zed Met hod PCST for
100. 45. 246. 219 |Uhited Sates 147.237.72. 166 |aka. i df . i | vaww aka, i df i |/ i n/ gi yus/ yahash2017/ | obby. asp B ock 1
66.102.9. 24 Lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for aka.idf.il/main/ hone/ def aul t. aspx |Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 76. 79 I srael 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p st orage/ i | es/ 2/ 71552, pf B ock 1
2.53.51. 67 I srael 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to ww cogat . i df .il/894-ar B ock 1
150. 70. 188. 169 |Japan 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147. 237. 76. 42/ f avi con. i co B ock 1
. . Uhaut hori zed URL Access to
66. 249. 64. 41 I srael 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p st orage/ | es/ 9/ 69499, plf B ock 1
204.79.180.50 |Wited Sates |147.237.72.166|aka. i df.i| Uhaut hori zed Method POST for B ock 1
wwy aka. i df . i |/ m ui nitenpl at es/ hone. asp
. . . Unhaut hori zed Met hod PCST for
73.13. 96. 153 Lhited Sates 147.237.72.166|aka. i df . i | v aka i df i 1/ mai n/ home/ def aul t . aspx B ock 1
40. 77.167. 30 Lhited Sates 147.237.77.74 |lawidf.il Unaut hori zed URL Access to www | aw i df.il/228-he/ fag. aspx B ock 1
: ny- kosher - kravi . i df . |unaut hori zed URL Access to
173.231. 185. 150|thited Sates 147.237.0. 16 | 147 237 0. 16/ adri /i 18n/ r eadre. t xt B ock 1
. . Uhaut hori zed URL Access to
66. 249. 64. 43 I srael 147.237.72. 166 [aka. i df . i | 147, 237.72. 166/ si p storage/ i | es/ 8/ 71568. pf B ock 1
) . . Uhaut hori zed URL Access to
173.231. 185. 150|Lhited Sates 147.237.77.216|dover.i df . il 147 237 77. 216/ adm n/ i 18n/ r eadne. t xt B ock 1
66. 249. 65. 52 I srael 147.237.77.216|dover.i df . il Distributed Wnaut hori zed URL Access on v i df .il/894-ar B ock 1
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | PHP At tenpt B ock 1
. . Uhaut hori zed URL Access to
46.19.85.184  |[Israel 147.237.76.42 |refuah.idf.il 147, 237. 76, 42/ 1518- he/ r ef uah. aspx Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p_st or age/ 1 | es/ 9/ 69049, pf B ock 1
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