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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
93. 174. 94. 235 Net her | ands 147.237. 76. 148 gocenter. aka.idf.il B ack Li st drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnat ure Devi ce Action |Oount
62. 210. 247. 125 France 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot Per nit 2
162. 210. 196. 129 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. raj estic bot Per nirt 2
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|Top Attackers In |D|

Target Address

At acker

Signature

Count ry
46.120. 122. 219 |147. 237. 77. 216 |I srael dover.idf.il Xenu Link S euth User Agent 4
59. 67. 64. 13 147.237.77. 179 |Chi na e.nmazi.idf.il GPL SCAN nmap TCP 2
156. 202. 29. 57 |147.237. 77. 216 |Egypt dover.idf.il ET VBB SFRVER Poi son Null Byte 2
84.210.29.59 |147.237.8.50 |Norway e tikshuv.idf.il ET SCAN Potential SSH Scan 1
208. 100. 26. 228 |147. 237. 76. 177 |Uhited Sates |[ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
84.210.29.59 |147.237.8.28 |Norway e.nobile-ks.idf.il [ET SCAN Potential SSH Scan 1
196. 47.173.21 |147.237.76.30 |Gte DIvoire |[hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
84.210.29.59 [147.237.8.14 |Norway e.orchot.idf.il ET SCAN Potential SSH Scan 1
180. 213. 5. 205 |[147.237. 76. 196 |Chi na e svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
109. 236. 86. 32 |147. 237. 77. 233 |Net her | ands atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
5.255.90.133  |147.237.72.14 [Netherlands dover.idf.il(od [ET SCAN NMAP -sS w ndow 1024 1
94.102. 48. 194 [147.237.76.44 |Netherlands e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
94.102. 48.194 |147.237.76.38 [Netherlands eeneitav.id.il [ET SCAN NVAP -sS wi ndow 1024 1
89. 163. 224. 115 (147. 237. 76. 42 |Ger many refuah.idf.il ET SCAN Potential SSH Scan 1
211.149.222.5 (147.237.77.19 [China lawforumidf.il |ET SCAN NVAP -sS wi ndow 1024 1
84.210.29.59 |147.237.8.46 |Norway e.chinuch.idf.il ET SCAN Potential SSH Scan 1
196.47.173.21 |147.237.76.30 |Qte Dlvoire |hinush.idf.il ET SCAN NVAP -sS wi ndow 2048 1
84.210.29.59 |147.237.8.24 |Norway elifestyleiidf.il [ET SCAN Potential SSH Scan 1
196. 47.173.21 |147.237.76.30 |Gte DIvoire |[hinush.idf.il ET SCAN NVAP -f -sS 1
66.249. 76. 117 [147.237.72. 166 [nited Sates |aka.idf.il SERVER APACFE Apache mod_ss| non-SS. connection to SS. port 1
deni al of service attenpt
180.213.5.205 |[147.237.72.14 |China dover.idf.il(od) |[ET SCAN NVAP -sS wi ndow 1024 1
54.147.50.220 (147.237.76.202|Wited Sates |e.halag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
109. 236. 86. 32 [147.237. 77. 243 |Net her | ands nobi | e.idf.il ET SCAN NVAP -sS w ndow 1024 1
14.152.59.11  [147.237.0.200 [China rdl. i of i | ET SCAN NMAP -sS wi ndow 1024 1
109. 236. 86. 32 [147.237. 76. 177 |Net her| ands ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
5.206.231. 131 |147.237.8.50 |Fortugal e tikshuv.idf.il ET SCAN Potential SSH Scan 1
94.102. 48.194 |147.237.76.39 [Netherlands nobi | e.neitav.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
89. 163. 224. 115 |147. 237. 76. 44 |Ger many e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address étuiikre; ‘Target Address |Ste Signature z\t/ii (;i
2.53.163.196 | srael 147.237.77. 243 |robi | e. i of .| Streamng Engi ne: TCP Inval id invalid segnent retransnission drop 30
Ret ransnm ssi on Packet dropped.
66. 249. 65. 53 | srael 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 21
2.55.59. 42 I srael 147 237.76. 200 |ei tan akaicr. i1 | ! @M NG Engi ne: TCP Invalid invalid segnent retransnissi on drop 6
Ret r ansn ssi on Packet dropped.
2.53.191. 51 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence Invalid sequence nunber noni t or 5
2.53.191.51 I srael 147.237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout alert 5
2.53.191.51 | srael 147.237. 77. 216 |dover.idf.il SYN Att ack SYN -> SYN- ACK -> Ti neout noni t or 5
2.53.191. 51 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence Inval i d AGK nunber aert 5
85. 250. 85. 6 I srael 147.237.72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST nonitor |5
2.53.191.51 I sr ael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
109. 65. 153. 186 |l srael 147.237.72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST nonitor |3
217.55. 34. 96 Egypt 147.237.77. 176 |nat pash.i df .i | drop Frst packet isn't SN drop 3
66.249.65.10  |lnited Sates [147.237.77. 243 |nubile.idf.il Streamng Engi ne: TCP Inval id invalid segnent retransnission drop 3
Ret ransnm ssi on Packet dropped.
207.46.13.138 |Wnited Sates |147.237.77. 243 |nobile.idf.il Streaning Engi ne: TCP Invalid invalid segnent retransmission drop 3
Ret r ansn ssi on Packet dropped.
185. 110. 110. 95 |lsrael 147.237.72. 156 |aman. i df . il SYN Attack SYN - > SYN-ACK -> Ti meout noni t or
5.102. 242. 14 I 'srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval i d ACK nunber noni t or
156. 216. 206. 164|Egypt 147.237. 77. 216 |dover . i df . Bad TOP sequence mﬁ?fsg reansmt wthdfferent | onitor |2
109. 253. 147. 185|l srael 147.237.72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST nonitor |2
207.46.13.58  |United Saes [147. 237. 76, 200 |eitan aka icr.i1 | SAM NG Engine: TCP Invalid invalid segnent retransnission drop 2
Ret r ansn ssi on Packet dropped.
157. 25. 166. 66  |Pol and 147. 237.77. 227 |e. hamaz. i of . i | Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent  |drop 2
46.117.18. 61 I srael 147.237.72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST nonitor |2
177.74.154.97 |Brazil 147.237.72. 217 |e.idf .il Ge=o0-| ocat i on enf or cenent Geo-l ocation i nbound enf orcenent |drop 2
217.55. 34. 96 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
176. 13. 225. 142 |l srael 147.237.72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST nonitor |2
93.172.98.105 |Israel 147.237. 77. 216 |dover.idf .i | drop First packet isn't SWN drop 2
185.27.105.76 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
156. 216. 206. 164 |Egypt 147.237. 77. 216 |dover.i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout nonitor |2
207.46.13.149 |Wnited Sates |147.237.72. 166 |aka.i df il Streaming Engi ne: TCP Inval id invalid segnent retransnission drop 2
Ret ransnm ssi on Packet dropped.
147.235.8.64  |Israel 147. 237. 77. 216 |dover i . i Bad TCP sequence mﬁsr;;a”smt wthdifferent | oonitor |1
66.249. 64.105 I srael 147.237.72. 166 |aka. i df .| Bad TCP sequence mﬁsgrjﬂsmt wehdifferent | onitor |1
141.212. 122. 103|United Sates |147. 237. 77. 227 |e. hanaz. i df .i | Geo- 1 ocati on enf or cenent Geo-| ocat i on inbound enf or cenent  |drop 1
2.53.5.12 I srael 147.237. 72. 156 |anan.i df .i | SYN Att ack SYN -> SYN-ACK -> RST nonitor |1
72.204.67.171 |Uhited Sates [147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST monitor |1
46. 19. 86. 126 I srael 147.237.72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST nonitor |1
176. 13. 237. 215 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
156. 198. 3. 81 Egypt 147.237.77. 170 |maarachot .idf.il  |SYN At t ack SYN - > SYN-ACK -> Ti neout alert 1
66. 249. 64. 107 | srael 147.237. 77. 170 |naar achot . i df . i | SYN Att ack SYN -> SYN- ACK -> Ti meout noni t or 1
40.77.169. 102 |Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 1
141.212.122. 104|lhited Sates |147.237.77.227 |e.hanaz.idf.il Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf orcenent |drop 1
84. 109. 80. 65 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
156. 198. 3. 81 Egypt 147.237.77. 170 |naar achot . i df . i | SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 1
138. 246. 253.19 [Ger many 147.237.76.200|eitan. aka.idf.il |SYN Attack SYN -> SYN-ACK -> RST monitor |1
66.249.64.107 I srael 147.237.77.170 |nsarachot.idf.il  [Bad TCP sequence mﬁsr;;a”smt wthdifferent | oonitor |1
207. 46.13. 72 Wited Sates |147.237.76.39 |nobile neitav.idf.i|SYN At tack SYN -> SYN-ACK -> Ti neout nonitor |1
46. 19. 85. 130 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence I'nval i d AGK nunber aert 1
176.13.11. 12 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 1
147. 235. 8. 64 I srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti neout alert 1
46.121.111. 103 |Israel 147. 237.72. 156 |anan. i of . i | Bad TCP sequence I'nval i d AGK nunber aert 1
185. 20. 5. 157 LK?ir:gegom 147.237.72. 166 |aka.idf . il SYN At tack SYN -> SYN-ACK -> Ti neout aert 1
2.53.191.51  [Israel 147. 237. 77. 216 |dover. i of .i | drop gpegﬁcéfgegf:é SN packet - RST |4 o 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
37.142.222.76  |lsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/sip storage/files/2/ |B ock 5
151. 228. 132. 172|Wni ted Ki ngdom [147. 237. 72. 166 |aka. i df . i | Unaut hori zed Method PCST for waw aka. i df .il/main/kapat z/ B ock 4
190. 247. 154. 215|Argenti na 147.237.72. 166 [aka. i df . i | Uhaut hor i zed Method PCST for ww aka.idf.il/ishurini B ock 2
2.55.173.177 | srael 147.237.72. 166 |aka. i df . i | SSL Uhtraceabl e Connection - (pen Mde None 1
-kosher-kravi . i df .
157. 55. 39. 12 Lhited Sates 147.237.0.16 :1?/ Uhaut hori zed URL Access to wwu ny- kosher-kravi.idf.il/ B ock 1
46.121. 89. 28 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka. i df.il/main/ B ock 1
79. 75. 35. 152 Uni ted Ki ngdom |147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 1
. . Unaut hori zed URL Access to
37.26.149.196 |lsrael 147.237.77.234|hal ag.i df . il 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f B ock 1
. . D stributed Unaut hori zed URL Access on

176.13.237. 215 |lsrael 147.237.77.233|atal . i df .il 147. 237.77. 233/ 1501- hel at al . aspx Bl ock 1
66. 249. 65. 52 I srael 147.237.77. 216 |dover.idf.il Ml tipl e Unauthorized URL Access from 66.249. 65. 52 B ock

89.139. 223. 186 |[lIsrael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to v i df . il/dover/site/ nai npage. asp |Bl ock
37.142.222.76 |lIsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from 37.142.222. 76 B ock 1

Russi an . . Unaut hori zed Met hod PCST for
176.14.37. 75 |esjeration 147.237.72. 166 |aka. i df . i1 www aka. i df . i | / mai v/ gi yus/ yahash2017/ 1 obby. aspx Bl ock !
66. 249. 65. 52 I srael 147.237.77.216|dover.i df . il Lhaut hori zed URL Access to wanidf.il/atal 1/izkor/vi ew ing. asp |B ock 1
. - Unaut hori zed URL Access to
109. 253. 134. 47 (I srael 147.237.77.233|atal . i df .il 147. 237.77. 233/ 1501- hel at al . aspx Bl ock 1
66. 249. 76. 75 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ r obot s. t xt B ock 1
. . Unaut hori zed Met hod HEAD for

46.120. 122. 219 |lsrael 147.237.72. 166 |aka. i df . i | whw aka, i df i 1/nil ui rit enpl at es/ i nner . asp Bl ock 1
77.138. 45. 57 France 147.237.72. 156 [aman. i df . i | Lhaut hori zed URL Access to ww anan.idf.il/favicon.ico B ock 1
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