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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
109. 60. 73. 197 Coatia 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 18

195. 62. 53. 168 Russi an Federation 147.237.76. 39 nobi | e. nei tav.idf.il|bl ock-sp-trafl forward 2

208. 100. 32. 119 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1

208. 100. 32. 116 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1

208. 100. 32. 121 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1

208. 100. 32. 117 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1

128. 242. 249. 12 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1

208. 100. 32. 118 Lhited Sates 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

Signature

46.120. 122. 219 147.237.77.216  |Israel dover.idf.il Xenu Link Seuth User Agent 2
54.90. 189. 128 147.237.77.121 |Uited Sates e navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
213. 42. 28. 185 147.237.77.212 |Uhited Arab Enirates e. dover.idf.il ET SCAN NMAP -sS wi ndow 2048 1
18. 85. 22. 237 147.237.77. 74 Lhited Sates lawidf.il Tehila - Perl LW with fake user agent 1
180. 213. 5. 205 147.237.76.200 |China eitan.aka.idf.il |ET SCAN NVAP -sS w ndow 1024 1
109. 236. 86. 32 147.237.76. 42 Net her | ands refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 158 147.237.76. 31 Wkrai ne nakchal . i df i ET SCAN NMAP -sS wi ndow 2048 1
91. 201. 236. 158 147.237.76. 31 krai ne nakchal . i df .il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
89. 163. 224. 115 147. 237.76. 38 Ger many eemitav.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
89. 163. 224. 115 147.237.72.156  |Ger many anan. i df.il ET SCAN Potential SSH Scan 1
222.114.255.132 |147.237.77.216 |Korea, Republic of dover.idf.il portscan; TCP Distributed Portscan 1
62. 219. 128. 187 147. 237. 76. 42 I 'srael refuah.idf.il ET SCAN NVAP -sA (2) 1
213. 42. 28. 185 147.237.77.212 |Uhited Arab Enirates e.dover.idf.il ET SCAN NMAP -sS wi ndow 4096 1
213.42.28. 185 147.237.77.212 |Uhited Arab Enirates e. dover.idf.il ET SCAN NVAP -f -sS 1
121. 223. 248. 67 147.237.0. 34 Australia tikshuv. i df.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 158 147.237.76. 31 Wkrai ne nakchal . i df il ET SCAN NMAP -sS wi ndow 3072 1
91. 201. 236. 158 147.237.76. 31 krai ne nakchal .idf.il ET SCAN NVAP -f -sS 1
89. 163. 224. 115 147.237.76.196  |Ger many e.svivaidf.il ET SCAN Potential SSH Scan 1
89. 163. 224. 115 147. 237.76. 34 Ger many yohal an. i df .i | ET SCAN Potential SSH Scan 1
69. 129. 141. 35 147.237.8.50 Lited Sates e.tikshw.idf.il |ET SCAN NVAP -sS w ndow 4096 1
216. 81. 230. 167 147.237.0. 19 Lhited Sates nadimatal .idf.il |ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Addr ess ‘Ste ‘Signature
107.167.117.19 |United Sates 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 19
66. 249. 65. 53 I srael 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 11
46. 19. 85. 107 I 'srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 10
46. 19. 85. 107 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 10
84.94.114.161 |lsrael 147.237.77.216|dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST noni t or 7
46.19. 86. 28 | srael 147.237.76.42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> RST monitor |5
109. 60. 73.197 |Qoatia 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 5
93.173.84.177 |Israel 147.237.0.34 |[tikshuv.idf.il |[SYN At t ack SYN -> SYN-ACK -> RST monitor |5
207.46.13.58  |wited Sates 147,237 72. 166 |aka i of 11 | €M NG Engine: TQP Invalid finvalid segnent retransnissi on drop 4
Ret ransnm ssi on Packet dr opped.
185. 6. 19. 55 z'cf;iig;a” Territory.|147. 237. 77. 216 |dover.icf.il  |Bad TOP sequence SYNAGC retransm ¢ with monitor |3
79.176.94.114 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid AGK nunber aert 3
188.120. 154. 41 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 3
109. 253. 208. 255]l srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 2
84.94.114.161 |Israel 147.237.76.42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> RST monitor |2
92.2.50. 155 Uni ted Ki ngdom 147.237.76.86 |navy.idf.il drop First packet isn't SN drop 2
46.19. 86. 133 | srael 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST monitor |2
46. 19. 85. 110 | srael 147.237.77. 176 |mtpash.idf .il |Bad TCP sequence Inval id ACK nunber noni t or 2
92.2.50. 155 Uni ted Ki ngdom 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 2
157.55.39.41  |wited Sates 147. 237.76. 200 [ei tan aka. i of . { | €AM NG Engine: TCP Inval id - finvalid segnent retransmssion drop 2
Ret r ansni ssi on Packet dropped.
24.222.178.200 |Canada 147. 237,77, 216 |dover i1 | €AM NG Engine: TCP Invalid imvalid segnent retransmssion. | o 2
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 22 | srael 147.237.77. 176 |mtpash.idf .il |Bad TCP sequence Inval i d ACK nunber moni t or 2
157.55.39.49  |United Sates 147.237. 72, 166 |aka icr.i1 | A NG Engine: TGP Invalid imvalid segrent retransmssion. |y 2
Ret ransn ssi on Packet dr opped.
83.216.94.137 |United Ki ngdom 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
77.138.234.231 |France 147.237.72. 166 |aka. i dof i Bad TCP sequence Invalid AGK nunber alert 1
89.197.128. 154 |United Ki ngdom 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 1
176.13.231.91 |lIsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 1
31. 210. 187. 150 |l srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
77.138.234.231 |France 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid AGK nunber noni t or 1
109. 253. 215. 43 |l srael 147.237.72. 156 |anan.idf . il dr op First packet isn't SYN drop 1
2.53.154. 26 I srael 147.237.72. 156 laman.idf.il  |SYN At tack SYN -> SYN-ACK -> RST noni t or 1
79.180. 131. 114 |Israel 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 1
185. 3. 147. 87 I srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 1
37.133.249.120 |Spain 147.237.76.42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 1
79.176. 85. 76 I srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141. 226. 162. 125]I srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 1
23.101.61.176 |lreland 147.237.72. 156 |anan. i df . il dr op SAMrul e drop 1
79.181. 6. 82 I srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 1
46.120.122.219 | srael 147.237.77.74 |lawidf.il Command | nj ecti on E&Wdaggj,ec“ on detected in o ior 1
185.3.147. 163 |l srael 147.237.72.166 |aka.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 1
46. 19. 85. 68 | srael 147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 1
109. 60. 73. 197 |Qoatia 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 1
89.139. 105.22 |l srael 147.237.0.34 |[tikshuv.idf.il |[SYN At tack SYN -> SYN-ACK -> RST noni t or 1
79.176.85.76 | srael 147.237.77. 216 |dover.if i1 [Bad TOP sequence wﬁtﬁ;gxl;gth moni tor 1
46.19. 85. 139 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or
93.172.107. 154 |Israel 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 1
79.181. 6. 82 I'srael 147.237.77. 216 |dover.idf.il |Bad TOP sequence wﬁtr\i:;jg;?c;gth monitor |1
185. 6. 19. 55 glcisgii:;a” Territory.ty 47, 237. 7. 216 |dover.idf. i1 |dr op Frst packet isn't SN drop 1
46. 19. 85. 88 | srael 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> RST noni t or 1
109. 60. 73.197 |Qoatia 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 1
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|Top Attackers In V\AF|

At acker

Devi ce

ountry Target Address |Site Sgnature Acti on ‘Count
37.26.149. 140 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode Bl ock 10
37.26.146. 241 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
. . Unaut hori zed Met hod PCST for
77.138. 157. 248 |France 147.237.72. 166 |aka. i df . i | v aka. i df i |/ mai 1/ gi yus/ bookl et s. aspx B ock 3
51.171.108.65 |[United Ki ngdom|147.237.72. 166 |aka.idf.il Uhaut hori zed Method PCBT for ww aka. i df.il/ishurind B ock 2
m ny- kosher - kr avi , ,
66. 249. 76. 54 | srael 147.237.0. 17 df il Dstributed I11egal Paraneter Encodi ng None 2
Russi an . . . . . . .
195.62.53.168 |- o i on 147.237.76.39 |nobil e. neitav. i df.il|Uhauthorized URL Access to gmail.condengine/ |l og. t xt B ock 1
. - SS. Lhtraceabl e Gonnection - Protocol violation
66.249. 76. 117 |l srael 147.237.72. 166 |aka. i df . i | (SSL OONN CLI ENT HELLO) None 1
Unaut hori zed URL Access to
waw nag. i df . i |/ 726- en/ pat zar . aspx2000okt ext / ht m 34445<di v
. - class="defaul t _i nage"><div> <div class="field fiel d-nane-field-title
46.120.122. 219 || sradl 17.237.77.74 (law idf. il field-type-text fielclabel -hi dden’><di v cl ass="fi el i tens"><di v Bock |2
class="fiel d-itemeven">i df |aw revi en</ di v></di v></di v>
3200: 00. 359ut f - 8
Russi an . . D stributed Unauthorized Method for Known URL on
91.77.231. 156 Federati on 147.237.72.166 [aka. i df . i | ww aka. i df . i |/ mai n/ hone/ def aul t . aspx Bl ock !
66.249. 65.52  |lsrael 147.237.77. 216 |dover.idf.il Uhaut hori zed LRL Access to waidf.il/appl e-app-site-association B ock 1
207.46.13.46 |lhited Sates |147.237.0.19 |nadimatal.idf.il Lhaut hori zed URL Access to nadimatal .idf.il/robots.txt B ock 1
! . . Paraneter Type M ol ati on PageNumin
68.180.231.60 [Uited Sates [147.237.77.176 [nat pash. i df. il v cogat i df i1/ 2110- he/ cogat . aspx Bock |1
156. 202. 29. 57 |Egypt 147.237.77. 216 |dover.i df.il Mil tiple NILL Character in Wl from 156.202. 29. 57 B ock 1
. . Unhaut hori zed URL Access to
66. 249. 65. 54 I srael 147.237.77. 216 [dover . i df . i | vy i df . i | /. wel | - known/ appl e- app- si t e- associ at i on Bl ock !
66.102. 9. 26 Lhited Sates |147.237.72.166|aka. i df .i | Uhaut hori zed Met hod PCST for aka.idf.il/mai n/ hone/ def aul t. aspx B ock 1
156. 202. 29. 57 |Egypt 147.237.77.216|dover. i df . il NLL Character in URL /1133-#[ MMM []1]0]] Bl ock 1
37.133. 249. 120 |Spai n 147.237.76.42 |refuah.idf.il Unaut hori zed HTTP Met hod B ock 1
77.139. 252. 122 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Method POST for wwe aka.idf.il/rights/aspl/info.asp B ock 1
m ny- kosher - kr avi
66. 249. 64. 134 |l srael 147.237.0. 17 i (;Tfy il Dstributed |11egal Paraneter Encodi ng None 1
Pal esti ni an
185.97.132.8 |Territory, 147.237.77.216|dover. i df . il Unaut hori zed URL Access to waw i df.il/894-ar Bl ock 1
QCceupi ed
m ny- kosher - kr avi i i
66.249.76.54 | srael 147.237.0.17 |7V 'l1egal Paraneter Encoding rnd in . None |1
idflil mny-kosher-kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
37.133.249. 120 [Fai n 147.237.76.42 |refuah.idf.il Uhaut hori zed Met hod CPTIONS for / B ock 1
. - Unaut hori zed Met hod PCBT for
79.253.3.246 |Ger many 147.237.72. 166 [aka. i df . i | ww aka. i of i 1/i turi ndasp/ di spl ayal | sol i ers. asp Bl ock 1
66.249.65.51 |Israel 147.237.77.216|dover.i df . il Unaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i ng. asp B ock 1
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