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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
2.53.37.105 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4
93.174. 93. 218 Net her | ands 147.237.77. 235 sviva.idf.il bl ock-sp-traf 1 forward 2
195. 62. 53. 168 Russi an Federation 147.237. 72. 156 anan.idf.il bl ock-sp-traf 1 forward 2
36. 75. 122. 219 | ndonesi a 147.237.76. 42 refuah.idf.il B ack List drop 1
212.83.168. 81 F ance 147.237.76. 38 e.e.neitav.idf.i|Back List drop 1
212. 83. 168. 81 France 147. 237. 76. 202 e halag.idf.il |Back List drop 1
93. 174. 94. 235 Net her | ands 147.237.76. 42 refuah.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |S gnat ure Devi ce Action |Oount
51. 254, 131. 245 France 147.237.77. 216 dover.idf.il C1000074: HITP: naj estic bot Per nit 22
51. 254, 131. 245 France 147.237.72. 166 aka.idf.il C1000074: HTTP. maj estic bot Per nirt 3
51. 254. 131. 245 France 147. 237.76. 86 navy.idf.il C1000074: HTTP. naj estic bot Permt 2
51.254.131. 245 France 147.237.77. 176 nat pash. i df . i | C1000074: HTTP: naj estic bot Permit 2
199. 58. 86. 211 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HTTP. maj estic bot Per nirt 2
51. 254. 131. 245 France 147.237.72. 156 aman.idf.il C1000074: HTTP. naj estic bot Permt 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

91.121. 143. 113 |[147.237. 72. 166 |France aka.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 6
85.108.174.9 147. 237. 77. 216 | Tur key dover.idf.il Tehila - Perl LWP with fake user agent 5
163. 172. 238. 45 |147.237.0.33 E?ir:;gom il ET SCAN NVAP -sS wi ndow 1024 1
61.240.144. 65 |147.237.76. 199 |Chi na e.nakchal .idf.il |ET SCAN Potential WNC Scan 5800- 5820 1
128.199. 124. 88 |147. 237. 77. 216 |S ngapore dover.idf.il ET DRCP Spanmhaus DRCP Listed Traffic | nbound 1
61.240.144.65 |[147.237.0.35 |[China akaws. i df .i | ET SCAN Potential WNC Scan 5800- 5820 1
91.201. 236. 158 [147.237.76.39 |lkrai ne nobi | e. nei tav.idf.i|[ET SCAN NVAP -sS wi ndow 4096 1
91. 201. 236. 158 [147.237.76.39 |Wkraine nobi | e. nei tav.idf.i [ET SCAN NVAP -f -sS 1
91.201. 236. 155 |[147.237.8.28 |lkraine e.nobile-ks.idf.il [ET SCAN NVAP -sS w ndow 3072 1
91.201. 236. 155 |147.237.8.28 |kraine e.nobile-ks.idf.il |[ET SCAN NVAP -f -sS 1
61.240. 144. 65 |147.237.77. 227 |Chi na e hanaz. i df .il ET SCAN Potential VNC Scan 5800- 5820 1
180, 118. 51 172 |147. 237 76.38 |cni na o o nmitav.idf il ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
61.240.144. 65 |147.237.77.74 |China lawidf.il ET SCAN Potential VNC Scan 5800- 5820 1
162.248.76.109 |147.237.8.46 [Wited Sates [e.chinuch.idf.il |ET SCAN NVAP -sS w ndow 3072 1
61.240.144. 65 |147.237.72.217|China eidf.il ET SCAN Potential WNC Scan 5800- 5820 1
93.190.90.226 [147.237.0.33 |Germany idf.il ET SCAN Potential SSH Scan 1
61.240.144.65 |[147.237.0.19 |[China nadimatal.idf.il [ET SCAN Potential VNC Scan 5800- 5820 1
91. 201. 236. 158 [147.237.76.39 |Wkraine nobi | e.nei tav.idf.i |[ET SCAN NVAP -sS wi ndow 2048 1
91.201. 236. 158 [147.237.76.39 |lkraine nobi | e. nei tav.idf.i |ET DRCP Spanmhaus DRCP Listed Traffic | nbound 1
91.201. 236. 155 |[147.237.8.28 |lkraine enobile-ks.idf.il [ET SCAN NVAP -sS w ndow 2048 1
62.210. 243. 100 [147.237.76.44 |Fance e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 129. 160. 229(147. 237.8.28 |China e.nobile-ks.idf.il |ET SCAN Potential SSH Scan 1
61.240.144.65 |147.237.77.176|Chi na nmat pash. i df .il ET SCAN Potential VNC Scan 5800- 5820 1
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|Top Attackers In FW |

At acker

ountry Target Address ‘Ste ‘S|gnature
5. 67. 246. 50 llgi“r::gom 147.237.76.30 |[himush.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 25
Lhited ) s SWNretransmit wth different
5. 67. 246. 50 Ki ngdom 147.237.76.30 |hinush.idf.il [Bad TCP sequence sequence alert 24
5.67.246.50 |ted 147.237.76.30 |nimsh.idf.il |Bad TOP sequence SN retransnit with different monitor |23
Ki ngdom sequence
198.251.80.98 |[lnited Sates |147.237.76.30 |hinush.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 23
85.1.254.163 |Swtzerland  [147.237.76.30 |nimush.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout alert 22
178.198.36.8 |Swtzerland  [147.237.76.30 |hinush.idf.il [SYN Attack SYN -> SYN-ACK -> Ti meout alert 22
85.1.254.163 |Satzerland 147.237.76.30 |hinush.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 22
178.198.36.8 [Swtzerland  [147.237.76.30 |nimush.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 22
178.198.36.8 |Snitzerland  [147.237.76.30 |himsh.icf.il [Bad TCP sequence igureer:cr:nsmt Wth different monitor |21
108.251.80.98 |Wnited Sates |147.237.76.30 |nimsh.idf.il |Bad TCP sequence i’:u’:rt‘g:m”"t wth different alert 21
66. 249. 65. 53 | srael 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 21
. . s SWNretransmit wth different
178.198.36.8 |Snitzerland  |147.237.76.30 |himush.icf.il |Bad TCP sequence sequence alert 20
85.1.254.163 |Swtzerland  [147.237.76.30 |nimsh.idf.il [Bad TCP sequence i’:ur:rzcr:nsmt wWth different monitor |20
5. 67. 246. 50 k?'rfgegom 147.237.76.30 |[hinush.idf.il [SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 20
85.1.254.163 |Swtzerland  [147.237.76.30 |nimsh.idf.il [Bad TCP sequence i’:ur:rzcr:nsmt wWth different dert 20
108.251.80.98 |Wnited Sates |147.237.76.30 |nimsh.idf.il |Bad TCP sequence iz'ur:rt‘gsnsmt wth different monitor |19
5. 67. 246. 50 k?';gegom 147.237.76.30 |[hinush.idf.il [SYN Attack SYN -> SYN-ACK -> Ti meout alert 18
85. 5. 4. 152 S tzerl and 147.237.76.30 |hinush.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout alert 18
186. 233. 175. 22 |Brazil 147.237.77.212e.dover.idf .11 [Geo- | ocat i on enf or cenent Geo-l ocati on i nbound enforcenent  |[drop 18
85.5. 4. 152 S tzerl and 147.237.76.30 |hinush.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 18
85.5. 4. 152 Swtzerland  [147.237.76.30 |himush.idf.il [Bad TCP sequence i’;‘ur:rt‘gsnsmt wth different aert 17
85.5.4.152 Swtzerland  [147.237.76.30 |himsh.idf.il [Bad TCP sequence i’:ur:rzcr:nsmt wWth different monitor |17
85.1.254.163 |Satzerland 147.237.76.30 |himush.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 17
178.198.36.8 |Swtzerland  |147.237.76.30 |himush.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 14
Sreamng Engine: TCP Invalid i i ssi
213.8.204.80 |l srael 147. 237. 77. 243 |mobi L e.i of . i | 9 =g Invalid segnent retransmssion. drop 14
Ret ransmi ssi on Packet dr opped.
178.193.92. 101 |Siitzerland  |147.237.76.30 |nimsh.idf.il |Bad TCP sequence i’:u’:rt‘g:m”"t wth different alert 11
178.193.92. 101 |nitzerland  [147.237.76.30 |himsh.icf.il [Bad TCP sequence igureer:cr:nsmt Wth different monitor |11
178.193.92. 101 [Swtzerland  [147.237.76.30 |nimush.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout alert 11
178.193.92. 101 |Switzerland  [147.237.76.30 |hinush.idf.il [SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 11
198.251.80.98 |lLhited Sates |[147.237.76.30 |hinush.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 10
85.5. 4. 152 Shi t zerl and 147.237.76.30 |himush.idf.il |Bad TCP sequence Invalid ACK nunber noni t or
178.193.92. 101 Saitzerland  |147.237.76.30 |himush.icf.il |Bad TCP sequence I'nvalid ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
192.117.13.30 |israel 147. 237. 77. 243 |nobi l e.i df .i g =g nval i d segnent retransnission. drop 9
Ret ransmi ssi on Packet dr opped.
24.4.50. 221 Wited Sates [147.237.76.30 |himsh.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
24.4.50.221  |wited Sates [147.237.76.30 [himsh.idf.il |Bad TCP sequence igureer:cr:nsmt Wth different aert 6
24.4.50.221  |Uhited Sates [147.237.76.30 |nimsh.icf.il |Bad TCP sequence i’:u’:rt‘g:m”"t wth different moni tor |6
24.4.50. 221 Lhited Sates |147.237.76.30 |himsh.idf.il |Bad TCP sequence Inval i d AGK nunber noni t or 6
79.176.94. 114 |l srael 147.237.72. 166 |aka.idf.il Bad TCP sequence noni t or 6
24.4.50. 221 Wited Sates [147.237.76.30 |himsh.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout alert 6
46.120. 198. 171 || srael 147.237. 72. 166 |aka.i of . i | Bad TCP sequence I'nvalid ACK nunber noni t or 6
46. 121. 238. 157 [l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence noni t or 6
46. 121. 238. 157 |l srael 147.237.76.86 |navy.idf.il |Bad TCP sequence noni t or 5
79.176.94.114 |Israel 147.237. 72. 166 |aka.i of . i | Bad TCP sequence I'nvalid ACK nunber noni t or 5
2.55.146.214  |[Israel 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 5
46.120. 198. 171 [l srael 147.237. 72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber alert 5
46.19. 85. 94 I st ael 147.237.76.86 |navy.idf.il [Bad TCP sequence I'nvalid ACK nunber alert 5
46. 19. 85. 94 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
Sreamng Engine: TCP Invalid i i ssi
65.55.210.13 |Wnited Sates |147.237.76. 200 [ei tan. aka i of .| 9 =g Invalid segnent retransmssion. drop 4
Ret ransmi ssi on Packet dr opped.
79.176.94.114 |Israel 147.237.72. 166 |aka i of . i SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 4
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |Site Sgnature Acti on ‘Count
87.71.54.34 | srael 147.237.77.243|nobi l e. i df . i | Mil tiple Unaut hori zed URL Access from87.71.54.34 B ock 12
46.19.86.113 |[Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode Bl ock 3
Russi an . . D stributed Unaut hori zed Method for Known URL on
91.77.281.156 |_ oo oo 147.237.72. 166 |aka. i df . i | vow aka i df . i 1/ mai v home/ def aul t . aspx B ock 3
93.174.93. 218 |Netherl ands 147.237.77.235|sviva. i df . il Mil tiple NULL Character in Method from 93.174.93.218 Bl ock 3
. . . Uhaut hori zed URL Access to
87.71.54.34 I srael 147.237.77.243|nobi l e. i df . i | nobi | e, i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 B ock 2
62.48.253.20 |Portugal 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for www aka. i df . il /sachar Bl ock 2
192.117.13.30 |[lIsrael 147.237.77.243|nobi | e.i df . i | Distributed Suspici ous Response Qode Bl ock 2
66.249.76.75 |lsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ yohal an/ mai n/ mai n. asp Bl ock 1
93.174.93.218 [Netherl ands 147.237.77.235|sviva.i df . il NLLL Character in Method Bl ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
79.178.62.136 |lsrael 147.237.72. 166 |aka. i df . i | vaw aka. i dff i |/ mai v/ sachar/ pi r suneyof et . aspx None 1
66. 249. 65. 8 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Qode Bl ock
213.8.204.80 |Israel 147.237.77. 243 |nobi | e. i df . i | O stributed Suspicious Response Code B ock
. . Uhaut hori zed URL Access to
66.249.76.77 |lsrael 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p st orage/ i | es/ 0/ 71520, pf B ock 1
51. 254, 131. 245 |France 147.237.72. 156 [arman. i df . i | Uhaut hori zed LRL Access to |ist.ips.gov.il/robots.txt Bl ock 1
190. 216.73. 60 |Argentina 147.237.77.216|dover . i df . i Unaut hori zed LRL Access to ww i df . i|/1133- 22256- es/ dover . aspx Bl ock 1
. . D stributed Unaut hori zed Method for Known URL on
81.57.243.140 |France 147.237.72. 166 |aka. i df . i | vaww aka, i df . |/ i n/ gi yus/ yahash2017/ | obby. asp B ock 1
. ] Uhaut hori zed URL Access to
66.249.65.60 |[lsrael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p, st or agel {1 | es/ 1/ 1901, doc B ock 1
. - . Paraneter Type Mol ati on PageNumin
68.180.230. 216 |United States  [147.237.76.31 [nakchal .idf. il | " 0 e U 1073 hel nakhal aspx Bl ock 1
84.111.137.99 |Israel 147.237.72. 166 [aka. i df . i | PHP At t enpt Bl ock 1
66.249.69.93  |Israel 147.237.77.74 |lawidf.il Unhaut hori zed URL Access to 147.237.77. 74/ robots. t xt B ock 1
46. 19. 85. 94 I srael 147.237.76.86 |navy.idf.il Mal forned URL Bl ock 1
93.174.93.218 [Netherl ands 147.237.77.235|sviva.i df . il Mitiple Il1legal Byte Qode Character in Method from93.174. 93. 218 Bl ock 1
. . . Paraneter Type Mol ati on PageNumin
68.180.231. 60 |lhited Sates  |147.237.77.176 |nat pash.idf.il vaw cogat . i df . i 1/ 1927- hel cogat . aspx Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 64. 9 I srael 147.237.72. 166 [aka. i df . i | 147, 237. 72. 166/ gi yus/ f or urd asp/ showf or um asp B ock 1
195. 62. 53. 168 Eéj::;nl on 147.237.72. 156 |aman. i df . i | Unhaut hori zed URL Access to gmail . condengi ne/ | og. t xt Bl ock 1
84.111.137.99 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df.il/wp-1ogin. php Bl ock 1
. . Uhaut hori zed URL Access to
66.249.73.133 [l srael 147.237.77. 216 |dover . i df . i | 147.237. 7. 216/ 1133- 19667- he/ i df gdover . aspx Bl ock 1
46. 19. 85. 94 I srael 147.237.76.86 |[navy.idf.il Unknown HTTP Request Method k. katana in UR Bl ock 1
77.138.214.36 |Fance 147.237.72.166|aka. i df . i | Unhaut hori zed Met hod POST for ww aka. i df.il/mai n/ hone/ defaul t.aspx |B ock 1
66.249.64.12  |lIsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72.166/ituri niasp/ wars. asp Bl ock 1
204.79. 180. 206 |Lhited Sates 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCST for aka.idf.il/niluinitenpl ates/inner.asp Bl ock 1
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