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Top Attackers

M hinush.idf.il
M nobi le.idf.il
M dover.idf.il
M aka.idf.il
M nadimatal .idf.il
M nat pash.idf.il
I aman. i df . il
M navy.idf.il

i shurimaka.idf.i
Meitan aka.idf.il

Il 198. 251. 80. 98
85. 1. 254. 215

I 85.1.254. 172
85. 1. 254. 56

Il 178.198.36.8

M 176. 13. 230. 92

I 149. 140. 214. 147

M 24. 4.50. 221
2.53.176. 101

Il 66. 249. 65. 53
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site |Signature |Device Action |Count |
89. 248. 163. 3 Net her | ands 147.237.76. 34 yohal an.idf.il JLM Under At tack_Con_Tcp drop 2
123.151. 42. 61 Chi na 147.237.76. 34 yohal an.i df .i | JLM Under _Attack_Con_Udp drop 2
209. 126. 136. 2 Lhited Sates 147.237. 76. 39 nobil e.neitav.idf.il |Back List drop 1
209. 126. 136. 2 Lhited Sates 147.237.76. 148 gocenter.aka.idf.il B ack List drop 1
209. 126. 136. 2 Lhited Sates 147.237.76. 196 e.sviva.idf.il B ack List drop 1
123. 151. 42. 61 Chi na 147.237. 76. 44 e.refuah.idf.il Bl ock_ Udp All _Nets Gon_Lint drop 1
71.6.216. 61 Lhited Sates 147.237.76. 200 eitan. aka. idf.il B ack List drop 1




10-03-2016-22:04:08 to 10-03-2016-23:04:08

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |S gnature Devi ce Action |Oount |
85. 110. 34. 85 Tur key 147.237.72.166 |aka.idf.il| |CL000018: HITP. access to adninistrator/index. php -> Quarantine Per nit 1
176. 33. 86. 17 Tur key 147.237.72.156 |anan.idf.i| |C1000016: HTTP. admnistrator in R Per it 1
176. 33. 86. 17 Tur key 147.237.72.156 |anan.idf. il |[C1000018: HTTP. access to adninistrator/index. php -> Quarantine Per mt 1
85. 110. 34. 85 Tur key 147.237.72.166 |aka.idf.il |Cl000016: HTTP. adninistrator in R Per nit 1
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|Top Attackers In |D|

‘Target Addr ess ‘Attacker Qountry |Ste

Signature

62. 219. 165. 221 [147. 237. 72. 156 || srael anan. i of . i | ET SCAN NVAP -sA (2) 6
146.200. 148.0 |147.237.77. 216 |Uni ted Ki ngdom |dover.idf.il Tehila - Perl LWP with fake user agent 4
85.108.174.9  |147.237.77. 216 |Turkey dover.idf.il Tehila - Perl LW wth fake user agent 3
146. 200. 148.0 [147.237.77.74 |Wited Kingdom [lawidf.il Tehila - Perl LWP with fake user agent 2
46. 120. 122. 219 |147. 237. 77. 216 I srael dover.idf.il Xenu Link Seuth User Agent 2
14.152.59.11  |147.237.72. 217 |Chi na eidf.il ET SCAN NVAP -sS w ndow 1024 1
106. 187. 45. 144 |147. 237. 76. 44 |Japan e refuah.idf.il ET SCAN Potential SSH Scan 1
2.50.129.147 |147.237.77. 216 Eh;:aetdefab dover.idf.il ET SCAN NMVAP -sS wi ndow 2048 1
91. 201. 236. 158 [147.237.8.45 |Wkraine eeitanidf.il ET SCAN NMAP -sS wi ndow 3072 1
91. 201. 236. 158 |147.237.8.45 |krai ne eetanidf.il ET SCAN NVAP -f -sS 1
195. 154. 39. 188 [147. 237. 77. 212 |France e. dover.idf.il ET SCAN Potential SSH Scan 1
66.249. 76. 118 |147.237.72. 166 |Lhited Sates aka idf.il SER\/ER APAO—E'Apache mod_ss| non-SSL connection to SSL port 1
deni al of service attenpt
195. 154. 39. 188 |147. 237. 72. 156 |France aman.idf.il ET SCAN Potential SSH Scan 1
195. 154. 39. 188 [147.237.8.45 |Fance eeitanidf.il ET SCAN Potential SSH Scan 1
58. 218. 200. 137 [147. 237. 76. 44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
195. 154. 39. 188 |147.237.0.19 |France nadi matal .idf.il |ET SCAN Potential SSH Scan 1
52.36.106. 136 [147.237.76.30 [Wited Sates hi nush. i df . il ET SCAN NVAP -sS w ndow 2048 1
134. 29. 253. 245 |147.237.76.31 [Lhited Sates nakchal . i df i | ET SCAN Potential VWNC Scan 5900- 5920 1
2.50.129.147 |147.237.77. 216 Eh;:aetdefab dover.idf.il ET SCAN NVAP -sS wi ndow 3072 1
94.102. 48. 194 [147.237.77. 179 |Net her| ands e.nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
2.50.129. 147  |147.237.77.216 g:aetde;’ab dover.idf il ET SCAN NMAP -f -sS 1
91. 201. 236. 158 [147.237.8.45 |Wkraine eeitanidf.il ET SCAN NVAP -sS w ndow 2048 1
195. 154. 39. 188 |147. 237. 76. 31 |France nakchal . i df il ET SCAN Potential SSH Scan 1
66.240. 213. 93 |147.237.77.74 |lhited Sates lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
195. 154. 39. 188 [147. 237. 72. 14 |France dover.idf.il(od) |ET SCAN Potential SSH Scan 1
58. 218. 200. 137 |147. 237. 76. 148 |hi na gacenter. aka idf.il[ET SCAN Potential SSH Scan 1
195. 154. 39. 188 |147.237.0.35 |France akavs. i df . il ET SCAN Potential SSH Scan 1
52.36.106. 136 [147.237.76.30 [Wited Sates hi nush. i df . il ET SCAN NVAP -sS w ndow 3072 1
185. 32. 179. 148 |147. 237. 77. 216 | srael dover.idf.il portscan: TCQP O stributed Portscan 1
52.36.106. 136 [147.237.76.30 [Uited Sates hi nush. i df . il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Action ‘Count
Sreaning BEngine: TQP Invalid i i SSi
176.13.230.92  |Israel 147. 237.77. 243 |nobi l e i f i | 9 =g Inval id segnent retransmssion. |, 60
Ret r ansmi ssi on Packet dr opped.
149. 140. 214. 147 |Tur key 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 57
198.251.80.98 |Uited Sates 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 38
198.251.80.98 |lhited Sates 147.237.76.30 |nimsh.idf.il  |Bad TCP sequence ?:Z'Jeetncr:nsmt wthdifferent — oonitor |31
108.251.80.98 |United Sates 147.237.76.30 |himshidf.il  [Bad TOP sequence :’:’;Jeetnésm"“t wehdfferent ) ot 30
Sreanming Engine: TCP Invalid i i ssi
2.53.176.101 | srael 147. 237.77. 243 |mobi l e. i o i 9 =g Invalid segnent retransmssion. |, 30
Ret r ansni ssi on Packet dr opped.
85.1.254.215  |Swtzerland 147.237.76.30 |hi mush.idf.il SYN At t ack SYN -> SYN-ACK -> Timeout |alert 26
85. 1. 254. 215 S t zerl and 147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 26
85.1.254.215  [Swtzerland 147.237.76.30 |nimshid.il  |Bad TCP sequence iZIJeetm::nsmt wehdifferent | ert 25
66. 249. 65. 53 | srael 147.237.77. 216 |dover.idf.il drop SAMrul e drop 25
. ’ . . SWNretransmt wth different .
85. 1. 254. 215 Swit zerl and 147.237.76.30 |hinush.idf.il Bad TCP sequence sequence noni t or 24
85.1.254.172  |Swtzerland 147.237.76.30 |hi mush.idf.il SYN At t ack SYN -> SYN-ACK -> Timeout |alert 21
85. 1. 254. 215 Sai t zerl and 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 21
85. 1. 254. 172 Swit zerl and 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 20
85.1.254.172  |Switzer| and 147.237.76.30 |himshidf.il  [Bad TOP sequence :’:’;Jeetnésm"“t wehdfferent ) ot 20
85.1.254.172  [Swtzerland 147.237.76.30 |nimsh.idf.il  |Bad TCP sequence ?:Z'Jeetncr:nsmt wWthdifferent — oonitor |19
198.251.80.98 [lhited Sates 147.237.76.30 |hi mush.idf.il SYN At t ack SYN -> SYN-ACK -> Timeout |nonitor |17
85. 1. 254. 172 St zerl and 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 17
85. 1. 254. 56 Swit zerl and 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 17
85. 1. 254. 56 Swit zerl and 147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 16
85.1.254.56  |Swtzerland 147.237.76.30 |nimsh.idf.il  |Bad TOP sequence ;’Z’;‘J:rtlcr:mmt Wthdifferent ) ert 16
178.198.36.8  |Swtzer|and 147.237.76.30 |nimsh.idf.il  |Bad TCP sequence ?J;‘J:;é:m"“t wehdfferent ) et 16
85.1.254.56  |Swtzerland 147.237.76.30 |nimsh.idf.il  |Bad TOP sequence ;’Z’;‘J:rtlcr:mmt wWthdifferent — oonitor |16
178.198. 36. 8 Swit zerl and 147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout alert 16
178. 198. 36. 8 St zerl and 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 15
178.198.36.8  |Switzerland 147.237.76.30 |nimsh.idf.il  |Bad TCP sequence ?:Z'Jeetncr:nsmt wWthdifferent — oonitor |15
85. 1. 254. 56 S tzerl and 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |14
178.198. 36. 8 St zerl and 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 14
. . SYNtFACXK retransmt wth .
46. 19. 85. 203 I srael 147.237.77. 176 |nat pash. i of . i | Bad TCP sequence di fferent vi ndow scal e noni t or 11
198.251.80.98 |Uited Sates 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout aert 10
79.176.51.218 |Israel 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Timeout |nonitor |9
24. 4.50. 221 Wited Sates 147.237.76.30 |nimsh.idf.il  |Bad TOP sequence i’:J:;é:nsmt wehdfferent ) et 7
24.4.50.221  |Wited Sates 147.237.76.30 |nimsh.idf.il  |Bad TOP sequence ;’Z’;‘J:rtlcr:mmt wWthdifferent — oonitor |7
24.4.50.221 Lhited Sates 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |7
79.176.51.218 |lsrael 147.237.72. 166 |aka. i df.il drop Frst packet isn't SN drop 7
24.4.50. 221 Lhited Sates 147.237.76.30 |nhi nush.idf.il SYN At t ack SYN -> SYN-ACK -> Timeout |alert 7
24.4.50. 221 Lhited Sates 147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 7
Sreaning Engine: TCP Invalid i i SSi
87.68.41.102  |israel 147.237.72. 167 |i shuri maka. i of . i g =g Invalid segnent retransmssion. —q ., 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.177.180. 158 |Israel 147. 237. 76. 200 |ei tan. aka.i of . i 9 =g Inval i d segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
176. 13. 229. 202 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
212.143.142.56 |Israel 147.237.77. 216 |dover.i df .i | drop First packet isn't SN drop
31. 25. 76. 190 glcisgi'géa” Territory147. 237. 77. 176 |nat pash. icf. il |dr op Frst packet isn't SIN drop 5
31.25.76.190  |AEstinan Territoryly 7 537 77 216 |dover.i of il drop First packet ism't SWN drop 4
Cccupi ed
Sreanming Engine: TCP Invalid i i ssi
185. 110. 108. 165|I srael 147. 237. 77. 243 |nobi | e. i of . i 9 =g Invalid segnent retransmssion. |, ., 4
Ret ransmi ssi on Packet dr opped.
46. 19. 85. 203 I srael 147.237.77. 176 |nat pash. i of .i | Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
79.177.226. 150 |Israel 147. 237, 77. 243 |nobi l e. i df . i | 9 =9 Inval i d segnent retransmssion. |, ., 3
Ret r ansmi ssi on Packet dr opped.
37.26.149.142 [Israel 147.237. 72. 166 |aka. i df .i Bad TCP sequence SINWACK retransmt with monitor |3
different wndow scal e
185. 3.147. 243 |Israel 147.237.72. 166 [aka.i of .i Bad TCP sequence Inval i d AGK nunber noni t or
5. 67. 246. 50 Uni ted Ki ngdom 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
89. 237. 88. 80 France 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry|Target Address |Site Sgnature Acti on ‘Count
79. 180. 215. 106 |l srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 22
5.102.195.139 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 19
87.68.32. 36 I srael 147.237.72. 156 |aman. i df . i | Unaut hori zed HTTP Met hod B ock 4
77.139.243. 155 |France 147. 237.72. 166 |aka. i df . i | thaut hor i zed et hod POST f or B ock 2
wwy aka. i df . i |/ mai n/ gi yus/ yahash/ sheel on. aspx
176.13.246.29 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
77.126. 85. 63 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock 2
87.68.32.36 I srael 147.237.72. 156 |anan. i df . i | Mil tipl e Unauthori zed URL Access from 87. 68. 32. 36 B ock 2
46.117. 225. 224 |Israel 147.237.77.216|dover.idf .l Unaut hori zed LRL Access to ww i df.il/wp-1ogin. php B ock 1
. . Unaut hori zed Met hod HEAD f or
148. 251. 179. 145|Ger many 147.237.72. 166 |aka. i df . i | www aka. i o i1/ brot her s/ ski ral def aul t. asp Bl ock 1
. . Unaut hori zed URL Access to
84.108.75.185 |[lsrael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
66. 249. 76. 59 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/rights/hebrew htni Bl ock 1
] . Dstributed Paraneter Type Mol ation on
37.26.149.130 | srael 147.237.77. 216 [dover . i df . i | w i df . i |/ 1065- he/ dover . aspx par anet er Sear chText Bl ock !
87.68.32. 36 I srael 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to waw aran.idf.il/sip storage/files/1/ [B ock 1
79.177.226. 150 |lsrael 147.237.0.19 |madimatal .idf.il Suspi ci ous Response Code B ock 1
] . - D stributed Unauthori zed Method for Known URL on
66.102. 6. 3 Lhited Sates 147.237.72. 166 |aka. i df . i | e aka. i f i1/ sachar B ock 1
157.55.30.60  |United Sates  |147.237.0.15 |kosher-kravi.idf.il [Jauthorized LR Access to B ock 1
kosher-kravi . i df.il/tenpl at es/ general / gener al . aspx
85. 65. 14. 185 I srael 147.237.76.42 |refuah.idf.il Mil tiple Unhaut hori zed URL Access from 85. 65. 14. 185 B ock
68.180.229.178 [lnited Sates 147.237.77.216|dover.idf.il Paraneter Type Mol ation aspxerrorpath in wwidf.il/error.htm  [B ock
188. 138. 245, 229 x"ﬂg‘i’i’ o 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to ww aka.idf.il/ru/main/giyus/ B ock 1
37.142.2.186 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
89.138.110. 198 [Israel 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None
66. 102. 9. 154 Lited Sates 147.237.72. 156 [aman. i df . i | Lhaut hori zed URL Access to v anan. i df.il/favicon.ico Bl ock 1
_ www. chanmat z. aka. i d _ o
157. 55. 39. 92 Lhited Sates 147.237.77. 226 £l Unhaut hori zed URL Access to waw chanat z. aka. i df . i 1/404. aspx Bl ock 1
. . Unhaut hori zed URL Access to
85.108. 174. 9 Tur key 147.237.77. 216 |dover.idf .l v i dff i 1/ engl i sh/ uni scan7382uni scary Bl ock 1
] . . Unaut hori zed Met hod PCBT for
204.79.180.150 |[lhited Sates 147.237.72. 166 |aka. i df . i | v aka, i o i 1/ i v kapat 2/ def aul t . asp Bl ock 1
46.19. 86. 98 I srael 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
94. 180. 161. 153 RJSf;;”ion 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod PCST for aka.idf.il/nai n/ home/ def aul t . aspx |H ock 1
79.180. 215. 106 I srael 147.237.0.19 |nadimatal.idf.il Parameter Type Mol ation ct! 00SChntent A acetbl der 18t xt LastNae gy o, 1
in nmadimatal .idf.il/1088-he/ neretz. aspx
66. 249. 64. 64 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwx aka.idf.il/miluim B ock 1
. . Unaut hori zed URL Access to
2.55. 165. 89 I srael 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p, st or agel {1 | es/ 8/ 1668. doc B ock 1
; - . Unaut hori zed URL Access to
173. 231. 185. 150|thited Sates 147.237.0.15 |kosher-kravi.idf.il 147 237 0. 15/ admi n/ | 18n/ r eadme. £ xt Bl ock 1
. . DO stributed Whaut horized URL Access on
77.138.104. 132 |France 147.237.72. 156 |anan. i df . i | e aman. i o 11/ avi con. i o B ock 1
. . D stributed Unauthori zed Method for Known URL on
213.133.110.35 [Ger many 147.237.72.166 [aka. i df . i | viwn aka. i df . i1 /i turindasp/ di spl ayonesol di er. asp Bl ock !
46.117. 225. 224 |Israel 147.237.77.216|dover.idf.il PHP At tenpt B ock
144.76. 114. 194 |Ger many 147.237.72. 156 |anan. i df . i | Lhaut hori zed LR. Access to list.ips.gov.il/robots.txt B ock
79.181. 143. 251 |Israel 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1440-he/atal .aspx  |B ock 1
. . I1l1egal UR. Path Encoding
66.249.75.57  |lsrael 147.237.77.74 |l aw i df .i| ww | aw i df i 1 /tenpl at es/ getfil e/ getfil e. aspx?fi | enanem Bl ock !
; . . Unaut hori zed URL Access to
173. 231. 185. 150|lhited Sates 147.237.77. 216 |dover.idf . il 147 237 77. 216/ adm /i 18n/ r eadne. t xt Bl ock 1
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